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Abstract— Mobile ad-hoc networks(MANET) is the
collective formation of mobile nodes which are self-
organizing and are affixed by wireless links where nodes
which are in the indirect range communicate with each other
depending on the intermediate nodes. MANET are
conventionally composed in the situation of crisis and non-
perpetual operations or rudimentally if there are no
resources to establish involved networks. Both the
infrastructure-less network and distributed nature lead the
Mobile ad hoc network frail to malicious assailers.
Information systems have become additional integrated into
our lives. As this integration deepens, the paramountcy of
securing these systems increases. The proposed scheme
endeavors to mitigate the malevolent users from the network
specially designed for MANET. It surmounts the drawbacks
of existing approaches. The less number of routing cognate
messages engendered in proposed system improves the
performance in MANET by reducing routing overhead.
Furthermore, the attackers are averted from initiating forged
acknowledgement attacks and packet security is improved.
The acknowledgement packet of node includes a control
message known as estimated best score (EBS). The node
updates EBS message for future acknowledgements. This
paper aims to fixate on the most prominent techniques of
Encroachment Sensing approach for determining under the
conditions of critical nodes and also triggers to improve
packet delivery ratio causing less routing overheads and is
augmented with security and compare the recent
Encroachment Sensing mechanism using different algorithm
and data gathering techniques.
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I. INTRODUCTION

Mobile Ad hoc Network (MANET) consists of autonomous
nodes capable of both wirelessly transmitting and receiving.
These nodes communicate with each other via bidirectional
wireless links either directly or indirectly. The nodes in the
network function as routers, clients, and servers. These
nodes are constrained in power consumption, bandwidth,
and computational power. MANETs lack central
administration and prior organization, so the security
concerns are different than those that exist in conventional
networks [1]. Wireless links make MANETs more
susceptible to attacks. It is more facile for hackers to
eavesdrop and gain access to confidential information. It is
additionally more easier for them to enter or leave a wireless
network because no physical connection is required. They
can also directly attack the network to delete messages,
inject false packets, or impersonate a node. This breaches
the networks goals of availability, integrity, authentication,
and no repudiation. Compromised nodes can also launch
attacks from within a network [2]. Most of the routing

protocols proposed for MANETS assume that every node in
the network is cooperative and not malicious Therefore,
only one compromised node can cause the failure of the
entire network [3].There are two types of MANETS: closed
and open. In a closed MANET, all mobile nodes cooperate
with each other toward a prevalent goal, such as emergency
search/rescue or military and law enforcement operations. In
an open MANET, different mobile nodes with different
goals share their resources in order to ensure global
connectivity. An individual mobile node may attempt to
benefit from other nodes, but refuse to share its own
resources. Such nodes are called misbehaving nodes and
their behaviour is termed misbehaviour [4]. The purpose of
this project is to provide security together with identification
of erroneous misconducting.

Il. RELATED WORK

An encroachment sensing scheme can be defined as the
tools, methods, and resources to help identify, assess, and
report unauthorized or unapproved network activity.
Encroachment sensing is an overall protection system that is
installed either in a concrete system or in each and every
system. Exploration have been started earlier itself and so
describing and comparison of diverse approaches are
difficult in this scenario. Thus most important and opportune
in the situation are being discussed below. In this section,
mainly three existing approaches are described specifically,
Watchdog [2], TWOACK [5] and AACK [4].

The watchdog scheme proposed by Marti et al. [2],
consists of two parts, namely Watchdog and Path rates.
Watchdog serves as an intrusion detection system for
MANETS. It is responsible for identifying malicious nodes
misbehavior in the network. Watchdog detects malicious
misbehavior by promiscuously listens to its next hop’s
transmission. If Watchdog node overhears that its next node
fails to forward the packet within a definite period of time, it
increases its failure counter. Whenever a node’s not success
counter exceeds a predefined threshold, the Watchdog node
reports it as misbehaving. In this case, the Path rates get
together with the routing protocols to avoid the reported
nodes in future transmission.

Watchdog scheme fails to detect deliberately
harmful misbehavior with the presence of ambiguous
collisions, receiver collision, limited transmission power,
false misbehaviour report, collusion and partial dropping.

TWOACK [5] by Liu et al. aiming to resolve the
receiver collision and limited transmission power problems
of Watchdog, TWOACK finding misbehaving links by
acknowledging every data packets transmitted over over
each three successive nodes along the path from the source
to the destination. Upon retrieval of a packet, each node
along the route is needed to send back an acknowledgement
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packet to the node that is two hops away from it down the
route.

AACK Sheltami et al. [4] proposed scheme based
on TWOACK Acknowledgement (AACK) similar to
TWOACK, AACK[5] is an acknowledgement based
network layer scheme which can be considered as a
combination of a scheme call TACK (identical to
TWOACK) and an end-to-end acknowledgement scheme
called ACK.

EAACK proposed by Elhadi M. Shakshuki [1] is
intended to tackle three of the six weaknesses of Watchdog
scheme, namely, false misbehavior, limited transmission
power, and receiver collision. The Introduction of digital
signature is to prevent the attacker from forging
acknowledgement packets. EAACK (Enhanced Adaptive
Acknowledgement) is consisted of three major parts,
namely, ACK, Secure ACK (S-ACK), Misbehavior report
authentication (MRA) and Digital Signature. Compared to
existing approaches, EAACK demonstrates higher
malicious-behaviour-detection rates in certain conditions
while does not greatly affect the network performances.
Drawbacks of EAACK are no encryption is done for packets
at sender side and keys are pre-distributed.

I1l. PROPOSED WORK

The proposed sturdy and light-weight mechanism called
EAACK++ which requires less hardware cost and involves
digital signature for safer interchange of packets. This is
implemented by both Digital Signature Algorithm (DSA)
and Elliptic Curve Cryptography (ECC) algorithm.
EAACK++ consists of three major parts called: ACK, S-
ACK and MRA. ACK is fundamentally an cessation-to-end
acknowledgement scheme. It acts as a component of the
hybrid scheme in EAACK++, aiming to reduce network
overhead when no network misconduct is identified.
According to this method, if the receiver node does not send
the ACK within predefined period, then ACK postulates
maleficent may present and switch to SACK part to detect
them. In S-ACK part, for every three successive nodes in the
route, the third node is required to send an S-ACK
acknowledgement packet to the first node. The motive of
introducing S-ACK mode is to detect misbehaving nodes in
the presence of receiver collision or circumscribed
transmission power. If malicious found, then MRA part
recommend alternate path to the destination. Unlike the
TWOACK scheme, where the source node instantly trusts
the mishehavior report, EAACK++ requires the source node
to switch to MRA node and substantiate this misbehavior
report. This is an essential step to detect false misbehavior
report in the proposed scheme, initiate the MRA mode, the
source node first searches its local knowledge base and
seeks for other possible route to the destination node. If
there is no other that exists, the source node starts a routing
request to find some other route. Due to the nature of
MANETS, it is common to find out multiple routes between
two nodes. When the destination node acquire an MRA
packet, it probes its local knowledge base and compares if
the reported packet was received, then it is safe to terminate
that this is a false misbehavior report and whoever generated
this report is marked as malicious. It ensures the secure
communication of data packets in the network. The
acknowledgement packet of node involve a control message

known as estimated best score (EBS). After finishing the
transmission the node will update the score Vector. The
node upgrade EBS Message for future acknowledgements.
Thus EAACK++ scheme depends on acknowledged
packets. So, it is required to reduce the network overhead
caused by digital signature. The research work, focus on
providing an Encroachment Sensing Scheme for MANETS,
which condenses network overhead and provides security to
network.

A. Scheme Description

Digital signature is a broadly adopted approach to ensure the
authentication, integrity, and non-repudiation of MANETS.
It can be simplified as a data string, which associates a
message (in digital form) with some originating entity, or an
electronic analog of a written signature. Comparing both
algorithms, ECC produces lesser network overhead than
DSA, because the signature size of ECC is smaller when
compare to DSA. Routing Overhead (RO) will be more if
the number of malicious nodes increases in DSA, than ECC.
Because more malicious nodes involves more
acknowledgement packets, thus increasing the convention of
digital signature in network. ECDSA stands for “Elliptic
Curve Digital Signature Algorithm”, it’s used to create a
digital signature of data (a file for example) in order to allow
you to verify its authenticity without compromising its
security[6]. to ensure that all acknowledgement packets in
EAACK++ are authentic and untainted. The strength of the
Elliptic Curve Cryptography lies in the Elliptic Curve
Discrete Log Problem (ECDLP)[7][8].

B. Module Description

Module Description in detail are described below:

1) Network Formation

In this module we can construct a topology to provide
communication paths for wireless adhoc network. Here the
node will give the own details such as Node ID through
which the transmission is done and similarly give the
neighbor nodes details.

2) Packet Transmission

In this module the node transmits the packet from source to
destination. Transmission stage come into existence at the
time in which node transmits if it has a packet.

3) Acknowledgement Module

Nodes that have received the packet transmitted by source
node send acknowledgement packet. In the reception and
acknowledgement stage, reception of the packet transmitted
successfully by node is acknowledged to it by all the nodes.
It is assumed that the delay for the acknowledgement stage
is small enough (not more than the duration of the time slot)
such that node infers by time. The acknowledgement packet
of node includes a control message known as estimated best
score (EBS).

4) Update Module

In this module the node update the following information.
After completing the transmission the node will update the
score Vector. The node updates EBS Message for future
acknowledgements.
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C. Module Description Model
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Fig. 1: Module Description Model

IV. SIMULATION RESULTS

In this paper simulation environment NetBeans IDE with
minimum 256 MB RAM the coding has been done to
simulate the concept of the ECC algorithm which is
providing high security while packet are send through the
network from node to node and simulation is conducted in
machine which has java with version JDK 1.6 and above
and compared the performances through simulation result
comparison with EAACK++ schemes.

A. Performance Metrics:

—Average end-to-end delay: The end-to-end-delay is
averaged over all existing data packets from the
sources to the destinations.

— Throughput: Throughput refers to the amount of
data can be transferred from one location to another
in a given duration.

— Packet delivery ratio (PDR): Packet distribution
ration is quantified in terms of the ratio of data
packets received to packet sent

PDR= Packets Received / Packets Sent.

V. EXPERIMENTAL RESULTS

The Fig.2 given is the results of the simulation showing
EAACK++ Data packet.

£ Encroachment Sensing Scheme using EAACK++

Encroachment Sensing Scheme using EAACK++
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Fig. 2: Detailed information of transmission between source
and destination nodes

Encrypted and Decrypted message are a function of

key size and data size for both DSA and ECDSA. ECDSA

key size is relatively smaller than DSA key size, thus

encrypted message and Decrypted message in ECC is
smaller These results provide superior quality in data
delivery with high Security provided by ECDSA.
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Fig. 3: EAACK++ Data Packet Mode
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Fig. 4: EAACK++ - DSA VS ECDSA Encryption Time
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VI. CONCLUSION

In this paper the core focus has been laid on comparative
study of EAACK++ approach by utilizing ECDSA and DSA
comparative analysis. The deportment of EAACK++
technique have been analyzed. The algorithm is designed to
resolve the impuissance of Watchdog when it fails to detect
misbehaving nodes with the presence of erroneous
misbehaving report and to authenticate whether the
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destination node has received the reported missing packet
through a different route and to achieve this purpose was on
the comparative study of ACK, S-ACK & MRA scheme. To
elongate the analysis work, EBS is utilized to select the
congruous nodes for the routing of packets.Testing the
performance of EAACK++ in authentic network
environment rather than software code simulation is planned
in future research.
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