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Abstract— The business organization maintains much 

information about their customers which has personal details 

of customers also. Every organization has the responsibility 

to keep the secret information or personal information of 

their customer and cannot disclose them to others. Similarly 

the transactional data sets are the collection of records which 

contains information about the purchase pattern of their 

customers. The organizations use the purchase history or 

transactional log to generate business intelligence which 

could be used to make business decisions. 
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I. INTRODUCTION 

The general focus is to preserve the personal information 

and sensitive information without exposing them to the third 

party. Also the originality of the information shared between 

two users has to be retained while generating the sanitized 

data set. There are many approaches has been discussed in 

the literature but most of them suffers with the problem of 

maintaining k-anonymity and retaining the originality of the 

data set. To overcome all the issues identified it is planned 

to design the efficient and effective sanitization and privacy 

preservation schemes. 

The organizations perform collaborative business at 

most situations and share the information about the 

customers of their own between them. For example, a car 

manufacturer may end up with a deal between a air 

conditioner manufacturing company. Before deciding or 

selecting the air conditioner manufacturer what the 

organization will do is, they perform a survey or generate a 

strategic report about how many car holders of that company 

has installed the air conditioner of that “X’. So the car 

manufacturer has their own data set and the air conditioner 

organization has their own transactional data set. Upon 

deciding a deal about reducing the price on giving an air 

conditioner as an offer with the car the AC organization will 

perform the business intelligence to identify the market of 

their product with the particular brand of car. Similarly both 

the organizations will perform the analysis to come to a deal 

of negotiation.  

Now the organizations will share their data set 

between them to come to a conclusion between them, but 

they have the responsibility to protect the sensitive 

information about their customers. Similar to that in a 

market purchase data set, a customer may purchase many 

things using his credit card of a bank or anything. But the 

shopping agency has the responsibility to keep the sensitive 

purchase patterns and information without disclosing. This 

process is called privacy preservation and has many 

applications in various areas of real world. 

The general focus is to preserve the personal 

information and sensitive information without exposing 

them to the third party. Also the originality of the 

information shared between two users has to be retained 

while generating the sanitized data set. There are many 

approaches has been discussed in the literature but most of 

them suffers with the problem of maintaining k-anonymity 

and retaining the originality of the data set. To overcome all 

the issues identified it is planned to design the efficient and 

effective sanitization and privacy preservation schemes. 

Randomized Attribute Selection Approach- reduces 

the probability of guessing the attribute and the person who 

have interested pattern like from the sanitized data. 

State Transitional Matrix Approach – represents 

purchase patterns as state transition matrix and there will be 

only transitional probability value so that the end user 

cannot identify the original information. 

Frequent pattern based probabilistic model – 

generates frequent patterns on transactional data set and 

computes probabilistic values as published data set which 

restricts the user from identifying the personal information. 

Pattern mining with attribute impact matrix – 

generates frequent patterns and computes a attribute impact 

matrix which will be published and restricts the end user 

from identifying the original information. 

Min-Max Pattern Mining Technique - identifies set 

of least frequent items using general pattern mining methods 

based on support threshold. Identified items are used as the 

base in identifying the other order frequent items and their 

pattern, based on which sanitization can be done. 

A. Problem Statement 

There are many deficiencies present with the available 

methodologies and they suffer with the following problems. 

The existing methodologies could not preserve the 

original information while generating the sanitized data set. 

The end user can easily identify the original record 

which ultimately identifies the person also. 

The generalization approaches like dot matrix and 

range matrix suffers with anonymization problem. 

Generating the original information from sanitized 

data set has errors. 

II. LITERATURE REVIEW 

1) An Efficient Method for Knowledge Hiding Through 

Database Extension, propose a new solution by 

integrating the advantages of both these techniques with 

the view of minimizing information loss and privacy 

loss[1]. By making use of cryptographic techniques to 

store sensitive data and providing access to the stored 

data based on an individual’s role, we ensure that the 

data is safe from privacy breaches[2]. The trade-off 
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between data utility and data safety of our proposed 

method will be assessed. 

2) A generalized Framework of Privacy Preservation in 

Distributed Data mining for Unstructured Data 

Environment proposes a solution to this problem by 

managing unstructured data in to structured data using 

legacy system and distributed data partitioned method 

for gives distributed data for mining multi text 

documents. This frame work gives the testing of the 

similarities among text documents and privacy 

preserving meta data hiding technique, which are 

explored in text mining[3]. 

3) A Fuzzy Approach for Privacy Preserving in Data 

Mining, addresses the problem of Privacy Preserving in 

Data Mining by transforming the attributes to fuzzy 

attributes[4]. Due to fuzzification, exact value cannot be 

predicted thus maintaining individual privacy, and also 

better accuracy of mining results were achieved. 

4) Association Rule Hiding by Heuristic Approach to 

Reduce Side Effects and Hide Multiple R. H. S. 

Items[5], propose two algorithms, ADSRRC (Advanced 

Decrease Support of R. H. S. items of Rule Cluster) and 

RRLR (Remove and Reinsert L. H. S. of Rule), for 

hiding sensitive association rules. Both algorithms are 

developed to overcome limitations of existing rule 

hiding algorithm DSRRC (Decrease Support of R. H. S. 

items of Rule Cluster). Algorithm ADSRRC overcomes 

limitation of multiple sorting in database as well as it 

selects transaction to be modified based on different 

criteria than DSRRC algorithm. Algorithm RRLR 

overcomes limitation of hiding rules having multiple R. 

H. S. items. Experimental results show that both 

proposed algorithms outperform DSRRC in terms of 

side effects generated and data quality in most cases. 

5) Reducing Side Effects of Hiding Sensitive Itemsets in 

Privacy Preserving Data Mining, present a novel 

hiding-missing-artificial utility (HMAU) algorithm is 

proposed to hide sensitive itemsets through transaction 

deletion[6]. The transaction with the maximal ratio of 

sensitive to nonsensitive one is thus selected to be 

entirely deleted. Three side effects of hiding failures, 

missing itemsets, and artificial itemsets are considered 

to evaluate whether the transactions are required to be 

deleted for hiding sensitive itemsets[7]. Three weights 

are also assigned as the importance to three factors, 

which can be set according to the requirement of users.  

III. PROPOSED SOLUTIONS FOR PRIVACY PRESERVATION 

We proposed different approaches for the problem of 

privacy preservation and will discuss in detail in this 

section. 

A. Randomized Attribute Selection  

In order to preserve personal information’s in multi-

dimensional transactional data sets we propose a data hiding 

technique which identifies the item to be hidden and 

generates the synthetic publishing data where the sensitive 

pattern is unknown.  Among the proposed technique 

sensitive patterns are identified using IP-Search in the data 

set.  At the second stage the proposed method generate the 

dot-matrix which is the publishing data to the external 

world. The proposed system takes the raw transactional data 

set as input and we identify the frequent patterns of purchase 

from the original data set based on the frequency of 

purchase pattern, we identify the interested patterns for a 

specific user and those identified interested patterns are 

sanitized using dot matrix operation. Randomized selection 

is applied to select the attribute to be sanitized in the dot 

matrix operation. 

B. State Transitional Matrix 

We propose a new knowledge hiding and privacy preserving 

methodology using state transitional matrix.  We generate 

transitional matrix from the large transaction data set, which 

will be published for other users of the business or social 

environment.  Published data could be used to infer some 

knowledge but they could not back track the personal 

information from the sanitized data base. The proposed 

method is a simpler one which reduces the time and space 

complexity.  

C. Probabilistic Models 

Privacy preservation of transactional data set has more 

influence in business solutions where the transactional data 

set of any organization can be used by many others for 

different purposes. Hiding sensitive information about the 

customers of any organization becomes the responsibility of 

the organization which implicates the trustworthy of 

organization on customers. We propose a new extended 

frequent pattern mining technique for the preservation of 

sensitive information about the customers. The general 

support count based frequent pattern mining technique is 

used to identify the sensitive transactions and based on that 

a probabilistic solution is used to generate the sanitized data 

set. The sanitized data set preserves the originality of the 

transactional data and the user could compute much 

information for their purpose. The probabilistic model 

computes the probability of sensitive attributes and used to 

generate the sanitized data set. We used random selection of 

attribute in the sensitive transaction to generate sanitized 

data set. 

D. Attribute Impact Matrix 

Privacy preservation being studied well in recent days of 

data publishing where the sensitive items have to be hidden 

without spoiling the originality of data. We propose a new 

approach for privacy preservation of data items while 

publishing transactional data sets. The proposed approach 

generates transactional patterns using input data set, for each 

item set I to N, the proposed approach generates pattern set 

Ps. From generated pattern set ps, we compute support and 

profit values to select most frequent pattern set Mps.  

Identified pattern set is used to compute the attribute impact 

matrix, which represent the sanitized data set where the 

sensitive items are represented with impact measure of 

different number of item sets.  Published data could be used 

to infer some knowledge but they could not back track the 

personal information from the sanitized data base. The 

proposed method is a simpler one which reduces the time 

and space complexity. 

E. Min-Max Frequent Pattern Mining Technique  

Privacy preserving the most dominant problem in 

knowledge sharing where the transactional information of 

organization is shared between organizations. Each 
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organization has the responsibility to maintain the secrecy of 

user information or their transactional details while sharing 

information with other groups. There are many approaches 

has been discussed earlier for the preservation of user 

information, but struggles with maintaining the originality 

of data and data anonymity. We propose a navel approach 

called Max-Min frequent pattern mining, which identifies 

set of least frequent items using general pattern mining 

methods based on support threshold. Identified items are 

used as the base in identifying the other order frequent items 

and their patterns. The items with the least frequency and 

their appearance in the other item sets are computed for 

support and threshold values. Based on computed support 

threshold values, set of items are selected and identified as 

privacy items and are used for sanitization process. At the 

sanitization process the privacy items are sanitized using 

max-min values computed at the pattern mining process. 

The proposed sanitization approach has produces efficient 

result and the end user could obtain required information 

without loosing the originality. 

IV. RESULTS AND DISCUSSION 

The proposed methods has produced efficient results in 

sanitization and produced good results.  All the methods has 

been implemented using Advanced Java and evaluated for 

its efficiency.  

 
Fig. 1: comparison of time complexity with different 

methods. 

The figure 1, shows the time complexity produced 

by various methods and it shows clearly that the proposed 

method has produces less time complexity and so on. 

 
Fig. 2: Shows the time required for sanitization process. 

The figure 2, shows the comparison of time 

complexity for sanitization with different number of records. 

It shows that the time complexity grows a little bit with the 

number of records. 

 
Fig. 3: Comparison of sanitization accuracy of different 

methods. 

The figure 3, shows the sanitization accuracy 

produced by various methods and it shows clearly that the 

proposed method has higher rate of accurate sanitization. 

V. CONCLUSION AND FUTURE WORK 

We proposed various schemes for privacy preservation of 

transactional data set. The randomization approach has been 

proposed to reduce the information leakage which restricts 

the user from back tracking the original information from 

sanitized data set. The state transitional matrix based 

approach generates only the probability of transition values 

for the sensitive items, which preserve the private 

information. The probabilistic approach produces 

probability values so that the original information cannot be 

achieved by the end user. Finally the attribute impact matrix 

produces efficient sanitization in all the facts of privacy 

preservation. 

Further the proposed approach could be further 

improved by adapting various measures and increase the 

level of k-anonymity. 
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