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Abstract—Designed to compete with fiat currencies, bitcoin 

proposes it is a crypto-currency alternative. Bitcoin has 

enjoyed wider adoption than any previous cryptocurrency, 

yet its success also attracted the attention of fraudsters who 

taken advantage of operational insecurity and operational 

irreversibility. The main aim of this study is to examine the 

potentially disestablishing effects of emerging digital 

currencies specially ―Bitcoin‖ a decentralized partially 

anonymous and largely unregulated particular popular in last 

few years. The security aspect of the Bitcoin is the major 

area of research. This currency may be vulnerable during the 

transactions or it can be also attacked on its online storage 

pools or exchanges. 
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I. INTRODUCTION 

Bitcoin is a digital store of value and payment system 

Bitcoin are created as a reward for payment processing work 

in which users offer their computing power to verify and 

record payments into a public ledger. This activity is called 

mining and the miners are rewarded with transaction fees 

and newly created bitcoin.[3] 

 Two major goals behind the design of the 

cryptocurrency:1) To create a digital currency preventing 

the double spending problem 2) To achieve the first goal 

without a centralized third-party financial institution. 

II. PROCESS 

Every client in the Bitcoin network owns a copy of 

Blockchain, which is public and accessible to anyone in the 

network allowing unprecedented transparency to the 

currency. The Bitcoin network is made out of 

interconnected clients, called full clients or nodes that are in 

charge of validating any transactions received. Once 

validated, the clients broadcast the transaction to 

neighboring until each one in the network has a copy of it. 

Instead of storing the transactions as they are, Blockchain 

bundles them into what is dubbed a ‗Bitcoin block‗. Once a 

block is created, it will be broadcasted to all the other nodes 

so everyone can update their Blockchain. Each block is then 

linked to the previous block, creating a chain that can be 

traced to the first block ever created – the block‘. Fig 1 

shows the process of Bitcoin. 

A. Miners: 

Users in charge of creating these blocks are called ‗miners‘ 

and the process, unsurprisingly, is called ‗mining a block‘. 

In the early days, every client in the network was a miner. 

Currently, miners have dedicated clients that connect to the 

Bitcoin network with specific protocols. Once a transaction 

gets bundled into a block and is accepted by a large majority 

of the network, it is considered official.  

 
Fig. 1: Block Diagram Explaining the Bitcoin Process 

B. Transaction: 

In the Bitcoin network, a transaction describes the transfer 

of a specific amount of bitcoins from one individual to 

another. Every single Bitcoin transaction is recorded in a 

public ledger called blockchain. A Bitcoin transaction is a 

digitally signed data structure that is broadcast in the Bitcoin 

network. It consist of one or more inputs and one or more 

outputs. Inputs are references to previous transactions and 

specify the address which own the bitcoins that are going to 

be transferred. Output specify the addresses that are going to 

receive the bitcoins,as well as the amount of bitcoins being 

transferred. 

Each Bitcoin address is associated with a private 

key is required to spend the funds assigned to the address. 

The Bitcoin address is derived from the public key 

corresponding to the private key. The user signs transaction 

accessing the funds of the Bitcoin address with her private 

key and the peers in the network verify the transaction using 

her public key. [5] 

III. PROS AND CONS 

A. Pros:  

Table 1 shows advantages of Bitcoin 

S. 

No. 
Advantages Explanation 

1. Freedom of Payment 
 With Bitcoin it is very possible to be able to send and get money anywhere in the world at 

any given time. 

  
 You don‘t have to worry about crossing borders, rescheduling for bank holidays, or any 

other limitations one might think will occur when transferring money. 

   You are in control of your money with Bitcoin. There is no central authority figure in the 

https://en.wikipedia.org/wiki/Payment_system
https://en.bitcoin.it/wiki/Clients
https://en.bitcoin.it/wiki/Blocks
https://en.bitcoin.it/wiki/Mining
https://en.bitcoin.it/wiki/Getblocktemplate
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Bitcoin network. 

2 Control and Security  Allowing users to be in control of their transactions help keep Bitcoin safe for the network. 

   Bitcoin can be backed up and encrypted to ensure the safety of your money. 

  
 Due to the fact that personal information is kept hidden from prying eyes, Bitcoin protects 

against identity theft. 

  
 Payments in Bitcoin can be made and finalized without one‘s personal information being 

tied to the transactions. 

  
 Merchants cannot charge extra fees on anything without being noticed. They must talk 

with the consumer before adding any charges. 

3. 
Information 

Transparency 
 With the block chain, all finalized transactions are available for everyone to see, however 

personal information is hidden. 

  
 Your public address is what is visible; however, your personal information is not tied to 

this. 

   Anyone at anytime can verify transactions in the Bitcoin block chain. 

  
 Bitcoin protocol cannot be manipulated by any person, organization, or government. This 

is due to Bitcoin being cryptographically secure 

4. Very Low Fee  Currently there are either no fees, or very low fees within Bitcoin payments. 

  
 Digital Currency exchanges help merchant process transactions by converting bitcoins into 

fiat currency. These services generally have lower fees than credit cards and PayPal. 

  
 With transactions, users might include fees in order to process the transactions faster. The 

higher the fee, the more priority it gets within the network and the quicker it gets 

processed. 

5. 
Merchant Side 

Security 

 Due to the fact that Bitcoin transactions cannot be reversed, do not carry with them 

personal information, and are secure, merchants are protected from potential losses that 

might occur from fraud. 

  
 With Bitcoin, merchants are able to do business where crime rates and fraud rates may be 

high. This is because it is very hard to cheat or con anyone in Bitcoin due to the public 

ledger, otherwise known as the block chain.[4] 

6. 
Decentralized 

Nature 
 

7. 

Active 

involvement of 

users 
 

 

Table 1: Advantages of Bitcoin 

B. Disadvantages: 

Table 2 shows disadvantages of Bitcoin 

S. 

No 
Disadvantages Explanation 

1. 
Lack of awareness 

and understanding 

 Fact is many people are still unaware of digital currencies and Bitcoin. 

 People need to be educated about Bitcoin to be able to apply it to their lives. 

 Networking is a must to spread the word on Bitcoin. 

 Businesses are accepting bitcoins because of the advantages, but the list is relatively small 

compared to physical currencies. 

 Companies like Tigerdirect and Overstock accepting Bitcoin as payment is great. However, 

if they do not have a knowledgeable staff that understands digital currencies, how will they 

help customers understand and use Bitcoin for transactions? 

 The workers need to be educated on Bitcoin so that they can help the customers. This will 

definitely take some time and effort. Otherwise, what is the benefit of such large companies 

accepting Bitcoin if its staff doesn‘t even know what digital currencies are? 

  
 Currently, Bitcoin‘s price bounces everyday mainly due to current events that are related to 

digital currencies. 

  
 As more businesses, medias, and trading centers begin to accept Bitcoin, its‘ price will 

eventually settle down. 

3. 
Ongoing 

Development 
 Bitcoin is still at its infancy stage with incomplete features that are in development. 

  
 This is because Bitcoin is just starting out, and it needs to work out its problems just like 

how any currency in its beginning stage would need to. 

   Bitcoin has some growth to do before it comes to its full and final potential. 

4. Flaws in Protocol  

http://blockchain.info/
https://coinreport.net/accepting-bitcoin/
http://tigerdirect.com/
http://overstock.com/
https://coinreport.net/time-for-bitcoin/
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5. 
Flaws in mining and 

Transaction 
 

6. 
Degree of 

Acceptance. 
 

Table 2: Disadvantages of Bitcoin 

S. 

No. 
Attack Target 

1. 
Attacks on 

Wallet File 

Coins of users stored 

in the online wallets 

2. 
DDOS 

Attack 

Online Cloud-based 

exchanges and wallet 

services for Bitcoin 

3. Timejacking 
Transaction process, 

Mining process 

4. >50% Mining process 

5. 
Double-

spending 
Transaction process 

6. 
6. Selfish 

Mining 
Mining process 

Table 3: Major Attack/Threats and Their Targets 

C. Risks of Holding Bitcoin:  

Individuals or organizations holding bitcoins are faced with 

several types of risks, some of which can be managed by 

taking appropriate precautions. Most prominently, there is 

exchange rate risk. Compared to ordinary currencies, 

Bitcoin is still very volatile. Within just four weeks in fall 

2013, Bitcoin soared as the exchange rate increased from 

200 USD to 800 USD, i.e., by 400 %. On the contrary, when 

the Bitcoin exchange Mt. Gox was hacked in June 2011, the 

perpetrators caused the exchange rate to drop from 17,50 

USD to just a single cent . (But the exchange rate recovered 

minutes after the event.) The uncertainty of the exchange 

rate is one of many factors that might impede businesses 

accepting bitcoin. A mitigation strategy is to regularly 

convert bitcoins into local currency and keep only a small 

transaction budget at risk. Commercial payment providers, 

for instance Bit Pay, offer services to automate this 

process.[1] 

IV. CONCLUSION 

Although the pros and cons of Bitcoin the virtual currency 

usage is not balanced but it completely depends upon the 

economists. As the laws for usage of Bitcoin can be altered 

or additional restrictions can be implied anytime. But for 

sure that this virtual currency trend is not going to die any 

sooner. The Bitcoin is the first known successful 

implementation of a concept known as cryptocurrency but it 

is still in immature state and the developers are continuously 

putting their efforts to reduce the vulnerability of the 

Bitcoin. The main threats for Bitcoin are its vulnerability in 

the mining process and transactions and lack of security 

during the storage of the coins on the online pools. To 

provide security against the attack on mining process, the 

framework of Bitcoin protocols needs to be changed and 

since the Bitcoin is indeed a decentralized cryptocurrency, 

the protocols are accepted by the all the users and to change 

the protocol set of Bitcoin, the agreement of majority of the 

users is needed. 
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