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Abstract— In now days the information sharing is very 

important. One organization shares the information of user 

to another organization for the better survey purpose. But 

the sensitive data of user will not be disclosed. So for that 

purpose we have to hide some sensitive data of user for that 

the data must be encrypted. K-anonymity algorithm is one 

of the ways to encrypt data so that data cannot be stealing 

and the information in the data will not modify. But there is 

some way to attack on the k-anonymity encrypted data. One 

of the way is background knowledge attack, in this if the 

attacker knows some basic information about the use then he 

can get the detail from database. If we can add some more 

data in the original database and the apply k-anonymity 

algorithm so that the attacker is get more rows of data and 

he will confuse so the data should be protected from the 

attacker. 
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I. INTRODUCTION 

We investigate privacy preservation from the anonymity 

aspect. The sensitive information, even after the removal of 

identifying attributes, is still susceptible to linking attacks by 

the authorized insiders [2]. This problem has been studied 

extensively in the area of micro data publishing and privacy 

definitions, e.g., k-anonymity [2] The anonymity techniques 

can be used with an access control mechanism to ensure 

both security and privacy of the sensitive information. 

However, privacy is achieved at the cost of accuracy and 

imprecision is introduced in the information provided by 

permissions under an access control policy. We use the 

concept of imprecision bound, for each permission to set a 

threshold on the amount of imprecision that can be tolerated. 

To exemplify our approach, role-based access control is 

assumed. However, the approach is generic and can be 

applied to any security policy, e.g., discretionary access 

control or mandatory access control. The heuristics 

proposed in this paper for privacy-preserving access control 

are also relevant in the context of workload-aware 

anonymization. There are many types of attacks are make on 

k- anonymity algorithm one most common is background 

knowledge attack in this type of attack the attacker is know 

some basic data of user so it easily identify the user data.  

The issue of protecting the privacy of individuals 

before releasing micro data containing personal information 

has been studied extensively during the last decade [5]. 

Anonymization algorithms use suppression and 

generalization of records to satisfy privacy requirements, 

e.g., k-anonymity and with minimal distortion of micro data. 

Workload-aware anonymization techniques that minimize 

information loss for data mining tasks or for a given set of 

queries have been developed [6], [7]. However, the problem 

of satisfying accuracy constraints set by the multiple users 

of micro data has not been studied. 

II. K-ANONYMITY 

For the purpose of preventing record linkage through QID, 

k-anonymity is proposed that at least k records share the 

same qid. Thus, for one qid, we get k satisfying records and 

these records are indistinguishable from each other. 

Furthermore, the possibility for an attacker to link to the 

correct data owner is 1 / k. 

III. MACHINE LEARNING ALGORITHMS 

Machine learning, a branch of artificial intelligence, 

concerns the construction and study of systems that can 

learn from data. For example, a machine learning system 

could be trained on email messages to learn to distinguish 

between spam and non-spam messages. After learning, it 

can then be used to classify new email messages into spam 

and non-spam folders. 

The core of machine learning deals with 

representation and generalization. Representation of data 

instances and functions evaluated on these instances are part 

of all machine learning systems. Generalization is the 

property that the system will perform well on unseen data 

instances; the conditions under which this can be guaranteed 

are a key object of study in the subfield of computational 

learning theory [5]. 

There is a wide variety of machine learning tasks 

and successful applications. Optical character recognition, in 

which printed characters are recognized automatically based 

on previous examples, is a classic example of machine 

learning. 

IV. PROPOSED ALGORITHM 

 Step 1: Get old data and train machine learning 

algorithm for get a good data se to be insert into data 

 Step 2: Make a ranking model to add into main dataset 

and give a more complex and efficient data.  

 Step 3:  Get the data from main dataset and pass it to 

the short manager 

 Step 4: Get data from the ranking model and Data 

manager and add the data like that the frequency of the 

data is not getting more impact and the data is become 

more complex and apply k-anonymity algorithm. 

 Step 5: Pass data for the survey  

By implementing this algorithm we can get the 

more confusing data. In first data make training dataset 

using machine learning so we can get a data that can be 

inserting into the dataset. In the data set we get the 

frequency of data occurrence is almost same as the data so 

the data for surviving is not getting effected by this 

algorithm. 
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Fig. 1: Flowchart 

A. Results 

 
Fig. 2: Hospital Data 

 
Fig. 3: data after adding machine learning data 

 
Fig. 4: After applying proposed algorithm 

 So, the data is become more so the attacker is 

confused between more occurrence of data. Here attacker is 

get three result so it is easy to find the user information and 

now for The proposed algorithm attacker get the 4 data and 

the main disease cancer and heart attack frequency is same. 

Attacker in now confuse in Cancer, Normal Fever, Heart 

Attack.   

 
Fig. 5: proposed algorithm attacker data 

V. ADVANTAGE 

 Make a more complex data 

 Get more security on background knowledge attack 

then normal k-anonymity algorithm 

 Data is added but the frequency of occurrence of 

data is not more change 

VI. DISADVANTAGE 

 Take a more time to make a survey data 

 Database size is become large 

 Database is not accurate like k-anonymity 

algorithm 
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