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Abstract—This paper investigates multi-touch gestures for 

user authentication on bit sensitive devices. A canonical set 

of half dozen multi-touch gestures was outlined 

mistreatment characteristics of hand and finger movement. 

Then a multi-touch gesture matching algorithmic rule sturdy 

to orientation and translation was developed. 2 completely 

different studies were performed to judge the idea. First, one 

session experiment was performed so as to explore 

feasibleness of multi-touch gestures for user authentication. 

Testing on the canonical set showed that the system might 

come through} good performance in terms of characteristic 

between gestures performed by completely different users. 

Additionally, the tests incontestable a fascinating alignment 

of usability and security as gestures that were safer from a 

biometric purpose of read were rated as additional 

fascinating in terms of ease, pleasure, and excitement. 

Secondly, a study involving a 3 session experiment was 

performed. the study shows that users failed to have issue in 

performing arts multi-touch gestures as all of them rated 

every gesture as simple to perform. 
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I. INTRODUCTION 

Intelligent mobile devices area unit currently commonplace 

in existence. Recent Smartphone offer giant space for 

storing and high speed net access. an outsized quantity of 

sensitive info is hold on on these devices, raising severe 

considerations relating to knowledge security. Aim of the 

system is to use gestures on bit screen devices as AN 

authentication media. during this work, we tend to propose a 

completely unique user classification and authentication 

theme for mobile devices supported continuous gesture 

recognition 

 
Fig. 1: Pattern 

II. SCOPE 

 Gestures square measure a robust means that of 

communication among humans. In fact, gesturing is 

thus deeply stock-still in our communication that 

individuals usually continue gesturing once speaking 

on the phonephone. 

 Hand gestures offer a separate complementary 

modality to speech for expressing ones plan. 

 Information related to hand gestures during a spoken 

language is degree, discourse structure, spacial and 

temporal structure. So, a natural interaction between 

humans and computing devices is achieved by 

victimisation hand gestures for communication 

between them. 

III. OBJECTIVES 

This project introduces quick (Finger gestures 

Authentication System victimization bit screen), a 

completely unique bit screen based mostly authentication 

approach on mobile devices. This project extracts user’s bit 

screen co-ordinates and matches it with information signs. 

Authentication can pass given that user attracts precise 

gesture within the same order that's selected throughout 

registration method. A. Pre-processing 

 A multi-touch gesture may be a statistic of the set 

of x-y coordinates of finger bit points captured because the 

gesture is being performed. every set consists of multiple bit 

points, every from one tip. However, it's not renowned that 

tip corresponds to that bit purpose, because the system 

orders them supported however users lay their fingertips 

down. Furthermore this order could vary from just the once 

instance to a different even among identical gesture. As a 

result, a collection of bit points ordered by the system can't 

be directly compared with another. AN example of bit 

points and their assigned IDs maybe these issues area unit 

delineate in Figure one. 

 
Fig. 2: Example of touch point’s coordinates from two 

consecutive sets and their assigned ID 

 Hence, the primary step is to label all the bit 

purposes in every and each bit point set with the 

corresponding tip as follows. Let nine =< S1; S2; :::; Sm >, 

be a multi-touch gesture, wherever m is that the length of 

the bit sequence and St may be a multi bit purpose set at 

time instance t. for each 5-touch purpose set St = f(xi; yi)ji = 

1; :::; 5g, we have a tendency to calculate the distinctive 

objective mapping from the set of 5 bit points to the set of 

tip labels I = f1; :::; 5g. That is, we have a tendency to 

calculate linear unit: St ! I wherever every and each purpose 

is labelled in line with the order of the tip that created the 

purpose. 

 
Fig. 3: Fingertip Labels 
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IV. EXISTING SYSTEM 

 Multilevel processing. 

 Time consuming process. 

V. PROPOSED SYSTEM OVERVIEW 

Modules: Our system mainly consists of 3 parts. 

A. User Registration 

 Register the user himself first. 

B. User Authentication 

 He/ She select the multiple gestures. 

 Give Order to each gesture for authentication 

purpose. 

C. Gesture Authentication Module 

 Collecting Gesture Data from user 

 Analyzing gesture data to detect the shape 

 Shape can be flick, pinch, spread, drag and rotate 

 User has to draw same no of gestures and in the 

same order that are selected during registration 

process. 

 
Fig. 4: Architecture Recognization Technology Based On 

Authentication 

D. Working of Gesture Authentication 

 Wait: In this state, the machine is waiting for the 

user to perform a gesture and provide an input to it. 

 Collect: After the gesture is being performed, the 

machine gathers the information conveyed by it. 

 Manipulate: In this state, the system has gathered 

enough data from the user or has been given an 

input. This state is like a processing state. 

 Execute: In this state, the system performs the task 

that has been asked by the user to do so through the 

gesture. 

VI. SYSTEM REQUIREMENTS 

A. Hardware 

 500 MB and above RAM. 

 80 GB above HDD. 

 Intel P4 and above Processor. 

 Android Touchscreen Mobile phone 

B. Software 

 Operating System: Windows OS 

 Application Programming: JDK 1.7 

 Apache Tomcat 7 

 Eclipse 3.7 Indigo 

 Android SDK 

 Android 2.3 

 Database: MySQL 

VII. HYPOTHESIS 

Just as multi-touch technology has allowed users to 

seamlessly communicate with the devices exploitation 

natural and fluid interaction, it's additionally detached the 

probabilities of planning new interactive authentication 

mechanisms that transcend something-you-know, e.g., text 

or knowledge-based graphical passwords. As opposition 

"something-you-know" approach that uses a shared secret 

between a user Associate in Nursingd a system as an 

authentication credential; a biometric, or something-you-are, 

authentication may be a thanks to manifest a user supported 

his characteristics or traits. 

 This analysis is ready to explore potentialities of 

exploitation bit interaction as ways in which to biometrically 

manifest users and examine their security and value 

challenges. Currently, 2 authentication mechanisms that suit 

completely different device type factors square measure 

underneath investigation. 

 In this project, we have a tendency to propose 

exploitation multi-touch gestures as activity biometric traits 

to manifest users on giant bit interface devices. i.e., tablet-

sized. One advantage of our gestural positive identification 

schemes compared to different well-known biometric 

modalities (fingerprint, iris, etc) is revocability. once a 

gesture is compromised or now not effective, it will be 

replaced by another gesture. different blessings of gesture 

based mostly authentication embrace security against 

shoulder surfing attacks, which they are doing not need 

tailor-made hardware. 

 Our studies showed that multi-touch gestures 

contain biometric data supported hand pure mathematics and 

finger movement characteristics. That is, the bit trails 

created by 2 users even once they perform a similar gesture 

will be terribly completely different and that they will be 

accustomed manifest a user with promising accuracy. 

additionally, the usability and security correlation of the 

system is fascinating as gestures that were safer from a 

biometric purpose of read being rated as additional usable 

by users. 

VIII. FEASIBILITY AND USABILITY STUDY 

A study was designed and conducted to explore the 

practicability of user authentication supported biometric 

traits captured from their gestures. Specifically, the 

subsequent queries were investigated: 

 Do multi-touch gestures offer sufficiently 

discriminative biometric information? If 

affirmative, that gestures area unit additional 

discriminative than others? 

 Would the gestures be acceptable Associate in 

Nursingd pleasant for the users as an authentication 

method? 

 In order to review biometric traits gift in contact 

gestures, a collection of canonical gestures were known by 

making a gestural taxonomy supported movement of the 

palm, the fingertips, and also the range of fingertips 

concerned within the gesture. A gesture is outlined as either 

a static palm gesture or dynamic palm gesture counting on 
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whether or not or not a user’s palm is moving whereas 

corporal punishment the gesture. Second, a gesture is 

outlined as parallel, close, open, or circular, counting on the 

movement pattern of the fingertips. Lastly, a gesture is 

outlined as either all fingertips moving or a correct set of 

fingertips moving counting on the set of fingertips being 

captive whereas corporal punishment the gesture. 

IX. CONCLUSION 

This paper proposes and evaluates multi-touch gestures for 

user authentication on bit devices. The results show that 

multi-touch gestures have the potential for developing new 

user authentication techniques.In order to judge the 

practicableness of bit gesture based mostly authentication, a 

multi-touch gesture taxonomy was bestowed and a group of 

twenty-two canonical gestures were outlined. Then a 

foothold and rotation invariant multi-touch gesture classifier 

was developed completely differentiate|to tell apart} 

between bit gestures created by different users. 2 studies 

were conducted to validate the practicableness of the 

planned approach in terms of performance and value. the 

primary study to analyze biometric performance shows that 

there's adequate biometric distinguish ability for an outsized 

range of straightforward bit gestures. In terms of usability, 

the results show sturdy correlation between positive user 

experiences,in terms of easy use, pleasure, and excitement, 

and biometric performance of the gestures. additionally, 

there's a powerful self report of pleasure once users were 

performing arts their user outlined gestures. 
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