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Abstract— Steganography is one of the data security 

methods to hide the secret information within the cover 

medium. Steganography is advantageous than other data 

security methods like cryptography because the hidden 

information is not predictable. In this paper, we propose a 

steganography model in which data is embedded in the 

discrete cosine domain of cover image. This model provides 

high data embedding capacity and better data invisibility 

which describes the efficiency of a steganography model. In 

the proposed model, the secret image is coded into binary 

bits using Huffman coding and then they inserted into the 

DCT domain of the cover image. It differs from other DCT 

based steganography method in terms of data embedding 

algorithm. 
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I. INTRODUCTION 

Data security becomes important issue with rapid 

advancement in the technology in the recent times. 

Communication should be carried out in such a way that our 

information should be secured and unauthenticated to an 

unintended user. Cryptography and steganography are the 

mostly used data security [1] methods. Cryptography hides 

the message data in a way that by altering message to an 

uneven form by using some secret information. In this 

approach other cannot know the hidden information but they 

can predict the presence of information and may try to 

retrieve it. Steganography is another data security method 

that hides the message data within the carrier to avoid the 

unintended user‟s attention. So in contrast to cryptography 

steganography is advantageous. 

In steganography message of any data type like 

text, image, audio, video etc can be embedded securely in 

carrier medium of type image, sound, video etc. Image 

steganography method which uses image as a carrier is 

popular among other steganography methods of other carrier 

data types. Image steganography exploit the redundancy in 

the image content. Image steganography performed both 

spatial and frequency domains of the image. 

In spatial domain image steganography, message 

data is embedded by altering pixels of carrier image directly. 

Simple LSB technique [2] is a popular spatial domain image 

steganography technique in which message information is 

embedded in the least significant bits of carrier or cover 

image which are less significant in the image representation. 

This is simple and easiest technique but less effective 

vulnerable. 

In frequency domain image steganography [3], 

message data is embedded in the transform domain of the 

image. Fourier transform, wavelet transform and discrete 

cosine transform can be used. Frequency domain image 

steganography techniques are more effective than the spatial 

technique in terms of data invisibility. 

In this paper, we propose a frequency domain 

image steganography technique which uses discrete cosine 

transform as transform. Message data is encoded into binary 

bits using Huffman coding. In this technique Huffman coded 

message bits are embedded into the quantized discrete 

cosine transform coefficients. It differs from other DCT 

based steganography techniques in terms of data embedding 

mechanism and provides high data embedding capacity. 

Rest of the paper is organized as follows. In section 

II, we explain about methodology. In section III, we explain 

about proposed system and implementation. In section IV, 

we describe the experimental results. Finally in section V, 

we conclude the paper. 

II. METHODOLOGY 

A. Discrete Cosine Transform: 

The discrete cosine transform is used to get the frequency 

domain representation of signal and able to get the 

frequency components of elementary wise. It is a popular 

technique for the image compression because it can 

performed block wise unlike FFT and DWT which 

performed on entire image. In this context we use the two 

dimensional DCT because image is a 2D signal. The DCT 

representation of a 2D signal at pixel         and its inverse 

representation are as follows [4]. 
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Discrete cosine transform is performed to get 

decorrelated coefficients in the transform domain 

corresponds to the pixels in the spatial domain where the 

correlation among the pixels is present. This type of 

representation enables to encode the data separately and 

provides better compression efficiency. 

B. Quantization of DCT Coefficients: 

Generally discrete cosine transform is applied on the image 

blocks of size 8 8. The obtained each 64 DCT coefficients 

are quantized for the purpose of data embedding using a 

standard quantization table [5] which is shown below. 
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Quantized DCT coefficients are obtained by the 

elementary wise division of DCT block and standard 

quantization matrix. 
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Where         

  =scale factor 

After embedding the message bits, the DCT coefficients are 

dequantized as follows 

                              
Where       ,         are the quantized DCT 

coefficients after data embedding and dequantized 

coefficient respectively. 

C. Huffman coding: 

In this proposed method, Huffman coding [6], [7] is used to 

encode the message and then it is embedded in the carrier 

image in DCT domain. Encoding the message adds 

additional security because it is impossible to retrieve the 

message without knowing the appropriate decoding 

technique. In the Huffman coding each intensity level of an 

image considered as symbol. Huffman dictionary bits have 

to be embedded along with the message code in order to 

decode the message at the receiver. 

III. PROPOSED MODEL AND IMPLEMENTATION 

This paper presents a transform domain steganography 

model which used to send message image with in carrier 

image. Huffman coded message is embedded in the DCT 

transformed cover image. 

A. Proposed Model: 

The following figures show the block diagram 

representation of the proposed model. 

 
Fig.1. Block diagram for message embedding 

 
Fig. 2: Block diagram for message extraction 

B. Implementation: 

1) Message Embedding Algorithm: 

 Apply DCT on cover image on block wise by 

dividing it into non overlap blocks of block size 

8 8 to get DCT blocks. 

 Encode the message image using the Huffman 

coding. 

 Each DCT block is quantized by using standard 

quantization matrix of scale factor 0.001. 

 Encoded message bits, Huffman table bits and 

message image dimensions information bits are 

embedded into the LSBs of quantized DCT 

coefficients of binary form.  

 Apply dequantiztion and inverse DCT to get the 

stego image. 

2) Message Extraction Algorithm: 

 Apply DCT on stego image on block wise by 

dividing it into non overlap blocks of block size 

8 8 to get DCT blocks. 

 Each DCT block is quantized by using standard 

quantization matrix of scale factor 0.001. 

 Represent the quantized DCT coefficients in binary 

form and collect the embedded bits of message, 

Huffman table and message dimensions bits from 

the LSBs of DCT coefficients. 

 Decode the Huffman coded message bits using the 

retrieved Huffman table. 

 Reshape the decoded bit stream to the message 

dimensions which are retrieved earlier to the 

message image. 

In the proposed method, all the 64 DCT 

coefficients are utilized for data embedding. Any change in 

one DCT coefficient leads to changes in other 63 

coefficients. In the message embedding, we insert “111‟‟ 

and „„000‟‟ instead of 1 and 0 to avoid the errors in DCT 

domain. In the message extraction, we consider the round of 

effect. We consider the three bits as 1 if at least two ones s 

are present in 3bit pattern and we consider three bits as 0 if 

at least two zeroes are present in 3 bit pattern. To ensure 

message invisibility feature   low scale factor is used for 

quantization which is typically 0.001.In this way high data 

embedding capacity is achieved.  

IV. EXPERIMENTAL RESULTS 

The proposed method is implemented using MATLAB on a 

personal computer with 4 GB RAM and dual core processor. 

Both cover and message images tested in the 

implementation are RGB color web images. The stego 

images are saved in .tiff format to preserve the message bits 

because it provides lossless compression. Experimental 

results of proposed method are shown below. 

A. Cover Images: 

1) Balls.png 

 
2) Scenary.jpg 
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3) Lemons.jpg 

 
Fig. 3: Cover images 

B. Message Image: 

1) Dog.jpg 

 
Fig. 4: Message image 

C. Stego Images: 

 

 

 
Fig. 5: Stego images 

The following table describes the PSNR values of 

the proposed methods for different cover images. 

S.no Cover image PSNR 

1 Balls.png 46.217 

2 Scenary.jpg 45.9 

3 Lemons.png 40.17 

Table 1: PSNR Values for Proposed Method 

V. CONCLUSION 

This paper presents a transform domain steganography using 

discrete cosine transform. Message is encoded using 

Huffman coding to improve the security because one cannot 

decode the message without knowing the Huffman 

dictionary. In the proposed method small scale factors for 

quantization is used to improve the invisibility of message 

existence and multiple replicas of message bits insertion 

instead to overcome the round off errors. The proposed 

method gives better results for web images in terms of 

PSNR values. Proposed method allows all the DCT 

coefficients for data embedding which improves the 

embedding capacity. 
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