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Abstract— This paper focuses on the survey of various kinds 

of attacks in wireless sensor networks. The attacks of 

particular interest in almost all deployments of wireless 

sensor networks are Black hole and Wormhole attack. The 

area of particular interest is the attack detection in wireless 

sensor network. The wormhole attack is particularly 

challenging to deal with since the opponent does not need to 

compromise any nodes and can use laptops or other wireless 

devices to send the packets on a low latency channel. The 

contribution of this paper is two-fold. It discusses various 

techniques to detect and nullify the warmhole attacks in 

wireless sensor networks. It also discusses the key aspects of 

arechitectureal issues particularly in application layer that 

are of critical concern in wireless sensor networks. 
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I. TECHNIQUES FOR DETECTION OF WORMHOLE ATTACK IN 

WSN 

Moutushi Singh et. al. states that Wireless Sensor networks 

are comprised of many small and resource constrained 

sensor nodes that are deployed in an environment for many 

applications. These require unattended, long-term 

operations. In WSNs, every node serves as a router for other 

nodes, which allows data to travel by utilizing multi-hop 

network paths without relying on wired infrastructure. Due 

to abundant constraints such as, lack of infrastructure, 

dynamic topology and lack of pre-established trust 

relationships between nodes, most of the promising routing 

protocols for ad hoc networks are susceptible to a number of 

solve challenging real world problems which continues to 

attract attention from industrial and academic research 

environment. Applications are rising and widespread 

adoption is on the horizon. Many earlier ad hoc networking 

research issues has focused on problems like routing and 

communication in a trusted environment. Though, many 

applications run in untrustworthy environments and require 

secure communication and routing. Applications that 

requires secure communications like emergency response 

operations, safety critical business operations such as oil 

drilling platforms or mining operations and military or 

police operation. For example, in emergency response 

operations such as after a natural calamity like a flood, 

earthquake, tornado or hurricane, ad hoc networks could be 

used for real-time safety feedback. Here usual 

communication networks may be broken, so emergency 

rescue teams nowadays rely upon ad hoc networks for 

improved communication. 

The strength of the approach is this that the 

Wormhole attacks, in which adversaries tunnel network data 

from one end of the network to another using an off channel 

link, are a severe routing security concern in mobile wireless 

ad hoc networks. Wormhole attacks cannot be prevented by 

cryptographic measures as in a wormhole attack they 

attackers do not create any packets by themselves, but they 

just forward the packets they hear coming from valid 

network nodes. Quite a few method use distance-bounding 

techniques to detect network packets that travel distances 

ahead of radio range, therefore preventing packets that have 

gone through the wormhole from being accepted. However, 

bulk of these techniques relies on specialized hardware that 

may not be practical. In distance bounding techniques, Ones 

that are based on GPS are particularly interesting, due to the 

specialized hardware proposed to combat wormhole attacks. 

GPS is possibly the most general in purpose, most available 

at present, and overall most promising. 

The weakness of the approach is this that Though 

wormhole is a useful networking service because it merely 

presents a long network link upto the link layer and 

upwards, the attacker may use this link for his personal 

benefit. After the attacker gathers a lot of data traffic 

through the wormhole, it can disrupt the data flow by 

selectively sinking or modifying data packets, generating 

superfluous routing activities by turning off the wormhole 

link sporadically. The attacker can also simply record the 

traffic for later analysis. Using wormholes an attacker can 

also break any protocol that directly or indirectly relies on 

geographic closeness. Like, target tracking applications in 

sensor networks can be easily mystified in the presence of 

wormholes. similarly, wormholes will affect connectivity-

based localization algorithms, as two neighboring nodes are 

localized in close proximity and the wormhole links 

essentially ‘fold’ the entire network. This can have a chief 

impact as location is a useful service in many protocols and 

application, and frequently out-of-band location systems 

such as GPS are considered unusable and expensive because 

of environment. 

II. A NOVEL APPROACH TO DETECT & PREVENT 

WORMHOLE ATTACK OVER MANET & SENSOR N/W 

TOWARDS LOWER BATTERY POWER CONSUMPTION 

Pratima Singh et. al. states that Among some of the 

prominent security threats wormhole attack is considered to 

be a very serious security threat over MANET. In wormhole 

two selfish node which is geographically very far away to 

each other makes tunnel between each other to hide their 

actual location and give the illusion that they are true 

neighbors and attract other nodes to make conversation 

through the wormhole tunnel. Many researchers focused on 

detecting wormhole attack and its prevention mechanism. It 

seems that in the previous technique there is a need to 

improve their results in the brink of false negative rate, 

routing overhead etc. The present paper has proposed the 

hybrid model in order to detect and prevent the wormhole 

attack. This approach has been work with neighbor node and 

hop count method Mobile ad hoc network is a infrastructure 
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less network that is self-configured automatically by mobile 

nodes without the help of any centralized management. In 

MANET nodes having special characteristics that each node 

in MANET behaves like receiver and transmitter and allow 

communicating with other nodes in its radio range. In order 

for a node to forward a packet to a node that is out of its 

radio range, the support of other nodes in the network is 

needed; this is known as multi-hop communication. 

Therefore, each node must act as both a host and a router at 

the same time. The network topology normally changes due 

to the mobility of mobile nodes in the network. In MANET 

each node can communicate with the help of its neighbor 

node that’s comes in its radio range each node forward their 

packet to their neighbor node towards destination where 

path for transmitting massage packet is suggested by routing 

protocol as shortest path. Every routing protocol 

concentrates over shortest path where some malicious node 

over network use this greediness of routing protocol and 

present an illusion of shortest path between two end point of 

network and attack major traffic over the network. 

Wormhole attack attract message packet and launch attack 

with that routing packet like scanning of confidential 

message, drop, corrupt and change transmitted message over 

network. 

The strength of the approach is this that the 

proposed methodology of wormhole detection and 

prevention is based on Statistics Based scheme and 

graphical based solution of wormhole problem. The main 

theme of the proposed technique is to discover wormhole in 

the route suggest by AODV protocol by using an divide and 

conquer technique in which wormhole detection is 

performed between all the possible combination of node to 

its next to next node and decision will be taken on the basis 

of each and every possible combination if wormhole is 

detected in any of possible combination then whole 

suggested path is consider to be as wormhole effect path 

elsewhere if all the combination is wormhole free then path 

is consider to be as worm hole free path. In proposed 

methodology every node responsible to find out, is there any 

worm hole between that node to its next to next node. For 

detection every node find alternate route for its next to next 

node as suggested by AODV expect via AODV suggest , if 

number of hop count in any of alternate route is greater than 

threshold than that node reply wormhole detection signal 

between itself and its next to next node . 

The weakness of the approach is this that MANET 

is vulnerable to various types of attacks. Some attacks affect 

to general network, some affect to wireless network, and 

some are particular to MANETs. These security attacks can 

be classified according to different criteria, such as the 

domain of the attackers, or the techniques used in attacks. 

These security attacks in MANET and all other networks 

can be generally classified by the following criteria: passive 

or active, internal or external, different protocol layer, 

stealthy or non-stealthy, cryptography or non-cryptography 

related. Among the classification of attacks, one of the 

prominent attack is wormhole attack. Wormhole attack is a 

serious threat in MANET, it attacks the traffic of network 

and either scan, change or drops the entire confidential 

message inside the packet in the time of journey of packet 

over the wormhole tunnel. During wormhole attack two 

malicious nodes of different network link together via some 

physical connection and form a tunnel and present an 

illusion that node X of network A is neighbor of node Y of 

network B. Generally wormhole puts their malicious nodes 

at powerful position within the network as compared to 

other nodes so its attract maximum traffic of network and 

prevents other routes instead of the wormhole from being 

discovered, and thus creates a permanent Denial-of-Service 

attack by dropping all the data, or selectively discarding or 

modifying certain packets as needed. 

III. ARCHITECTURAL ISSUES RELATED TO CROWDED 

SPECTRUM IN WIRELESS SENSOR NETWORKS 

Gang Zhou et. al. [3] states that Due to the independent 

design and development, together with the unexpected 

dynamics during deployment of co-existing networks and 

devices, the limited frequency spectrum will be extremely 

crowded. Plus, existing electric appliances like microwaves 

make the congestion even worse. This paper proposes to 

develop new suites of WSN protocols along three 

complementary dimensions: (1) to achieve high 

communication throughput within a single WSN, (2) to 

achieve multi-frequency functionality among overlapping 

but cooperative WSNs and (3) to resolve the crowded 

spectrum issue caused by any reason, such as random 

transmitting devices, other nearby sensor networks, or even 

co-existing electric appliances. 

By incorporating the collection of new solutions, 

we envision excellent throughput performance for 

sophisticated, high workload WSNs. The WSNs will also be 

robust to noise, the crowded spectrum and even to certain 

degrees of jamming attacks. It also anticipate a new ability 

to deploy multiple overlapping and cooperative WSNs in 

different time frames. These cooperative WSN systems will 

be able to seamlessly interact to improve overall 

performance of many applications. For example, in assisted 

living facilities the first deployed WSN system may be a 

specialized WSN to monitor patients's indoors activities and 

improve their lifestyle and health. Later, another specialized 

WSN (perhaps built and sold by a different company) may 

be deployed to better monitor both indoors and outdoors 

environmental conditions such as temperature, air quality 

and hazards such as fire. It may be impractical to shut down 

the previous system and create a single new system, or to 

reload the older system with new software that results in a 

single new integrated system. Having these multiple WSNs 

co-exist and interact seamlessly is likely to be a necessary 

feature in the future and can result in major additional 

benefits to patients. Similar application examples can be 

described for embedded systems in environmental and 

military domains. 

The strength of the approach is this that by 

observing the current WSN research and applications, 

together with preliminary experimental measurements, this 

paper presents a vision of a crowded wireless sensor 

network environment in the near future. This paper also 

presents the coming spectrum crisis, and also puts forth 

initial efforts to resolve this crisis through three 

complementary dimensions 

The weakness of the approach is this that when 

switching from WSN to general wireless ad hoc networks, 

multi-channel MAC designs are not new and have been well 

studied. However, due to the reasons discussed be-low, 
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these protocols are not appropriate for resource-restrained 

sensor network applications. The first reason comes from 

different hardware assumptions. A typical sensor device is 

usually equipped with a single radio transceiver, which 

cannot conduct simultaneous transmission and reception, but 

can work on different channels at different times. On the 

contrary, many MAC protocols in general wireless ad hoc 

networks assume more powerful radio hardware. For 

instance, protocols are designed for frequency hopping 

spread spectrum wireless cards, and protocol assumes the 

busy-tone ability for the hardware. Also, some protocols 

require the hardware to be capable of carrier sensing on 

multiple channels simultaneously. Second, WSNs have very 

limited communication bandwidth and the MAC layer 

packet size is very small, 30-50 bytes, compared to the 512+ 

bytes used in general wireless ad hoc networks. Due to such 

small data packet sizes, the RTS/CTS control packets in 

IEEE 802.11 no longer constitute a small overhead that can 

be ignored. So protocols that use RTS/CTS for frequency 

negotiation, and protocols that are based on IEEE 802.11 are 

not suitable for WSN applications, even though they 

perform well in general wireless ad hoc networks. 

IV. A SURVEY OF WIRELESS SENSOR NETWORK 

TECHNOLOGIES: RESEARCH TRENDS AND MIDDLEWARE’S 

ROLE 

Eiko Yoneki et. al. states that The structure of WSNs is 

tightly application-dependent, and many services are also 

dependent on application semantics e.g. application-specific 

data processing combined with data routing. Thus, there is 

no single typical WSN application, and dependency on 

applications is higher than in traditional distributed 

applications. The application/middleware layer must provide 

functions that create effective new capabilities for efficient 

extraction, manipulation, transport, and representation of 

information derived from sensor data. 

In this paper the latest trends in WSN research is 

reported, focusing on middleware technology and related 

areas, and including application design principles. However, 

every possible WSN technology is not covered; for example, 

mobile, ad hoc, communication technology may be 

important for WSNs, but it is out of scope of this paper 

because it already has an established base and hardware. 

First, an overview of WSNs and design aspects of 

applications, including existing research prototypes and 

industry applications is given. Secondly, the technology 

supporting these sensor applications from the view of 

system architecture and network communication is 

described. Next, middleware technology, describing the 

current state of research that supports sensor network 

environments is presented.  

The strength of the approach is this that WSNs are 

intelligent compared with traditional sensors, and some 

WSNs are designed to use in-network processing, where 

sensed data can be gathered in situ and transformed to more 

abstract and aggregated high-level data before transmission. 

The combination of processing power, storage and wireless 

communication also means that data can be assimilate and 

disseminated using smart algorithms. The vast number of 

sensor nodes planned for many applications also implies a 

major portion of these networks would have to acquire self-

organization capability. 

The weakness of the approach is this that sensor 

network programming is difficult, and the human 

programming resource is costly. Complexities arise from the 

limited capabilities such as processing, storage and 

transmission range and energy resources of each node as 

well as the lack of reliability of the radio channel. As a 

result, application designers must make many complex, low-

level choices, and build up software to perform routing, time 

synchronization, node localization and data aggregation 

within the sensor network. Unfortunately, little of this 

software carries over directly from one application to 

another, since it encapsulates application-specific tradeoffs 

in terms of complexity, resource usage, and communication 

patterns. No WSN application will therefore be seen as 

typical, and application-dependency will be higher than in 

traditional distributed applications.  

V. WIRELESS SENSOR NETWORKS: ARCHITECTURE, 

PROTOCOLS 

Swati Sharma et. al. stated that Wireless Sensor Networks 

(WSN) is an interconnection of a large number of nodes 

deployed for monitoring the system by means of 

measurement of its parameters. Recent research in wireless 

sensor networks has led to various new protocols which are 

particularly designed for sensor networks. To design these 

networks, the factors needed to be considered are the 

coverage area, communication capabilities mobility, power 

consumption, etc. In this paper a survey is given regarding 

the architecture design issues, classification of protocols. 

The paper explores with research issues for the realization of 

networks. 

A sensor network is defined as composition of a 

large number of low cost, low power multi-functional sensor 

nodes which are highly distributed either inside the system 

or very close to it. These nodes which are very small in size 

consist of sensing, data processing and communicating 

components. The position of these tiny nodes need not be 

absolute; this not only gives random placement but also 

means that protocols of sensor networks and its algorithms 

must possess self-organizing abilities in inaccessible areas. 

However nodes are constrained in energy supply and 

bandwidth, one of the most important constraints on sensor 

nodes are the low power consumption requirements. These 

constraints combined with a specific deployment of large 

number of nodes have posed various challenges to the 

design and management of networks . These challenges 

necessitate energy awareness at all layers of networking 

protocol s tack. The issues related to physical and link layers 

are generally common for all kind of sensor applications , 

therefore the research on these areas has been focused on 

system level power awareness such as dynamic voltages 

calling, radio communication hardware, low duty cycle 

issues , system portioning, and energy aware MAC 

protocols . At the network layer, the main aim is to find 

ways for energy-efficient route setup and reliable relaying of 

data from the sensor nodes to the s ink so that the lifetime of 

the network is maximized. Sensor nodes not only carry 

limited but usually carry irreplaceable power sources and 

thus the main focus of sensor network protocol is primarily 

on power conservation. At the cost of lower throughput or 

higher transmission delay they must possess inbuilt trade-off 

mechanism that gives the end user the option of prolonging 
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network lifetime. Realization of these and other sensor 

network applications require wire les s ad hoc networking 

techniques. Although many protocols and algorithms have 

been proposed for traditional wire les s ad hoc networks, 

they are not well suited for the unique features and 

application requirements of sensor networks. 

The strength of the approach is this that Sensor 

networks may consist of many different types of sensors 

such as seismic, low sampling rate magnetic, visual, 

thermal, infra -red, acoustic and radar, which are able to 

check a wide variety of ambient conditions . Sensor nodes 

can be used for continuous sensing, event detection, event 

ID, and local control of actuators. The concept of micro 

sensing and wireless connection of these nodes promise 

many new application areas. The applications can be 

categorized into military, environ mental, health, home, and 

other commercial areas . 

The weakness of the approach is this that although 

many routing protocols have been proposed in WSNs , 

many issues still exist and there are still many challenges 

that need to be resolved in the sensor networks .  

VI. CONCLUSION 

The critical issues related with wireless sensor networks 

which are associated with attacks in context of architectural 

designs are as follows: 

1) To effectively utilize the bandwidth and energy for 

energy application.  

2) To make sensor nodes self- organizing and self- 

reconfigurable.  

3) To make routing protocols secure in WSNs .  

4) To satisfy dense sensor networks with a large 

number of nodes 
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