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Abstract—Cryptography and steganography are widely used 

techniques for manipulation of messages in order to hide 

that message. These techniques have a lots of applications in 

computer science and other related fields. They are used to 

protect important data like corporate data,e-mail messages, 

credit card information etc. More specifically, 

steganography is the art and science of communication in a 

way which hides the existence of the original message. A 

encryption is technique which converts the message in some 

other format. Encryption with java provides a very secure 

way of communication in any of the media Java provides a 

good set of APIs for cryptography. This paper presents 

different methods of steganography with introduction to 

available java APIs which can be suggested for more secure 

messages. 
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I. INTRODUCTION 

In the current trends most of the individuals prefer to use 

internet as the main medium for transferring data from one 

end to another end. Internet has provided us a lots of ways 

for ways for transmitting data for example emails, chat, FTP 

etc. 

 The data transition is very simple, fast and accurate 

using the internet. However, the main problems with 

sending data over the internet is the security threat it poses 

i.e. the confidential data can be stolen or hacked in many 

ways. Therefore it becomes very important to take data 

security into consideration, as it is one of the most essential 

factors that need attention during the process of data 

transferring. Security is one of the main interest area for a 

lots of researchers. Data security means protection of data 

from unauthorized users and providing high security to 

prevent data. The area of data security is one of the 

important are of study in computer science due to the 

massive increase in data transfer rate over the internet. In 

order to improve the security features in data transfers over 

the internet, many techniques have been developed in last 

few years like: Cryptography, Steganography and digital 

watermarking. While Cryptography is a method to conceal 

information by encrypting it to cipher texts and transmitting 

it to the intended receiver using an unknown key, 

Steganography provides further security by hiding the cipher 

text into a seemingly invisible image or other formats[11] 

 There are many types of steganography methods. 

Following different techniques can be used for 

steganography. 

 Text Steganography 

 Image Steganography 

 Audio Steganography 

A. Text Steganography 

In Text steganography, text formatting or certain 

characteristics of text are altered for achiechiving 

steganography. 

B. Image Steganography 

In image steganography, the information can be sent by 

hiding it behind any of the image. So by general eyes 

information cannot be seen. There are various methods 

which are proposed for image steganography so that the 

information can be highly secured with minimum distortion 

of the image. To hide a message behind an image without 

changing its visible properties or distortion, the cover source 

can be altered in ”noisy” areas with many color variations, 

so less attention will be drawn to the modifications.  

C. Audio Steganography 

In audio steganography, the message is added behind 

digitized audio signal which result a very less amount of 

alteration of binary representation of the corresponding 

audio file. There are several methods are available for audio 

steganography.  

II. IMAGE STEGANOGRAPHY 

The main objective of paper is to discuss only image 

steganography. There are various methods of 

steganography: 

 Least significant bit (LSB) method 

 Transform domain techniques 

 Statistical methods 

 Distortion techniques 

A. Least Significant Bit (LSB) Method 

Least significant bit (LSB) insertion is a common and 

general way to hide information behind an image. In this 

method the Least significant bit of a byte is changed with a 

bit of message. This technique can be used for images, 

audios and video steganography. Even after alteration of 

images using LSB method, the resulting image will look 

same to the original image.. For example, if we want image 

steganography and wants to hide letter A in three 

pixels(assuming no compression). The original raster data 

for 3 pixels (9 bytes) may be 

 (00100011 11111001 11001010) 

(00100001 11001000 11111001) 

(11111000 00100011 11100001) 

 The binary value for A is 10000001. By Inserting 

the binary value for A in the three pixels would results in 

(00100011 11111000 11001010) 

(00100000 11001000 11111000) 

(11111000 00100011 11100001) 

 The underlined bits are the only three actually 

changed in the 8 bytes used. On average, LSB requires that 

only half the bits in an image be changed. You can hide data 

in the least and second least significant bits and still the 

human eye would not be able to discern it
[13]

.  

1) Encryption using Javax.crypto APIs 

The javax.crypto package defines a lot of classes and 

interfaces for various cryptographic operations.  The main 

class is Cipher, which is used to encrypt and decrypt data.   
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 CipherInputStream and CipherOutputStream are 

utility classes that use a Cipher object to encrypt or decrypt 

streaming data.  

 Some of important classes of javax.crypto 

introduced in following section. 

2) Cipher:  

This class provides the functionality of a cryptographic 

cipher for encryption and decryption. It forms the core of the 

Java Cryptographic Extension (JCE) framework. In order to 

create a Cipher object, the application calls the Cipher's 

getInstance method, and passes the name of the requested 

transformation to it. Optionally, the name of a provider may 

be specified. 

A transformation is of the form: 

 "algorithm/mode/padding" or 

 "algorithm" 

 (in the latter case, provider-specific default values 

for the mode and padding scheme are used). For example, 

the following is a valid transformation: 

Cipher c = 

Cipher.getInstance("DES/CBC/PKCS5Padding"); 

3) KeyGenerator:  

This class provides the functionality of a secret (symmetric) 

key generator. 

 Key generators are constructed using one of the 

getInstance class methods of this class. There are two ways 

to generate a key: in an algorithm-independent manner, and 

in an algorithm-specific manner. The only difference 

between the two is the initialization of the object: 

 Every implementation of the Java platform is 

required to support the following standard KeyGenerator 

algorithms with the key sizes in parentheses: 

 AES (128) 

 DES (56) 

 DESede (168) 

 HmacSHA1 

 HmacSHA256 

4) SecretKey:  

This interface contains no methods or constants. Its only 

purpose is to group (and provide type safety for) secret keys. 

Provider implementations of this interface must overwrite 

the equals and hashCode methods inherited from 

java.lang.Object, so that secret keys are compared based on 

their underlying key material and not based on reference. 

 Keys that implement this interface return the string 

RAW as their encoding format, and return the raw key bytes 

as the result of a getEncoded method call. 

 (The getFormat and getEncoded methods are 

inherited from the java.security.Key parent interface.) 

5) SecretKeySpec:  

This class specifies a secret key in a provider-independent 

fashion. It can be used to construct a SecretKey from a byte 

array, without having to go through a (provider based) 

SecretKeyFactory. This class is only useful for raw secret 

keys that can be represented as a byte array and have no key 

parameters associated with them, e.g., DES or Triple DES 

keys. 

III. CONCLUSION 

This paper presents general overview of steganography and 

cryptography with the different types of steganography. 

Also the methods discussed various efficiency aspects of 

LSB methods of steganography. The paper also provides 

summary of javax.crypto APIs which are important for the 

purpose of encryption and decryption using java. 
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