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Abstract—Today, cars are becoming more and more 

computerized due to information technology world. CAN 

protocol is used in vehicle for connect no of control units to 

each other. CAN protocol contains no security field it is 

vulnerable to many attacks. So attacks in vehicle 

communication system are common factor and major 

concerns for a vehicle security. CAN protocol have no 

authentication field. We propose cryptographic security 

mechanism to prevent attacks (masquerade and replay) in 

vehicle communication with architecture based on CAN. In 

this paper software based security is presented by using 

MAC (message authentication code) algorithm and provides 

integrity and authenticity of message. 
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I. INTRODUCTION 

A. General 

Today security is very important factor in every field. 

Distributed embedded systems are used in various field it 

makes wired networks, have no of vulnerabilities. In modern 

automatic car CAN bus is used to connect ECU (Electronic 

control unit) to each other. In this one of ECU is connected 

to other ECU in vehicle by using serial communication. The 

electronics controls in vehicle makes our system safe and 

more comfortable for example antilock breaking system 

(ABS) makes us to keep better control of a vehicle without 

manually pumping breaks or Bluetooth system which makes 

it possible to play music from our phones. So now days car 

system becomes computerized day by day. It is very 

advantageous but like in most cases it is also 

disadvantageous.  Current communication protocol has no 

authentication and its send message in broadcast manner. 

Hence fraudulent communication occurs in ECUs. 

Employing wired networks have numerous potential 

vulnerabilities. Anyone with physical access to the system, 

including the attacker, can perform an attack to manipulate 

message traffic on the internal network. Increasing 

connectivity to external networks, such as the Internet or 

wireless networks, can also make wired embedded networks 

susceptible to attacks originating from those external 

networks. In CAN a protocol masquerade and replay attack 

occurs. Masquerade attacks occurs when insertion of 

message contents by fraudulent source. This formed when 

one node sends message in which it claims to be a node 

other than itself.. Replay attacks occur when previously 

sends message is recorded and retransmitted by an attacker. 

In fact receiver cannot find identity of the sender of the 

message. If an attacker can eavesdrop traffic inject and 

modify message contents and can perform denial of service 

attacks. By accessing this traffic, example of attacks are 

engage the emergency breaks in car when it is travelling on 

a road, unlock doors, turnoff headlights while travelling at 

night. To overcome car communication attacks we can use 

secure cryptographic mechanism to solve car security 

problems. In this paper above mentioned security is 

presented by using software approach and designed in 

embedded C and implemented on ARM7 LPC2129 board.  

B. CAN Bus system 

 
Fig. 1: CAN Bus Topology. 

CAN bus is a multimaster, broadcast serial communication 

bus standard for connecting ECUs.fig.1. Shows the typical 

topology of CAN bus. It connects one node of ECU to other 

ECU by adding some CAN specific hardware each control 

unit that provide “rules” or “protocol”. CAN was initially 

developed by Robert bosch in 1983s for an automotive 

applications. It is standardized by the ISO/OSI reference 

model. It follows only physical and data link layer of that 

model. Data rate of CAN protocol is different for example 

for high speed it is up to 10Mbps and for low speed it is up 

to 125Kbps.it is a multichannel transmission system, when 

units fails it does not affects other. it is a message based 

protocol. 

 In CAN there are four message frames: data, 

remote error and overload. The data and remote frames need 

to be set by user and other two are set by the CAN 

hardware. The data frames contain two frame formats. 

Standard bit identifier (11) and extended (29 bit identifier) 

fig.2 shows the standard and extended frame formats. 

 
Fig. 2: Standard and Extended Frame Format. 

The meaning of each field of fig.2. 

 SOF- It is a single dominant SOF (start of bit) bit 

which denotes the start of frame transmission. 

 IDENTIFIER- it is a 11-bit identifier. This 

establishes the priority of the message. The lower 

the Binary value, the higher its priority. 
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 RTR-The single remote transmission request 

(RTR) bit is dominant when information is required 

from another node.  

 IDE-A dominant single identifier extension (IDE) 

bit means that a standard CAN identifier with no 

extension is being transmitted. 

 r0–Reserved bit. 

DLC–The 4-bit data length code (DLC) contains 

the number of bytes of data being transmitted. 

 Data–Up to 64 bits of application data may be 

transmitted. 

 CRC–The 16-bit (15 bits plus delimiter) cyclic 

redundancy check (CRC). it contains the checksum 

(number of bits transmitted) of message.  

 ACK– Acknowledge bit. 

 EOF: END-OF-FRAME bit. 

 IFS–This 7-bit interframe space (IFS). 

 The Extended CAN message is the same as the 

Standard message with the addition of these fields: 

 SRR–The substitute remote request (SRR) bit. It 

replaces the RTR bit in the standard message.  

 IDE–A recessive bit in the identifier extension 

(IDE) indicates that more identifier bits follow. The 

18-bit extension follows IDE. 

 r1–Following the RTR and r0 bits, an additional 

reserve bit has been included ahead of the DLC bit. 

II. LITERATURE REVIEW 

In modern automotive vehicles system CAN protocol have 

no direct security support except CRC15 and no 

authentication is provided. In computerized car attacker can 

gain access to CAN bus easily by direct physical access and 

indirect access that is Bluetooth,. Internet etc.It takes control 

all over car and forms malicious attacks in car. So it is very 

dangerous. a lot of work  has done on this problem. 

HSM(hardware security module) system is made, but 

drawback of this system is, it provide extra hardware model  

and it is costly. In other mechanism security is provided by 

digital signature but it is very difficult to use CAN and it is     

inapplicable. 

 This paper will explain the overview of CAN bus 

system, Cryptographic security mechanism using CAN bus 

protocol, system Hardware, software, and the result. 

III. OBJECTIVE 

The main objective of this project is to apply cryptographic 

security mechanism on can protocol and its practicality 

application. Therefore completion of this project is expected 

to fulfil following objectives. 

 To build a hardware model of a system utilizing 

CAN bus system. 

 Apply MAC algorithm (Cryptography) on data 

transmitted between CAN bus. 

IV. OUR SECURITY MECHANISM 

To solve the inter vehicle security problems using 

cryptography. In this we provide authentication to data 

transmitted between CAN bus. In MAC algorithm MAC 

Value is calculated by using hash function. In this our 

mechanism we use md5 algorithm for finding MAC value .It 

provides authentication and integrity of message. The 

proposed mechanism presents a secure communication 

between the ECUs nodes using MAC (message 

authentication code) algorithm. It is then important that all 

transferred information can be seen and received in clear 

only by the desired parties, that potential modifications are 

impossible to conceal and that unauthorized parties are not 

able to participate in vehicular communication. This security 

mechanism provide, integrity and authentication based on 

cryptographic algorithm. 

 In the security mechanism following steps is 

carried out using MAC Function. 

A. Sender Side 

1) First message (plain text) is passed through MAC 

algorithm using secret key. 

2) MAC value of this message is calculated. 

3) Send message and calculated MAC value to the 

receiver. 

B. Receiver Side 

1) Receiver side the received message is passed 

through same MAC algorithm using same key. 

2) MAC value of this message is calculated. 

3) Receiver compare calculated MAC value with 

received       MAC value from sender side.  

4) If they are identical, to ensure that the integrity of 

the message was not compromised and not altered 

or tampered during transmission. 

V. HARDWARE STRUCTURE 

The hardware part mainly consists of ARM7-LPC2129 is 

main control unit, sensor, LCD display use to provide digital 

interface, MCP2551 is a high speed CAN transceiver used 

to provide the interface between CAN controller and 

physical bus, CAN cable used for physical connection, 

power supply and other accessories.Fig.3 shows the block 

diagram of CAN bus system, in this transmitter and receiver 

are section present. In the transmitter side different no of 

sensors are used to measure the parameter for example 

measurement of temperature by using temperature sensor, 

humidity sensor used for amount of water present in air etc. 

 
Fig. 3: Block diagram of CAN bus system. 

A. LPC2129 ARM 7 Microcontroller   

ARM 7 is a general purpose 32-bit microcontroller which 

provides very high power performance and low power 

consumption. it is based on RISC(Reduced instruction set 

computer) principles ,with real-time emulation and 

embedded trace support together with 128/256 kilobytes 
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(kB) of embedded high speed flash memory.  With their 

compact 64 pin package, various 32-bit timers,4-channel 10-

bit ADC, 2 advanced CAN channels, PWM channels, Real 

Time Clock and Watchdog and 46 GPIO lines with up to 9 

external interrupt pins. The pipelined technique use in ARM 

so that all the processor and memory system operated 

simultaneously.In the arm 7 there are two instruction sets 

standard 32-bit instruction set & 16-bit THUMB instruction 

set. It operates on dual power supply. The CPU operating 

voltage range of 1.65V to 1.95V(1.8V+/-8.3%).The I/O 

power supply range of 3.0V to 3.6V(3.3+/-10%). 

B. CAN Transceiver  

The CAN transceiver (MCP2551) is a high speed, fault 

tolerant device that used as the interface between a CAN 

protocol controller and the physical bus.IC MCP2551 is 

used to convert general level voltage to CAN level voltage. 

It operates at speeds up to 1Mb/s.  

VI. CONCLUSION 

Cryptographic Security mechanism provides the unique way 

of securing communication in automobiles. We described a 

security mechanism which is applied at application layer 

using Cryptographic algorithm. it provides protection to 

vehicle data transmission from cyber-attacks Such as 

masquerade and replay attacks .besides the solution is 

software only hence it is not overly expensive to implement. 

This Algorithm written in embedded C by using KEIL and 

implemented on ARM7 LPC2129 board.  
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