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Abstract— The agile software development method 

performs based approach authorized with values, principles 

and performs which make the software development process 

more easily and in faster time. Agile methods which realize 

individual methods like Extreme programming, Feature 

ambitious Development, Scrum, etc. Scrum is one of the 

most prevalent agile software development frameworks. The 

admiration is caused by the abridged process framework and 

its emphasis on teamwork. The impartial of Scrum is to 

deliver working software and establish it to the customer 

faster and more frequent throughout the software 

development project. This paper can be used predominantly 

by the security managers, users, developers and auditors. 

End of this proposed system methods are used to embed the 

penetration testing in agile software development project. 
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I. INTRODUCTION 

Agile software development method is a group of software 

development methods in which clarifications develop 

through alliance between self-organization. It sponsors 

adaptive planning, evolutionary development, early 

delivery, uninterrupted improvement, and reassures rapid 

and bendable retort to modification. Software development 

life cycle has the different aspects and its focus by agile 

methods. Testing performances include the process of 

implementing program or application with the resolved of 

finding software bugs (errors or other defects). The reason 

for espousing scrum, changes in developments process that 

are effectiveness of scrum which helps to identify the 

possible problems. Since agile development required 

multifunctional teams that follows the principles of then 

iterative and incremental developing practices. The testing 

process should be effective and easier manner to analysis 

each of the Pattern says all processes must done faster and 

step by step and product will be contentment to the customer 

needs and deeds on time. 

 
Fig. 1: Agile Development Process 

II. LITERATURE SURVEY 

A. Agile Testing with Scrum-A Survey [1]: 

The agile methodologies comprise the testing aspects of it 

and also automation in agile. Survey the assumption of 

automation is possible solution in agile and includes scrum 

owing to its actual iterative environment. It can aid to 

provide the clarification rapidly by amassed repeatability, 

comprehensiveness, reliability and efficiency which are the 

emotion of agile.Scrum united with agile testing in an easy 

and effective manner. Though, they may be haziness that 

may take place among the tester because the specification 

and requirements are rapid. It is easier to delivery on time. 

There are two sections which are agile acceptance testing 

and developer performing testing, both are automated to 

enable continuous regression throughout the lifecycle.It was 

manifest from the papers that automation is a feasible 

solution in Agile. The purpose being that agile approach 

which is rapid and involves unceasing integration cannot be 

solved manually. 

B. Agile Software Testing Technologies in a Large Scale 

Project [2]: 

This paper implies a concept of agile software testing which 

is integrated in large scale projects. In an organization 

espouse agile software development techniques to upturns 

the productivity and the aim for espouse agile software 

development methods during the software lifecycle to 

produce high eminence software in less time while sinking 

development costs. The progression required better 

communication between developers, testers and end users 

which would overcome the possible solutions and use to 

make more feasible and enhanced solutions. Agile testing 

used to reduce the potential errors in the first stages and also 

it included in traditional waterfall methods for example, if a 

company started working project using waterfall methods 

in-between the agile software testing can adapt to the 

process. Agile methods testing can aid in all stages and the 

testing will perform in all small units. In order to make 

customer products to be finalized early and efficient and the 

requirement specification is updated with new changes. 

Finally the agile testing  in future more professional to 

develop test end and drivers that may interact with 

programming languages that will be work in intricate data 

set. 

C. Effective Implementation of Agile Practices [3]: 

Agile methods implies that the faster and easier manner to 

deliver the customer requirements. It implies that the 

traditional way of agile software development to provide a 

very different approach to software development .This 

resource paper has two part of fold. The first part of the 

paper which is used to find out the level headed complexity 

in agile software development and suggest the possible 

solution with collaboration and innovation frameworks. The 
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second part of the paper which is important of handling 

traceability in agile software development and finally 

proposed the solution with ingenious and organized 

frameworks. 

1) Extreme Programming (XP): XP is deliverable and 

meticulous to agile software development. 

2) Scrum: It defined a flexible product and fully 

understand or aiming instead on maximizing the team’s 

ability to deliver rapidly and retort to emergent 

requirement. 

3) Dynamic Systems Development Method (DSDM): The 

fundamental clue overdue DSDM is that in its place of 

the amount of functionality in a product, and then 

regulating time and capitals to spread that functionality. 

4) Adaptive Software Development (ASD): Adaptive 

software development is frivolous software 

development method that accepts unremitting change as 

the model. The method follows a vigorous lifecycle, 

instead of the traditional, static lifecycle, Plan-Design-

Build. 

5) The Crystal family: The crystal family of agile 

methodology such crystal clear, crystal yellow, crystal 

orange which are to be unique. 

6) The proposed cooperative and inventive framework can 

be implemented along with the recommended possible 

solutions for the mentioned level headed hitches. Agile 

Project Management is an iterative method of decisive 

requirements for software and for bringing projects in a 

highly bendable and collaborative manner it requires 

approved individuals from the pertinent business dealer 

and customer input.  

D. Challenges in the Transition from Waterfall To Scrum – 

A Case Study At Port Base [4]:  

Transition from waterfall to scrum that researched based on 

existing fiction and case-study research is performed. 

Known challenges are notorious, previously unidentified 

challenges might facade and advice is given on how to deal 

with these challenges. The results are pertinent to other 

companies are shift to Scrum .The main what were the 

reasons for Port base to adopt Scrum? 

In which way Scrum has distorted the maturity 

practice at Port base? 

Were the perceived objectives achieved? 

What lessons can be learned from the transition at 

Port base from Waterfall to Scrum? 

What improvements can be made to the process at 

Port base? 

The development teams are using Scrum but the 

rest of the organization doesn’t yet work in an agile way. 

There still exists a command and control structure with a 

layer of Prince2 Project Boards between the teams and the 

upper management. There needs to be a more facilitating 

and supporting role for the Project Board to the team, for 

example to remove organization wide impediments. There 

also exists a Project Manager who is in contact with the 

Scrum Master of the teams but it might be possible that the 

Scrum Master can take over his tasks. The pre specification 

is done in a traditional way by Business Analysts before it’s 

added to the Product Backlog. 

E. Management Guidelines for Scrum Agile Software 

Development Process [5]: 

The design was used to capture the knowledge of experts 

and inspect the Scrum software development process in its 

natural sceneries. An in-depth case study was accompanied 

in two organizations where the Scrum method was fully 

incorporated in every feature of two organization software 

development processes. One of the organizations provide 

large-scale and mission-critical applications and the other 

affords small-scale and medium-scale claims. Differences 

between two establishments provided useful contrasts for 

the data analysis. Most memory misuse attacks and Internet 

worms which follow a recognizable pattern known as the 

control data attack. Hence, many cautious procedures are 

designed to protect program rheostat flow integrity. 

Although earlier work did suggest the actuality of attacks 

that do not diverge control rivulet, such attacks are usually 

alleged to be infrequent against actual world software. The 

key contribution of this work is to show that non control 

data attacks are realistic. We demonstrate that real 

applications were included which it mean FTP and HTTP 

servers, are vulnerable to such attacks. In each case, the 

engendered attack results in a security conciliation 

equivalent to that due to the control data attack misusing the 

same security bug. Insufficient data attacks dishonest a 

variety of application data including user individuality data, 

model data and user input data. The triumph of these attacks 

and the assortment of applications and target data 

recommend that potential attack decorations are assorted. 

Attackers are currently focused on control data attacks, but 

it is vibrant that when control flow fortification techniques 

put down the lid, they have incentives to study and employ 

non control data attacks. This work emphasizes the 

consequence of future research efforts to attend to this 

realistic threat. 

F. Empirical Evaluation of the Proposed Exscrum Model: 

Results of a Case Study [6]:   

Agile models endorse fast development methods. XP and 

Scrum are the most generally used agile models. This paper 

inspects the phases of XP and Scrum models in order to 

identify their potentials and hitches. XP model has certain 

drawbacks, such as not suitable for preservation projects and 

poor recital for medium and large-scale development 

projects. Majority of the software development companies 

are disinclined to switch from traditional methodologies 

(waterfall model) to agile methodologies for development of 

business projects. A fine amalgamation of software 

management which are comes under Scrum model and 

engineering practices of XP model, is very much obligatory 

to accumulate the metiers and remove the margins of both 

models. Traditional methodologies are measured as forceful 

methodologies that are espoused for software development. 

In fact, traditional methodologies trust on a consecutive 

series of steps that embrace necessities gathering, designing 

and building the solution, testing and deployment. A self-

determining effective module is built after the completion of 

iteration. According to the authors, iteration must be 

complete the entire development works within two weeks. 

Code is tested by a quality assurance team. The nature of 

agile methodologies is light weight and easy to devour. 

Agile methodologies are suitable in changing environments 
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because of new performs and it helps to develop a product 

within short interval. XP model is one the most widely 

accepted agile models. XP model is extensively accepted 

model but there are few drawbacks which compare to scrum 

model.   

III. CONCLUSION 

This paper attempt to study and provide a brief knowledge 

about the different methods and it development the practices 

based approach authorized with values. Most common 

approaches for the agile methods which realize individual 

methods like Extreme programming feature ambitious 

development scrum. The impartial of scrum is to deliver 

working software and establish it to the customer faster and 

more frequent throughout the project. This paper can be 

used predominantly by the security directors, operators, 

inventors and accountants. This survey gives conjectural 

knowledge about dissimilar classification methods and 

validates advantage and disadvantage of the agile methods. 

Finally scrum framework is used to embed the penetration 

testing in agile software developments. This paper produces 

the survey of various papers and investigated different agile 

methods. 

REFERENCE 

[1] Chhavi Malhotra ,Anuradha Chug “Agile Testing with 

Scrum-A Survey” ,Volume 3, Issue 3, March 

2013ISSN: 2277 128X. 

[2] Bojana Koteska, Anastas Mishev” Agile Software 

Testing Technologies in a Large Scale Project”, 

BCI’12, September 16–20, 2012, Novi Sad, Serbia. 

[3] Veerapaneni Esther Jyothi, K. Nageswara Rao” 

Effective Implementation Of Agile Practices“, 

(IJACSA) International Journal of Advanced Computer 

Science and Applications, Vol. 2, No.3, March2011. 

[4] Sander Bannink,”Challenges in the Transition from 

Waterfall to Scrum a Casestudy at Portbase”,20
th
 

student conference on IT Jan 24
th

 2014. 

[5] Juyun Cho,”MANAGEMENT GUIDELINES FOR 

SCRUM AGILE SOFTWARE 

DEVELOPMENTPROCESS”,(IJCIS)Volume 12, No. 

1, pp. 213-223, 2011. 

[6] M. Rizwan Jameel Qureshi,”Empirical Evaluation of 

the Proposed eXSCRUM Model: Results of a Case 

Study”,Vol. 8, Issue 3, No. 2, May 2011 ISSN (Online): 

1694-0814. 


