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Abstract— User identification and confidentiality of data
transmitted are the main challenges faced by most of the
distributed systems nowadays. Existing publish-subscribe
system makes use of brokers but there are issues with this
such as guaranteed message delivery. Public key
infrastructure is not efficient for large distributed systems as
sender needs to obtain the public key from certificate
authority. In this paper an Identity-based encryption scheme
is proposed which allows fine-grained access control to
provide confidentiality of information by encrypting
information using a unique identity of user as public key.
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. INTRODUCTION

The Internet has changed the scale of distributed systems
and now these distributed systems all over the world involve
thousands of users whose behavior and location may change
rapidly. Nowadays, Internet applications need information
access across various platforms; organizational boundaries,
and a large number of producers and consumers of data [14].
These constraints demand for more flexible systems and
models reflecting the decoupled and dynamic nature of the
applications. Nowadays the publish/subscribe system is
getting more attention as it provides the loosely coupled
form of interaction needed in such large scale applications.

A. Publish-Subscribe System

A Publish-Subscribe  system is a communication
infrastructure which allows accessing the data across large
numbers of data publishers and data subscribers, which are
spread over the Internet[14]. Here publishers publishes the
information or data in the form of data events and
subscribers shows their interests in the events by sending
subscriptions to the publish-subscribe system network [3].
In the publish-subscribe model, subscribers get only a subset
of the total published messages. In many publish-subscribe
system, publishers send messages to an intermediary broker
and subscribers register their subscriptions with the broker
and the broker performs the filtering. Normally the broker
does store and forward function to send messages from
publishers to subscribers[3].

The publish/subscribe system has gained very
much attention because of decoupling of publishers and the
subscribers in the terms of space ,time and synchronization.
The publish-subscribe system has two important features.
First is loose coupling i.e communicating users in publish-
subscribe system are loosely coupled means that publishers
does not need to know who are information receivers and
the receivers also do not need to know from where the
information coming[2]. Publishers and subscribers can
remain ignorant of system topology and thus regardless of
the other they can continue to operate normally. Second is

the scalability i.e publish-subscribe system allows for
dynamic and flexible communication environment for large
number of users. Publish-subscribe system provides the
opportunity for better scalability through parallel operation,
network-based routing, etc[2]. Publishers publishes
information to the publish/subscribe system, and by means
of subscriptions the subscribers specify the events of
interest. Traditionally sending and receiving data over a
broker network ensures this decoupling[1]. Nowadays in
more recent systems, publishers and subscribers use broker-
less routing infrastructure to organize themselves, forming a
secure network [1].

B. Public Key Infrastructure

In the PKI senders and receivers are tightly coupled means
that if a sender wants to send a message to a receiver, the
receiver has to generate a public/private key pair and he
should get its public key signed by a certificate authority
and send it to the sender. There is an overhead of getting the
receivers public key from certificate authority. Hence a new
mechanism is required to overcome this drawback. One such
mechanism is encrypting the messages using Identity Based
Encryption.

C. Identity based Encryption

Identity Based Encryption is a scheme where the public
key of a user is a unique information about of the user[9].
Adi Shamir proposed the first ID-based encryption in 1984.
The simplification of certificate management in the e-mail
systems was the original motivation to develop Identity
based encryption[10]. The complexity of a cryptography
system is significantly reduces with the use of this feature. It
eliminates the need of generating and managing the users

certificates which is time consuming.

Il. RELATED WORK

In the publish-subscribe system access control means, only
the publishers who are authenticated are allowed to publish
information and only these events are sent to authorized
subscribers[1]. Many-to-many communication model is a
strength of publish/ subscribe system and as well as loose
coupling of components. But some data may be sensitive,
and for personal reasons its visibility should be carefully
controlled. In several large-scale systems like healthcare,
transportation and environmental monitoring the event-
based system is needed but security is an issue. J. Bacon, et
al.[11] have developed a system that includes multiple
administration domains that shares a network of brokers.
Here the access control functionality is located in the client-
hosting brokers, with this “Role Based Access Control
(RBAC)” is applied on the publish/subscribe clients.

H.A. Jacobsen, et al.[12] designed a system called
as PADRES system (Publish/subscribe Applied to
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Distributed REsource Scheduling). In this robustness is
achieved with the use of load balancing techniques, alternate
message routing paths, and fault resilience techniques which
react to broker failures. In this system the publishers post
their messages to the intermediate broker and then this
broker forwards events to the subscribers according to the
matching subscriptions. A number of tools to administer and
manage large publish/subscribe network is included in
PADRES system.

A. Shikfa, et al.[13] have proposed system that uses
a commutative multiple encryption scheme. This scheme
allows a broker to perform in-network matching without
reading information or content. In the multiple layer
encryption, encryption on data is done several times by
using different keys.

M. Srivatsa, et al.[14] have proposed a system
called EventGuard which is a framework for securing the
publish-subscribe system with brokers. EventGuard depends
on a trusted meta-service (MS) responsible for creation of
keys which are used for securing data and control the access
in the publish-subscribe network. EventGuard generates
public/private key pairs and certificates for meta-service
and for the publishers and subscribers.

But there are issues with the existing systems such
as the broker in the publish/subscribe system does not
guarantee the delivery of messages means that there may be
chances of failure of broker. In case if broker fails the
publish-subscribe system may collapse. There is an issue of
untrusted brokers and flow of message volume to an
individual subscriber may become slow as publishers and
subscribers increases. Public Key Infrastructure is inefficient
as the sender needs to obtain the receivers public key from
the Certificate Authority for encrypting messages.

In this paper an Identity based encryption scheme
is proposed to overcome these drawbacks and it uses
broker-less publish-subscribe system. This identity based
encryption scheme makes use of a valid string to uniquely
identify a user which can act as public key of the user. This
paper aims to provide confidentiality of data by encrypting
data using identity based encryption scheme. This paper
ensures that subscribers can decrypt the data only if they
have valid key.

I1l. PROPOSED SYSTEM

Unlike, in the system which uses Public key infrastructure
where there is an overhead of getting the receivers public
key from certificate authority each time for encrypting data,
in this paper an identity based encryption scheme is
proposed which makes use of a valid string to uniquely
identify a user which can act as public key of the user.

A. Architecture of lIdentity Based Encryption

Identity based encryption scheme is a public key encryption
scheme where the public key can be a valid string of a user.
In Identity based encryption a key server generates and
maintains a master public key and a master private key.
When a sender wants to encrypt a message and send, he uses
the master public key with any of unique identity of receiver
such as an email address. If a receiver wants to read that
message he is required to obtain the private key from the
key server.

Pairing-based cryptography is used to implement
identity-based encryption scheme. A mapping is established
between two cryptographic groups with the use of bilinear
maps. The basic security mechanism is ensured by using
bilinear maps. A bilinear map is defined by a function

e:GlxG2 > Gt (1.2)

which associates pair of elements from a group G1

and G2 of prime order q to elements in another group Gt.
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Fig. 1: Identity Based Encryption

The above figure shows the working of Identity
based encryption. Here when Alice wants to send an email
to Bob at bob@ipvs.de she uses the public key such as
bob@ipvs.de to encrypt her message. For Alice there is no
need to obtain public key certificate of Bob. When Bob
wants to read the message he contacts the key server. Bob
should authenticate himself to key server in the way he
would authenticates to the certificate authority, and obtain
private key from key server. Now Bob is able to read his
email sent by Alice. Unlike the existing e-mail
infrastructure, now Alice is able to send encrypted message
to Bob even if Bob’s public key certificate has not yet been
setup with the certificate authority.

B. Identity Based Encryption Scheme

Identity Based Encryption is specified by four algorithms
namely Setup, Encrypt, Extract, and Decrypt.

1) Setup:

It takes input a security parameter k and gives params P as
output which are security parameters that include master
public key and a master private key Km often called as
master key. The system parameters have a description of a
message space A/ and ciphertext space C. Here system
parameters will be known to public while the master key is
only known to the key server.

2) Extract:

It takes input as the master public key , master private key
and an user identity ID and it outputs a private key d for that
identity.

3) Encryption:

It takes master public key, user identity ID and a data m ¢
M. 1t outputs encrypted message ¢ ¢ C.

4) Decrypt:

It takes mastetr public key, user identity ID, a private key d,
and ciphertext c e C. It returns the original data m ¢ M.

IV. IMPLEMENTATION

There are two entities in this system, publishers and
subscribers. Publishers publishes information to the
publish/subscribe system, and by means of subscriptions the
subscribers specify the events of interest. Unlike, in the
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Public key infrastructure infrastructure where there is an
overhead of getting the receivers public key from certificate
authority, in this paper authentication of publishers and
subscribers and confidentiality of data are provided using
identity based encryption scheme. This paper uses broker-
less publish-subscribe system in which there is no
intermediate broker.
An Elliptic Curve is curve of the form:
y2=x3+ax+b (1.2)

where a, b, ¢ and X, y are elements of some Field.
A finite field is a field where the set is having a finite
number of elements. The algorithms based on elliptic curve
uses smaller key size compared to other algorithms. This is
the main advantage of elliptic curve cryptography. In this
paper confidentiality of data is provided by using Ciphertext
Policy Attribute Based Encryption (CP-ABE) where identity
is passed as policy to encrypt information or message.

A. Authentication of Publishers/Subscribers

In the publish-subscribe system only authenticated users or
publishers are allowed to publish data events. Similarly only
authenticated users or subscribers are allowed to send
request to data events published by publishers. The
publisher or subscribers have to first register themselves. If
publishers or subscribers are not registered then they cannot
publish or subscribe to the data. Authentication of the
publishers or subscribers is provided with the use of a userid

and password.
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Fig. 2: Flowchart of broker-less publish-subscribe system
using identity based encryption

B. Confidentiality of Data

Confidentiality of data is provided by encrypting data using
identity based encryption scheme. When a publisher
publishes the data, subscriber can send request to data
events published by publishers. A publisher receives the
subscription requests from various subscribers. Here when
the publisher gives access, he takes the subscribers identity
such as his email-id to encrypt data using identity based
encryption scheme. The publisher computes the private key
by taking the subscriber’s email-id as his unique identity and
sends it to the subscribers email address. When a subscriber
wants to access or download the data he has to have the
private key to decrypt the encrypted data. This private key is
send to his email address by publisher. The subscriber is
allowed to read the data only when he has the valid key.

V. CONCLUSION AND FUTURE SCOPE

In this paper, we have developed a broker-less publish-
subscribe system and used an ldentity based encryption
scheme for publish-subscribe system. This Identity based
encryption scheme made use of a string which uniquely
identify a user as a public key of that user. Data
confidentiality has been provided in this paper by encrypting
the information or data using Identity based encryption
scheme. It is ensured that a subscriber can decrypt data only
if he has the valid key.

In this paper, email address has been used as public
key of a user to encrypt data. In future, this Identity based
encryption scheme may make use of email address and date
to encrypt data and a private key will be generated which
will work on that date only. This will be a very useful
feature that is “encrypting into future”.
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