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Abstract— We are proposing to allow the users to audit the 

cloud storage with very lightweight and ease of 

communication and computation cost. The auditing which 

we are going through our research paper result not only 

ensures strong cloud storage accuracy guarantee, but it also 

simultaneously achieves fast data error localization, i.e., the 

identification of hacker information. And securely we are 

introducing an effective TPA, which is a auditing process 

which results in bringing in no new vulnerabilities towards 

user data privacy, and can introduce no additional online 

burden to user. In this paper, we are going to propose a 

secure cloud storage system which supports privacy-

preserving public auditing. We will further extend our result 

to enable the TPA to perform audits for various users 

certainly and efficiently. This shows the proposed scheme is 

highly efficient and data modification attack, and useful in 

even server colluding attacks. 
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I. INTRODUCTION 

In the past few decade we have seen the rise of cloud 

computing ,in simple form we can define it as an 

arrangement in which businesses and individual users make 

use of the hardware, storage, and software of  the third party 

companies which is commonly called cloud providers 

instead of running their own computing infrastructure 

.Cloud computing provides the users a platform of having 

infinite computing resources such as a cloud printer and so 

on, of which they can use as much or as very less as they 

need, without having the concern about themselves with 

precise knowledge how those resources are provided or 

maintained to the users. 

Cloud computing provides a range of services that 

may vary according to the degree or the requirement to 

which they conceptual away the details of the core hardware 

and software from users. At the lowest level of perception, 

often known to as infrastructure as a service ie IAAS, the 

provider only virtualizes the hardware and storage while 

leaving users sensible for conserving the entire software 

mass from operating system to applications. 

A. Scalability: 

Cloud computing[1] provides an organizations, both big and 

small, the opportunity to scale their computing resources 

whenever they want to satisfy their needs. This is done by 

either increasing or decreasing the required resources, 

meaning you're not paying for the resources which you are 

not utilizing. 

B. Availability: 

High-availability is, ultimately, the major feature of the 

cloud. It provides the idea of anywhere and anytime access 

to services, tools and documents and is the develops [3]of 

visions of a future with companies with no physical offices 

or of global industries with completely integrated and 

unified IT systems. 

C. Reliability: 

As the implementation of cloud computing carry on to rise, 

and customers request 24/7 access to their services and data, 

reliability leftovers a challenge for cloud service providers 

everywhere[5].  This means it’s dangerous for organizations 

to recognize how best to plan and supply reliable cloud 

services. If we accept the statistic failures will occur, then 

the conclusions organizations may want to consider in 

relative to their cloud services fall into four main 

classifications: 

1) Maximize service availability to customers 

2) Minimize the impact of any failure on customers.  

3) Maximize service performance. 

4) Maximize business continuity. 

II. RELATED WORK 

Privacy-Preserving Public Auditing for Secure Cloud 

Storage Using Cloud Storage, users can remotely store their 

data and enjoy the on-demand high quality applications and 

services from a shared pool of configurable[9] computing 

resources, without the burden of local data storage and 

maintenance. However, the fact that users no longer have 

physical possession of the outsourced data makes the data 

integrity protection in Cloud Computing a formidable task, 

especially for users with constrained computing 

resources[7].   

N. Saravanan et. al. [2012] presents An 

Implementation of RSA Algorithm in Google Cloud using 

Cloud SQL. Cloud storage concern the user does not have 

control over data until he has been gain access. To provide 

control over data in the cloud data-centric security is 

needed. Before accessing the data it should satisfy the policy 

rules already defined. So cloud should enforce this scheme 

by using cryptographic approaches. We utilize RSA 

algorithm and Google App Engine to provide efficient and 

secured data storage scheme.  

Shobha Rajak et. al. [2012] proposed a model for 

the integrity check over the cloud computing and we utilize 

the TPA and digital signature to achieve the integrity 

concept, in such a way to help the user to verify and 

examine the data from unauthorized people that manipulate 

with the cloud or extract from the data. Moreover, we are 

able to evaluate our work using a windows azure project that 

involves digital signature coding. As results, we found that 

our model worked well according to our claims. In future it 

can be enhancing in the server side updating and data 

modification. In our paper we decided to concern about the 

client data storing service in the cloud.[12]. 

Padmapriya et al.[2013] presents[11] In Cloud 

computing technology there are a set of important policy 

issues, which include issues of privacy, security, anonymity, 
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telecommunications capacity, government surveillance, 

reliability among others. But the most important between 

them is security and how cloud provider assures it. This 

paper analyses the importance of security to cloud. We 

compared three algorithms namely Data Encryption 

Standard (DES), RSA, Homomorphic encryption for data 

security in cloud. They are compared based on four 

characters; key used scalability, security applied to, and 

authentication type. In future we are going to propose a 

backup plan to solve security issues in both cloud providers 

and cloud consumers[14]. 

Faraz Fatemi Moghaddam et. al. [2013] presents 

hybrid asymmetric-key encryption algorithm has been 

suggested based on RSA Small-e and Efficient RSA 

according to the security issues in cloud computing 

environments. In the proposed algorithm, the number of 

exponents has been increased to three and a dual encryption 

process has been applied to raise the security level of the 

algorithm in comparison of original RSA. According the 

simulation results, the total execution time in HE-RSA was 

increased up to approximately 50 percent less than the 

original RSA and this increase may be reasonable and 

acceptable according to the security level and the efficiency 

of HE-RSA. 

III. PROPOSED WORK 

Our security analysis focuses on the adversary model as 

defined. We also evaluate the efficiency of our scheme via 

implementation of both file distribution preparation and 

verification token pre computation. In our scheme, servers 

are required to operate on specified rows in each 

correctness, verification for the calculation of requested 

token. We will show that this “sampling” strategy on 

selected rows instead of all can greatly reduce the 

computational overhead on the server, while maintaining the 

detection of the data corruption with high probability. 

Suppose nc servers are misbehaving due to the possible 

compromise or Byzantine failure. 

 
Fig 1 System Architecture 

A. Uploading Steps: 

1) Each user logs on to the workstation using an own 

ID and Password. 

2) No of user connected to a storage array via 

network. 

3) The client computer sends a request to the storage 

array for storing a file. 

4) This file is encrypted by two times. 

 At the time of transferring RSA works which 

will be encrypt our data. 

 And the second one is MD5 that will be work 

in data storage array. 

5) MD5 need because, threats at storage level include 

tampering with data, which violates data integrity, 

and media theft, which compromises data 

availability and confidentiality. 

B. Downloading Steps: 

1) When the client sends a request form a server, it 

sends a request, consist of valid ID and Password. 

2) The storage array checks the permission and 

ensures that the user is authorized to use that 

service. 

3) If user is authorized then reply the client machine 

and give respond. 

4) The client computer sends the desired file name 

that want to access. 

5) The storage array decrypts the file and the server 

automatically allows the client to access the 

appropriate resources. 

IV. BLOWFISH ALGORITHM 

 Blowfish is a 64-bit symmetric[10] block cipher with 

inconstant length key. The algorithm operates on the two  

main parts a key extension part and a data encryption part. 

The role of key expansion part is to converts a key of at 

most 448 bits into several sub key arrays totaling 4168 

bytes. It is suggestively speedier than most encryption 

algorithms when they are comparatively implemented on 

32-bit microprocessors with sizeable data caches. 

While it is impossible to take all Blowfish 

Blowfish is a 64-bit symmetric block cipher with variable 

length key. The algorithm operates with two parts: a key 

expansion part and a data encryption part. The role of key 

expansion part is to converts a key of at most 448 bits into 

several sub key arrays totaling 4168 bytes. It is considerably 

faster than most encryption algorithms when implemented 

on 32-bit microprocessors with large data caches. 

The environment of encryption algorithms is that, 

once any significant amount of security analysis is 

completed, it is very undesirable to change the algorithm for 

performance reasons, thereby invalidating the results of the 

analysis. Thus, it is imperative to consider both security and 

performance together during the design phase.  

A. Subkeys: 

Blowfish uses a big number of subkeys. These keys must be 

precomputed before any data encryption or decryption. The 

P-array consists of 18 32-bit subkeys: P1, P2,..., P18. There 

are four 32-bit S-boxes with 256 entries each:  

S1,0, S1,1,..., S1,255; 

S2,0, S2,1,..,, S2,255; 

S3,0, S3,1,..., S3,255;  

S4,0, S4,1,..,, S4,255. 

B. Pseudo Code for Blow-Fish Algorithm: 

1) Step1: start the item size. 
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2) Step 2: 16 rounds are there in blow fish. 

3) Step 3: x be the input of 64 bit data element. 

4) Step 4: x will be divided into two halves x1 and x2. 

5) Step 5: then, for i = 1 to 16:  

X1 = x1 XOR Pi x2 = F(x1) XOR x2 

6) Step 6: Swap x2and x2  

7) Step 7: After the sixteenth round, swap x1 and x2 

again to undo the last swap. Then, x2= x2  

XOR P17 and x1 = x1 XOR P18. 

8) Step 8: Recombine x1 and x2 to the cipher text 

9) Step 9: Decryption in reverse order except 

p1,p2,…..p18. 

10) Step 10: stop 

V. CONCLUSION 

Traditional symmetric and asymmetric encryption schemes 

can be leveraged to provide Alice with a secure means 

through which she can send her message. However, with 

symmetric schemes each recipient will be in a position to 

decrypt all cipher-texts that have been encrypted with the 

same key: Access is too coarse-grained. With asymmetric 

schemes the encrypting entity needs to explicitly state for 

whom decryption is permissible: Access is too fine-grained. 

To reference the different styles of communication, 

symmetric schemes represent broadcast communication and 

asymmetric schemes unicast communication. A multicast 

encryption scheme is required that allows for a more 

expressive _ne-grained means through which Alice can 

specify access over data. 

The above Blowfish algorithm with AES in 

positions of the throughput, processing time. More the 

throughput, more the speed of the algorithm & less will be 

the power consumption. Finally we can conclude that 

Blowfish is the best of all. In future work we can perform 

Hardware Implementation to compare different parameters. 

This method is used for faster work. Implementations of 

Blow fish that require the fastest speeds should unroll the 

loop and ensure that all sub keys are stored in cache.  
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