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Abstract— A key challenge in privacy-preserving data 

mining is maximizing the usage of data by minimizing the 

privacy risk. The organization provides the data that must be 

both useful and also with contains low risk of confidentiality 

disclosure is the main aim. The Concept of recognizing the 

de-identification of data is generally inadequate to protect 

their confidentiality against attacker so, disclosure limitation 

techniques can be used to the original data to reduce the 

risk. Desirably, the resulting restricted data have both high 

data utility to users (analytically valid data) and low 

disclosure risk (safe data). The organization applies a set of 

transformation to the original data before accessing it. This 

study aims to examine an approach to permit dissemination 

of explicit data to a wider range or data utility of public 

constituents and at the same time protects the identities of 

original data. In this paper maximization of the data utility is 

addressed by maintaining its risk below a certain acceptable 

threshold. 
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I. INTRODUCTION 

In recent years, Data disclosure is advantageous for wide 

availability of personal data which results in risk due to 

security threats. The data has made the problem of privacy 

preserving data mining an important one. Disclosure control 

is particularly important for confidential data releases. Since 

the data contains actual survey responses, care must be 

taken to limit the level of detail available. Although 

allowing such directly identifying information such as 

names and addresses to remain in the released sample would 

be an obvious and egregious violation of confidentiality, 

other seemingly innocuous information could be combined 

to identify a respondent.  

  Confidentiality arises both from ethical concerns 

about the autonomy of the respondent and pragmatic 

concerns about quality and quantity of response. Pledges 

may be either implicit or explicit, and in some cases are 

specified by regulation or legal statute. The ideal balance of 

minimum disclosure risk and maximum data utility should 

only be sought in the most confidential data, as the 

configuration of such information which results in the 

significant loss of sampled observations. An improvement in 

the utility of the dataset is based on the data of the 

respondent. Data custodian should seek to maximize the 

utility of data. To provide an altered dataset giving adequate 

attention to both concepts of disclosure risk and data utility, 

the single specification of a masking technique to all 

respondents in the dataset should be avoided by a data 

custodian.  

Resolving the tradeoff by determining the optimal 

data transformation has two major problems, namely, 

scalability and privacy risk. The paper addresses the 

problem of maximizing the utility of data and also 

maintaining the risk below a certain acceptable threshold 

and thus reduces violating risk constraint by constant factor. 

 
Fig: 1: Space of disclosure rules and their risk and expected 

utility. The shaded region correspond to all achievable 

disclosure policies 

ARUBA[1] addresses the tradeoff between data 

utility and data privacy .It operates on the micro data that 

identify the optimal set of transformations which is applied 

that reduces the risk and in the meantime maintain the utility 

above a certain threshold. 

A. Global Data Utility Measures 

The global utility measures [4] capturing difference in the 

distributions of the original and masked data are based on  

 Propensity score Measure 

 Cluster Analysis Measure 

 Empirical CDF Measure 

1) Propensity Score Measure 

The propensity score is the probability being assigned to 

treatment, given covariate values. The treatment assigned 

and covariates are conditionally independent given the 

propensity score [8].In this measure we merge the original 

and masked data sets, adding a variable X equal to one for 

all records from the masked data set and equal to zero for all 

records from the original data set. 

2) Cluster Analysis Measure 

The cluster analysis is a form of unsupervised machine 

learning, places records into groups whose members have 

similar values of selected variables. 

3) Empirical CDF Measure 

The measures assess the difference between the empirical 

distribution functions obtained from the original and masked 

data. 

II. RELATED WORK 

The recent research has been focused on public health 

research [2] by masking processes in which precisely geo 

coded locations are modified to an extent considered 

sufficient for these data to be released to external users.  

The masking of data seeks to minimize the risk of 

disclosure or any breach in confidentiality that allows an 

outsider to discern either the identity of an individual or her 

associated attributes being reported under a pledge of 

confidentiality [3]. The former breach, related to when the 



Enhancement of Data Utility for Data Anonymization – A Review 

 (IJSRD/Vol. 3/Issue 07/2015/219) 

 

 All rights reserved by www.ijsrd.com 896 

disclosure of a specific respondent enables a direct 

association to a record termed as identity disclosure and the 

latter breach the attribute disclosure occurs when potentially 

sensitive information about an individual is disclosed as a 

result of linking a record to the respondent  

Each disclosure type has an intrinsic risk that the 

data custodian will experience as a consequence of releasing 

any particular data source [5]. This disclosure risk must be 

weighted by the data releaser against the complementary 

concept of data utility, which measures the value of the 

released data source to the legitimate data user. Normally 

decreasing the amount of disclosure risk by applying more 

masking processes will also decrease the accuracy of 

inferences obtainable from the released data source [6]. And 

there is a wide understanding of this tradeoff between 

disclosure risk and data utility, there is no particular 

methodology to visualize and share confidential data 

without dramatically limiting any analyses [7].  

In [1] ARUBA is proposed that addresses the 

tradeoff between data utility and data privacy.  The author 

addresses the problem of minimizing the risk of data 

disclosure and maintaining the utility above a certain 

acceptable threshold. The proposed algorithm determines a 

personalized optimum data transformation on predefined 

risk and utility model it does not provide scalability and 

theoretical foundations for privacy guarantees. 

Risk-utility formulations for problems of statistical 

disclosure limitation are reviewed in [9] are now common. 

The author provides three specific contexts, they are the 

transparency, survey weights and tabular data, based on two 

key emerging issues—longitudinal data and the use of 

administrative data. Super modularity [23] addresses both 

scalability and privacy risk of data Anonymization with a 

scalable algorithm that meets differential privacy when 

applying a specific random sampling. 

III. PRIVACY AND UTILITY 

Privacy preserving and utility [10] is a growing interest in 

recent researcher, with much attention given to privacy 

preservation distributed in data mining on private data held 

by other associates [11, 12, 13, 14]. For example, Gorai et al 

[12] have proposed utilizing bloom filters for privacy 

preserving distributed k-NN classification. Their 

experiments show that bloom filters do preserve privacy 

while conserving the correctness of classifications. 

However, there is a growing interest in investigating privacy 

preserving data mining solutions that provide a balance 

between privacy and utility [15]. Kifer and Gehrke [14] 

conducted an unprecedented, comprehensive study of data 

utility in privacy preserving data publishing by employing 

statistical approaches. In this statistical approach, they 

measured the probability distributions of the original data 

and anonymized datasets to enhance data utility. However, 

for the m-confidentiality algorithm, in which privatized 

datasets are made public with minimum information loss, 

Wong [1] described how achieving global optimal privacy 

while maintaining utility is an NP -hard problem. Yet still, 

researchers have continued to study possible tradeoffs 

between privacy and utility in which some sensitive data is 

either concealed or revealed, so as to grant both data privacy 

and information usefulness [17, 18, 19]. Yet, Krause and 

Horvitz [20] have noted that even such an endeavor of 

finding the tradeoffs between privacy and utility is still an 

NP-hard problem. Recently, researchers have also shown 

that while differential privacy has been known to provide 

strong privacy guarantees, the utility of the privatized 

datasets diminishes due to too much noise [16]. Therefore, 

finding the optimal balance between privacy and utility still 

remains a challenge even with differential privacy. 

IV. PROBLEM DEFINITION 

As data disclosure is being advantageous for many reasons 

such as research purposes, it may incur some risk due to 

security breaches. Disclose minimum information is 

compelling especially when organizations try to protect the 

privacy of individuals by hiding data of an individual using 

a set of transformations to the micro data before releasing it. 

The two major problems that occur when determining 

optimal data transformation are scalability and privacy risk. 

Due to transformation data utility is minimum one of the 

problem in data disclosure. 

V. FRAMEWORK FOR DISCLOSURE RISK AND DATA UTILITY 

Analysis of personalized transformation on individual data 

items based on the risk tolerance of the person to whom the 

data pertains. The survey inherently provide characteristics 

of the individual to the data collector and as such make any 

complete avoidance of disclosure risk all but impossible and 

importance is placed on the data custodian to control or limit 

the potential of any breach in the confidentiality pledge 

between the survey respondent and data collector. However, 

there is no general agreement on what constitutes a tolerable 

level of disclosure risk or how to sufficiently guarantee the 

anonymity of the survey respondent. Moreover, disclosure 

risk may not always be related to a breach in confidentiality 

caused by the illegitimate use of the explicit dataset to infer 

confidential individual information.  

 
Table: 1 Hierarchical Framework of disclosure risk and data 

utility. 

Such an exception is termed inferential disclosure 

[21] and occurs when the release of a dataset leads to the 

potential to disclose confidential information about an 

individual who is not the respondent. While out of this 
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report’s scope, which is inferential, attacks and data intruder 

behavior have been discussed in past literature on the topic 

[22]. The report is centered on the principle of public and 

private agencies consider disclosure risk from the 

perspective of both the data intruder and legitimate data user 

in order to effectively evaluate the competing concepts of 

disclosure risk and data utility for different applications. 

VI. EVALUATION OF DISCLOSURE RISK 

The first tier of the framework release the information 

providing data intruder with most obviously identifiable 

information, known as direct identifier, it provides the data 

intruder with the ability to directly associate an individual’s 

data. 

The second tier in framework begins to address the 

possibility of identity and attribute disclosure that may occur 

with added effort by the data intruder using supplemental 

data sources. In this second tier, the data custodian must be 

cognizant of more subtle disclosure risks within the 

collected dataset that arise because of sample size or the 

existence of sampled records. Moreover, the data custodian 

must now consider a series of assumptions that pertain to the 

possible familiarity of the data intruder with elements of the 

dataset and their intention for establishing any direct one-to-

one correspondence. The review must be processed with 

greater effort by the data custodian and must raise questions 

regarding the temporal and substantive relevance of 

identified datasets. 

In the third tier the data custodian only needed to 

be aware of trends in the collected dataset. Datasets vary in 

regard to the accuracy levels of the information collected, 

thus the data custodian must understand how these accuracy 

levels differ from their collected dataset in terms of reported 

variables. In the third tier the assumption made by the data 

custodian is that the data intruder has some local knowledge 

or experience. The assignment of a third-tier disclosure risk 

to a record denotes that any inference depends on not only a 

finer level of knowledge and experience. The disclosure data 

provides high data utility based on their accuracy and their 

attributes with the appropriate assumptions by the data 

custodian. 

VII. EVALUATION OF DATA UTILITY 

The assessment of data utility describes the value perturbed 

information in the dataset that balances the previous 

consideration of disclosure risk. After selecting an 

acceptable level of disclosure risk to protect the 

confidentiality based on the aforementioned hierarchy, the 

data custodian considers the usefulness of the perturbed 

dataset. 

Similar to the hierarchical evaluation of disclosure 

risk, the second step in the conceptual framework poses 

several challenges to the data custodian revolving around 

the degree of resolution needed for a specific application 

and the selection of an acceptable level of introduced data 

error. And the custodian is likely unaware of all potential 

future applications of the perturbed dataset at the time of its 

release, scenarios in which the researcher would like to have 

greater information resolution or less error. As such, the 

evaluation of data utility may be more appropriately thought 

of as a second step within an iterative process than the 

previously followed independent step of any disclosure risk 

evaluation. 

VIII. CONCLUSION 

In this paper, we analyze various types of privacy preserving 

algorithm for data disclosure based on disclosure risk and 

data utility. With the high confidential data the data utility is 

low and a hierarchical probability based framework is 

suggested for the increase of data utility which is one of the 

major conflicts in data disclosure.   Our work continues 

based on the iterative based data utility than the independent 

step to disclosure which provides greater information 

resolution. 
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