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Abstract— Security in transmission of medical images is big 

issue in hospital data management. For security purpose 

increase security level of medical images is important. 

Secure transmission requires encryption decryption, digital 

signature, watermarking like techniques. Watermarking in 

medical images are used for authentication, effective data 

management and distribution, data storage, security, access 

control. Digital marked is used for identification of owner 

and preserve the copyrights of user. The main objective of 

this paper is present survey on security medical images. 

Various types of techniques are used for protect medical 

image, performance of all those techniques are measured 

using recent research. Finally the reviews compare some 

recent work of watermarking techniques which is helpful for 

protect medical image. 
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I. INTRODUCTION 

In recent years, Internet and multimedia data introduce 

reproduction. Which helps digital information make more 

easy and useful. The new technologies provide facilities 

create, modify, update and transmit the information one 

form to another form without any effort. So the protection 

and authentication like big issues are arises.  In recent years, 

digital watermarking provides copyright protection, 

authentication, and authorization and protects the digital 

content. Telemedicine combine the information with 

information technology and transmitted over long distance. 

Telemedicine are used in telesurgery, teleconsulting 

telediagnosis, and remote medical information [1]. 

Exchange medical information between different hospitals is 

common issue. Hence, in health care secure, robust, and 

more secure data protecting techniques are needed. In 

modern hospital for managing the hospital data computer 

network are used. In hospital data medical images are main 

entity which is stored in digital form and it is transmitted 

using computer network. Computer network are not secure 

so protect the medical image over the transmission is 

important. The image is most important entity in diagnostic 

procedure that can help physician evaluate the patient 

diagnosis. he most important required service is patient 

privacy and integrity of medical image. Watermarking 

provide these all services. Watermarking technique is 

mainly based on data modification. Therefore watermarking 

is reversible. For integrity and privacy purpose reversible 

watermarking is used. It provides user authentication, 

authorization, integrity and information confidentiality. For 

obtain this encryption and decryption techniques are used. 

Which includes MD5, R-S-Vector, Hash value, AES 

encryption   techniques. 

II. LITERATURE SURVEY 

Digital watermarking is a secret code applied on paper or 

image. Digital watermarking technique are used for protect 

the image or copyright protection, prove the ownership. 

Digital watermarking is secure for researcher to hide the 

information inside image which is not easily detected. 

Basically digital watermarking divided into different types. 

These various types are introduced according to different 

working domain [2]. 

The reproduction of information is become easy 

using network. For data reproduction, manipulation, 

distribution digital data can create a problem for authorized 

user which is want prevent data from illegal use. 

Watermarking is used for copyright protection. Digital 

watermarking is robust, imperceptible and embedded secure 

message on image or document for example copyright 

information. Modification, re-distribution and coping of 

document cannot itself by digital watermarking. Whenever 

copy protection fails in encryption, watermarking allows 

backtracking to its authorized user and successfully 

identified unauthorized user. Watermarking hide the 

information always digital object which is his user need to 

prevent. Steganography can be used for only hide any 

information. Watermarking does not need any key but 

cryptography needs encryption key for encryption process 

and decryption key for decryption [3]. 

Applying embedded signal on to image for security 

purpose is called as watermarking.  In previous binary 

watermark is introduced which is contain minimum value of 

image from every 2*2 block. Arnold Transform [7] is used 

for disordering purpose but it is cannot show the robustness 

against in compression or rotation operation. Improving this 

problem innovative watermarking is introduced. Better 

utilization of rescaled version of original image and 

obtaining low frequency sub band of wavelet domain 

innovative watermarking is used. Using Discrete 

Transformation Domain embedding and extraction process 

is done on high level frequency. In that extraction process is 

done absence of original image, here quality of image is 

measure by blind computing [4]. In diagnostic and 

management decision medical imaging is important. 

Embedding process data is inserted into medical image. This 

data is robust and secure from various attacks. Data can be 

including patient and his diagnostic information. These 

method can used improve the telemedicine application. The 

main purpose of these watermarking is increase integrity 

and confidentiality level over network sharing. This is based 

on LSB (Least Significant Bit) [5]. 

 Verify authenticity of owner watermark is used 

which is secrete code embedded in image. Within covered 

medical image patient information is stored. Digital 

imaging, cryptography and communication in medical is 

used for secure medical image. Shrink size of an image 

using Huffman coding algorithm (R-S-Vector). Hash value 
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can be generated using SHA. In these process original image 

is restored without loss any data [6]. In Hospital 

management patient information is most sensitive data 

which requires higher level security in transmission process. 

Different types of database and tables contain patient test 

report or his information. In storage or transmission process 

some problems are occurred which can provide wrong 

information to a patient. These problems are removed in 

scanning process. It is help for increased reliability and 

integrity of medical image. Stored patient information 

behind medical image that can be used in CT scan and MIR 

image. For that purpose ROI and RONI concept is used. 

ROI is used for information of medical image and RONI is 

used for non-medical information of MIR image. It can help 

for user protects information from various attacks. Hide the 

information DWT approach is used [7]. 

Applying various securities on medical image is 

important for protecting privacy of patient.  Security of 

transmission is obtained from cryptography and integrity of 

image as well as confidentiality is obtained from 

watermarking. Cryptography is used for prevent image from 

different types of attacks. Chinese remainder theorem [8] is 

for improve the security of image using cryptography. This 

approach provides higher level of security and prevents 

image form different types of attacks. In watermarking 

image is divided into two parts which is called as ROI and 

ROB. ROI stand for region of interest which include 

important information of image .ROB is used for provide 

appropriate location for applying embed watermark. In these 

approach image is divided into blocks. After dividing image 

insert watermark to the ROI shifting block. Then similar 

block is erasing from ROB. This technique is helpful for 

secure image from various attacks like image cropping and 

noise. It cannot increase size of data or loss of data [8]. 

In critical applications such as law enforcement, 

medical, and military image system restore the original 

image without loss data is difficult task. Using reversible 

watermarking this requirement is fulfilling. In this technique 

it is possible original image completely remove and restore 

again. There are five technique which is work as reversible 

.i) Difference Expansion, ii) Histogram bin Shifting, iii) 

Data hiding using Integer Wavelet Transform, iv) Contrast 

Mapping, v) Integer Discrete Cosine Transform [9]. 

A. Difference Expansion: 

Represent feature of original image it can generate small 

value. We enlarge this generated value to embed bit on 

watermark. In watermarking LSB is used for embedded 

expanding value. After that image is reconstruct using 

modified value [10]. 

B. Histogram Bin Shifting: 

The two types of reversible watermarking are not work for 

image processing and distortions. To improve the robustness 

in reversible watermarking using histogram of block replace 

embedded target.  

C. Data Hiding using Integer Wavelet Transform: 

This is one of the algorithm hide the image without 

distortions using Integer Wavelet Transform. It can hide 

much more data and fulfill requirement of imperceptibility. 

D. Contrast Mapping: 

It can used for high-capacity of data embedding without add 

any compression method. These based on reversible contrast 

watermarking. 

E. Integer Discrete Cosine Transform:  

DCT is much popular domain for image processing. These 

allows divide image into frequency band for making embed 

process easiest. 

Novel fragile block based medical watermarking is 

used for avoid the distortions in image embedded process 

inside ROI, detect appropriate tampered block inside of 

ROI, verify integrity of ROI, recovered ROI from without 

loss. In this image divide into three part ROI pixels, RONI 

pixels and border pixels. In border pixel authentication data 

and information of ROI is embedded. RONI help embedded 

recovery data of ROI. These method is useful for identify 

present tamper accurately. Recover original ROI without 

any loss of data [11]. 

Managing diagnostic information of a patient in 

digital form is widely used in modern health care system. 

Watermark techniques are used to provide security, 

authentication, and management of medical image and 

secure transmission. Wavelet Transform Domain is used in 

Electronic Health Record. Hospital logo is used as reference 

image. Embedding HER data based on energy band 

selection [12]. 

III. REQUIREMENTS OF MEDICAL IMAGE WATERMARKING 

Teleradiology is used for transmit radiological patient image 

one location to another location for the purpose of study to 

other physicians [13]. Some medical Images are more 

sensitive that needs higher level security. Confidential 

ability, availability, reliability these are the main part in 

security. 

A. Confidential Ability: 

Adding watermark on image is better security measure to 

protect users copyright. Confidentiality is similar to 

privacy. It is design to prevent sensitive information from 

reaching the illegal user. While, in watermarking only 

authorized user can access the medical information [14]. 

1) Availability: 

It ensures access to medical information only the authorized 

users in any conditions .There is a need watermark perform 

its functioning as per users demand. Watermark should be 

able to perform operation whenever it is required. 

2) Reliability: 

Without authorized person no one can modify or change the 

information. Security for medical image is important when 

it is transmit on internet or network. In such case 

confidentiality and reliability is consider. Medical health 

care applications are different from  multimedia application. 

Following some authentication scheme are used for medical 

image. 

3) Reversible: 

Medical image requires intactness and correctness for 

diagnostic images. Hence it demands recovered all data after 

removing watermark without any loss. So the reversible 

method is useful that purpose. Barton is the first method of 

reversible technique. 
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4) Tamper Detection: 

In hospital, military data are change for illegal purpose. So 

the there is need in watermark extraction process check 

whether image tampered or not. In other way it is needed to 

identify image is authenticate or not. 

5) Localization: 

After successfully tampered detection the scheme should be 

able to locate tamper region without any loss of data. That is 

extraction and verification are able to locate modified region 

which are illegal [15]. 

6) Imperceptibility: 

Watermark should impossible to view to normal vision. For 

medical image visible watermark not good.  

7) Robustness: 

Watermark should be used for copyright protection and 

authentication. It is also used in content tracking. 

Watermark cannot easily detect or break.  

8) Capacity: 

It shows how many bits of information are embedded. 

Higher level capacity is achieved at robustness. 

9) Blind Detection: 

The extraction process does not need original image or 

original watermark. These are very important requirement in 

medical image for security purpose [16]. 

10) Fragility: 

It is very sensitive to attacks, so the authentication phase 

watermark fragile is used for prove integrity.. 

11) Security: 

Without altering the image watermark is hard to remove. It 

cans ability to provide authenticity and integrity under 

malicious attacks. 

12) Time: 

In extraction and embedding process time is important part. 

Less amount of time helps to doctor fast access of data for 

generate the report. 

IV. ATTACKS ON MEDICAL IMAGE 

Medical images are much more important in diagnosis 

research and education. Using internet or network hospital 

management system share medical images. At the 

transmission time there is a possibility attack on an image 

intentionally or inadvertently. To destroy the hidden 

watermark intentional attack is apply.  Whether attack is 

intentional it affect a quality of image. Some different 

attacks are discuss   here. 

A. Cryptographic Attack: 

Watermark allows to uses encryption decryption techniques 

which is come under the cryptography. Cryptographic 

attacks include known plain text attack or cipher text attack. 

The main aim of attacks is crack the security of image. 

B. Geometrical Attack: 

It is based on geometrical transformation like rotation, 

translation, scaling, and cropping. Geometrical attack 

modify the spatial relationship between pixels [16]. 

C. Protocol Attack: 

Some people add his own watermark on image and claim 

that his owner of the image. These like issue include in 

protocol attack. 
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V. CONCLUSION 

In this survey most important aspect is security of medical 

image. The application of watermarking  classification, 

image quality majors, and attack. The new concept of 

watermarking in medical image is more secure and preserve 

privacy of patient information. 

The advance objectives of this system is flexible 

robustness, reliable, integrity, and availability. Using this 

objectives we make our medical information much more 

secure. In recent innovation and and many problems are 

identify and try to solve. 
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