
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 07, 2015 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 808 

Smart Intrusion Detection System (Double-Guard) 
Prof.Pinjarkar Nilesh R.

1
 Gorde Ashwini

2
 Manjare Chaitali

3 

1
Assistant Professor 

1,2,3
Department of Computer Engineering 

1,2,3
Sahyadri Valley College of Engineering and Technology,Pune-412410

Abstract— For enabling communication and the personal 

information management from anywhere, an inextricable 

part of daily life is the Internet services and applications. To 

entertain this increase in application and complexity of data, 

web services have moved to a multi-tiered design wherein 

the application front-end logic runs by the web server and to 

a database or file server the data are outsourced. In this 

system, we propose an IDS system which is Double Guard, 

that models the network user sessions behavior across both 

the back-end database as well as the front-end web server. 

By monitoring both web and subsequent database requests 

we are able to ferret out attacks that independent IDS would 

not be able to identify. Furthermore, in terms of sessions of 

training and functionality coverage we measure any 

multitier IDS limitations. With My SQL and lightweight 

virtualization with the help of an Apache web server we 

implement Double Guard. In both dynamic and static web 

applications the real-world traffic then processed and 

collected over a 15-day of system deployment period. 

Finally, using Double Guard, we will able to display a wide 

range of attacks which will give the 100 percent accuracy 

while for web services which are static, 0 percent false 

positives maintain by it and for web services  which is 

dynamic, it is 0.6 percent false positives. 
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I. INTRODUCTION 

In both complexity as well as popularity over the past few 

years, the Web-delivered services and applications have 

increased. Daily tasks like social networking, travel, and 

banking, are all done using the web. This services employ 

the front end a web server which runs the application user 

interface logic and a database or file server as a back-end 

server. The target of attacks have always been to the Web 

services due to their everywhere use for corporate as well as 

corporate data. In order to corrupt the back-end database 

system, to exploiting vulnerabilities of the web applications 

attention has shifted from attacking the front end. Recently, 

these attacks have become more diverse. Within both the 

database system and the web server, there individually 

examine network packets by a plethora of IDSs. However, 

for both database and web network interactions, on multi-

tiered Anomaly Detection (AD) systems there is very little 

work being performed that generate models of network 

behavior. In that architectures of multi-tiered, while over the 

Internet, the web servers are remotely accessible, and behind 

a firewall the back-end database server is often protected.  

By matching misused traffic patterns or signatures 

to detect      known attacks, the IDS have been widely used. 

By abnormal net-work traffic identifying a class of IDS that 

leverages unknown attacks can detect by machine learning 

that deviates from the so-called “normal” behavior 

previously profiled during the training phase of IDS. 

Individually, to either of them the web IDS and abnormal 

network traffic sent can detect by the database IDS. 

However, wherein to attack the web server the normal 

traffic is used and the server of database we found that these 

IDSs cannot detect it. For example, to issue a privileged 

database query attacker can find a way by exploiting 

susceptibility in the web server if an attacker with non 

admin privileges can log in to a webs server using access 

credentials of normal-user. Since the web IDS would hardly 

see typical user login traffic, this type of attack would detect 

neither the web IDS nor the database IDS and the normal 

traffic of a privileged user would only see the database IDS. 

II. EXISTING SYSTEM 

Within both the web server as well as the database system, 

Intrusion detection system currently individually examines 

network packets. However, for both web as well as database 

interactions in such multi-tiered architectures, on multi-

tiered Anomaly Detection system there is very little work 

being performed that generate network behavior models, 

behind a firewall the database server is often protected while 

there are remotely accessible the web servers over the 

internet. Unfortunately, to attacks that use web request the 

back-end systems are susceptible as a means to accomplish 

the back end which are protected from attacks of direct 

remote. Typical user login traffic hardly seen by web IDS 

and normal traffic of privileged user seen by database IDS. 

By statically analyzing the source code or executable, it 

detects the intrusions or vulnerabilities. 

III. PROPOSED SYSTEM 

In this project, to detect attacks in web services which are 

multi-tiered, the present Double Guard system is used. In 

this system, isolated user sessions normality models can 

create that include both the web front end (HTTP) as well as 

back end (File or SQL) transactions of network.  For 

achieving this a technique which is light weight 

virtualization technique is used for assigning the web 

session of every users to a particular container, an 

environment of isolated virtual computing. With the 

subsequent DB queries for exactly associating the request of 

web the container ID is used. Thus, by taking both the DB 

traffic and the web server into account, a causal mapping 

profile can build by Double Guard. Using Open VZ, our 

Double Guard container architecture is implemented, and it 

has reasonable overhead of performance which is shown in 

performance testing and for most web applications is 

practical. To prevent future attacks of session-hijacking, an 

isolation also provide by it. In different containers we run 

many copies of the instances of web server within a 

lightweight virtualization environment so that from the rest 

each one was isolated. Containers can be easily destroyed 

and instantiated, a particular container we assigned each 
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client session so that, to the compromised session the 

damage is cramped. Even when an attacker may be able to 

compromise a single session, other user sessions remain 

unaffected by it. With the help of our prototype we show 

that, for websites that content modification do not permit 

from users, there is a direct creative relationship between the 

requests received by the front end web server and those 

generated for the backend database. In fact we show that this 

model of causality mapping can be accurately generated and 

without prior knowledge of functionality of web application. 

 
Fig. 1:  System Architecture 

IV. CONCLUSION 

In this system, we are implementing the Double guard 

detection system which is an intrusion detection system for 

multi-tiered web applications that builds models of normal 

behavior from both front end web (HTTP) requests as well 

as back-end database (SQL) queries. Double Guard forms 

container-based IDS with multiple input streams to produce 

alerts unlike existing approaches that summarized or 

correlated alerts produced by independent IDSs. We have 

shown that for anomaly detection a better characterization of 

the system provides by such correlation of input streams 

because the intrusion sensor has a more precise normality 

model which a wider range of threats detects. 

With a lightweight virtualization, from each web 

server session this project accomplish this by confine the 

flow of information. Furthermore, we quantified the 

accuracy of detection in our approach when we try to model 

web requests of static as well as dynamic with the back end 

file system and queries of database.  
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