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Abstract— Multimodal biometric identification system is 

more power full, more accurate, less noisy data than the 

single biometric model. In unimodal such as face, finger, 

iris, retina all are decade according to time pass or some 

changes may be applied therefore multimodal is given better 

performance. In this paper use fingerprint, hand geometry 

and face used as multibiometric and find good result with 

high accuracy using fuzzy logic. 
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I. INTRODUCTION 

In the age of information technology biometric identification 

is the heart of computer implementation. Biometric is a 

physical or biological attribute that can be measured. 

Biometric identification accepts or rejects the person’s 

identity, based on his/her physiological or behavior 

characteristics. 

A biometric identification system is essentially a 

pattern –recognition system that recognized a person based 

on a feature derived from specific physiological or behavior 

characteristics.th person possessed for authentication or 

identification purposes .Most biometric systems deployed in 

real word application are unimodel. These systems suffer 

with problem such as noised in sensed data, non-

universality, upper bound on identification accuracy and 

spoof attacks. In this paper examined the possible 

performance improvement of biometric system by using 

multiple biometrics, integrating with other multiple 

biometric sources, the performance was indeed improved 

with fuzzy logic. 

Characteristics of biometric: 

 Universality 

 Uniqueness 

 Permanence 

 Collectability 

 Acceptability 

 Performance 

This is for its stability for long time and the ability 

to cope with theft or forgery or forgetfulness. Due to most of 

biometric systems are far from satisfactory in terms of user 

confidence and user friendliness and have a false rejection 

rate (FRR). 

A. Research Background  

In our work, three public biometrics are used "fingerprint, 

hand geometry and face”. In first stage image pre-processing 

is performed on fingerprint, hand geometry and face images 

using different techniques for each biometric. In the second 

stage three feature extraction techniques are applied. we 

follow the combination approach to score level fusion and 

address some of the issues involved in computing a single 

matching score given the scores of different modalities. 

Since the matching scores generated by the different 

modalities are heterogeneous, normalization is required to 

transform these scores into a common domain before 

combining them. While several normalization techniques 

have been proposed, there has been no detailed study of 

these techniques.  

In the third stage: matching scores from each 

matcher are arrived. In the fourth stage: each subsystem 

produce its individual decision, in our work every subsystem 

has two decision values either low or high. Then fusion of 

these decisions is executed using Fuzzy logic to get unary 

decision in the end. The objective of this research is as 

follow: Designing and implementing a multimodal 

biometric system of the combined biometrics "fingerprint, 

palm and face" and then fusing them at the decision level by 

fuzzy logic. The reason to use three biometric traits is the 

desire to get high degree of discrimination when we have 

large number of users or population.  

 
Fig. 1: Architecture 

II. TAXONOMY OF MULTIBIOMETRIC SYSTEM 

Face, fingers print and hand geometry texture patterns are 

accurate biometric modalities with successful applications 

for personal identification. 

The success of a texture biometric recognition 

system heavily depends on its feature analysis model, 

against which biometric images are encoded, compared and 

recognized by a computer. It is desirable to develop a 

feature analysis method which is ideally both discriminating 

and robust for face and hand geometry biometrics. On one 

hand, the biometric features should have enough 

discriminating power to distinguish interclass Samples.  

On the other hand, intra-class variations of 

biometric patterns in uncontrolled conditions such as 

illumination changes, deformation, occlusions, pose/view 

changes, etc. should be minimized via robust feature 

analysis. Therefore it is a challenging problem to achieve a 

good balance between inter-class distinctiveness and intra-

class robustness. The fuzzy vault scheme stores only a 

transformed version of the template, which makes it 

applicable to various modalities besides fingerprints. Fuzzy 

Vault Scheme can also be applied in multimodal biometric 

systems. 
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III. MULTIBIOMETRIC RECOGNITION 

 
Fig. 1: Different Types of Multibiometric 

 
Fig. 2: Popular Biometrics Characterization 

A. Face:  

Facial attributes are probably the most common biometric 

features used by humans to recognize one another. The most 

popular approaches to face recognition are based on either 

(i) The location and shape of facial attributes, such as the 

eyes, eyebrows, nose, lips, and chin and their spatial 

relationships, or (ii) the overall (global) analysis of the face 

image that represents a face as a weighted combination of a 

number of canonical faces. 

 
Fig. 3: Face 

B. Fingerprint Recognition: 

A fingerprint is the feature pattern of one finger. It is 

believed with strong evidences that each fingerprint is 

unique. Each person has his own fingerprints with the 

permanent uniqueness. So fingerprints have being used for 

identification and forensic investigation for a long time. 

 
Fig. 4: Fingerprint 

Fingerprint is composed of ridges and furrows 

which are parallel and have the same width. In fingerprint 

recognition, fingerprint is distinguished by minutiae, which 

are points on the ridges. There are many types of minutia, 

but the two basic types are: termination which represents the 

ending of the ridge and the other is called bifurcation which 

is the point of the ridge from which two branches derive. 

 
Fig. 5: Fingerprint 

C. Hand Geometry  

The hand geometry of the human hands contain pattern of 

ridges and image much like the length, curve etc. Human 

hand geometry also contain additional distinctive features 

such as principal lines and wrinkles that can. It is easy to be 

captured even with a lower resolution scanner.  

 

IV. FUSION IN MULTI BIOMETRIC SYSTEMS: 

We have more than one decision channels. We need to 

design a mechanism that can combine the classification 

results from each biometric channel; this is called as 

biometric fusion. Multimodal biometric fusion combines 

measurements from different biometric traits to enhance the 

strengths and diminish the weaknesses of the individual 

measurements. Fusion at matching score, rank and decision 

levels have been extensively studied in the literature. 

Multimodal Biometrics with various levels of 

fusion: sensor level, feature level, matching score level and 

decision level. 

A. Sensor Level Fusion: 

In sensor Fusion we combine the biometric traits coming 

from sensors like Thumbprint scanner, Video Camera, Iris 

Scanner etc, to form a composite biometric trait and process. 
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B. Feature Level Fusion: 

In feature level fusion signal coming from different 

biometric channels are first preprocessed, and feature 

vectors are extracted separately, using specific fusion 

algorithm we combine these feature vectors to form a 

composite feature vector. This composite feature vector is 

then used for classification process. 

C. Matching Score Level: 

 Here, rather than combining the feature vector, we process 

them separately and individual matching score is found, then 

depending on the accuracy of each biometric channel we can 

fuse the matching level to find composite matching score 

which will be used for classification. 

D. Decision Level Fusion: 

Each modality is first pre-classified independently. The final 

classification is based on the fusion of the outputs of the 

different modalities. 

 
Fig. 6: Information Fusion: 

1) Levels of Information Fusion: 

 
Fig. 7: Levels of Information Fusion: 

The International Committee for Information Technology 

Standards (INCITS) Technical Committee M1, Biometrics, 

and researchers have described methods for performing 

multi-biometric fusion [4]. In general, the use of the terms 

multimodal or multi-biometric indicates the presence and 

use of more than one biometric aspect (modality, sensor, 

instance and/or algorithm) in some form of combined use 

for making a specific biometric verification/identification 

decision. 

The goal of multi-biometrics is to reduce one or 

more of the following: 

 False accept rate (FAR) 

 False reject rate (FRR) 

 Failure to enroll rate (FTE) 

 Susceptibility to artifacts or mimics 

To further the understanding of the distinction 

among the multibiometric categories, they are briefly 

summarized in the following: 

Multimodal biometric systems take input from 

single or multiple sensors measuring two or more different 

modalities of biometric Characteristics. For example, a 

system combining face and hand geometry characteristics 

for biometric recognition would be considered a 

“Multimodal” system regardless of whether face and iris 

images were captured by different or same imaging devices. 

It is not required that the various measures be 

mathematically combined in anyway. For example, a system 

with fingerprint and face recognition would be Considered 

“multimodal” even if the “OR” rule was being applied, 

allowing users to be verified using either of the modalities. 

The multibiometric system we have designed uses 

the face, fingerprint, and hand geometry attributes of a 

person for recognition. Our database consists of 100 

different users with each user providing five samples per 

biometric. Information from these three modalities was 

integrated at the matching score level using the combination 

approach. Fingerprints were represented using minutiae 

features, and the output of the fingerprint matcher was a 

similarity score in the (0,100) range; face images were 

represented using eigen-coefficients, and the output of the 

face matcher was a distance score; hand-geometry images 

were represented by 14 feature values (corresponding to the 

lengths and widths of the fingers, as well as the width of the 

palm), and the output of the matcher was a distance score. 

Prior to combining the raw scores, a normalization scheme 

was employed to transform the face and hand geometry 

scores into similarity scores in the (0,100) range. If s1, s2, 

and s3 represent the normalized scores pertaining to the 

fingerprint, face, and hand geometry modalities, 

respectively, then the final score, fus, was computed as,fus = 

w1s1 + w2s2 + w3s3. Here w1, w2 and w3 are the weights 

associated with the three traits, and w1+w2+w3=1. In the 

first set of experiments, equal weights were assigned to all 

the three modalities. The improved matching performance 

as observed using the Receiver Operating Characteristic 

(ROC) curve, which plots the Genuine Accept Rate (GAR) 

against the False Accept Rate (FAR) at various matching 

thresholds. It is essential that different biometric traits be 

given different degrees of importance for different users. 

This is especially significant when biometric traits 

of some users cannot be reliably acquired. For example, 

users with persistently dry fingers may not be able to 

provide good quality fingerprints. Such users might 

experience higher false rejects when interacting with the 

fingerprint system. By reducing the weight of the fingerprint 

trait and increasing the weights associated with the other 

traits, the false reject error rate of these users can be 

reduced. The biometric system learns user-specific 

parameters by observing system performance over a period 

of time. This will appeal to that segment of the population 

averse to interacting with a system that constantly requests a 

user to provide multiple readings of the same biometric. The 

emphasis is on tuning the system variables automatically. 
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Fig. 8: The receiver operating characteristic (ROC) curve 

showing the performance gain when the simple sum rule is 

used to combine the matching scores of face, fingerprint, 

and hand geometry traits of 100 users (five samples per 

user). 

Technique in which various sets of weights are tried out on a 

training set of equine and impostor scores, and selecting the 

weight set that results in the least error . Let w1,i, w2,i and 

w3,i be the weights associated with the ith user in the 

database. The algorithm operates on the training set as 

follows: 

 For the ith user in the database, vary weights 

w1,i,w2,i and w3,i over the range (0, 1), with the 

constraint w1,i+ w2,i+w3,i =1. Compute  

Fus = w1,is1+ w2,is2+w3,is3. This computation is 

performed over all scores (that is, both genuine and 

impostor scores) associated with the ith user. 

 Choose that set of weights that minimize the total 

error rate. The total error rate is the sums of the 

false accepts and false reject rates pertaining to this 

user. 

V. SCORE NORMALIZATION 

The following issues need to be considered prior to 

combining the scores of the matchers into a single score. 

The matching scores at the output of the individual matchers 

may not be homogeneous. For example, one matcher may 

output a distance (dissimilarity) measure while another may 

output a proximity (similarity) measure. Further, the outputs 

of the individual matchers need not be on the same 

numerical scale (range). Finally, the matching scores at the 

output of the matchers may follow different statistical 

distributions. Due to these reasons, score normalization is 

essential to transform the scores of the individual matchers 

into a common domain prior to combining them. Score 

normalization is a critical part in the design of a 

combination scheme for matching score level fusion. 

Score normalization refers to changing the location 

and scale parameters of the matching score distributions at 

the outputs of the individual matchers, so that the matching 

scores of different matchers are transformed into a common 

domain. When the parameters used for normalization are 

determined using a fixed training set, it is referred to as 

fixed score normalization. 

Normalization 

Technique 
Robustness Efficiency 

Min-max No N/A 

Decimal scaling No N/A 

z-score No 
High (optimal for 

Gaussian data) 

Median and MAD Yes Moderate 

Double sigmoid Yes High 

tanh-estimators Yes High 

Biweight estimators Yes High 

Table 1: Score normalization 
In such a case, the matching score distribution of 

the training set is examined and a suitable model is chosen 
to fit the distribution. Based on the model, the normalization 
parameters are determined. In adaptive score normalization, 
the normaliza-tion parameters are estimated based on the 
current feature vector. This approach has the ability to adapt 
to variations in the input data such as the change in the 
length of the speech signal in speaker recognition systems. 

The problem of score normalization in multimodal 
biometric systems is identical to the problem of score 
normalization in meta search. Meta search is a technique for 
combining the relevance scores of documents produced by 
different search engines, in order to improve the 
performance of document retrieval systems .Min-max 
normalization and z-score normalization are some of the 
popular techniques used for relevance score normalization 
in meta search. In meta search literature , the distribution of 
scores of relevant documents is generally approximated as a 
Gaussian distribution with a large standard deviation while 
that of non-relevant documents is approximated as an 
exponential distribution. In our experiments, the 
distributions of the genuine and impostor fingerprint scores 
closely follow the distributions of relevant and non-relevant 
documents in meta search. However, the face and hand-
geometry scores do not exhibit this behavior. 

For a good normalization scheme, the estimates of 
the location and scale parameters of the matching score 
distribution must be robust and efficient. Robustness refers 
to in-sensitivity to the presence of outliers. Efficiency refers 
to the proximity of the obtained estimate to the optimal 
estimate when the distribution of the data is known. Huber 
ex-plains the concepts of robustness and efficiency of 
statistical procedures. He also explains the need for 
statistical procedures that have both these desirable 
characteristics. Although many techniques can be used for 
score normalization, the challenge lies in identifying a 
technique that is both robust and efficient. 

VI. EXPERIMENTAL RESULTS 

Normalization techniques like min-max, z-score, median 

and MAD, and tanh estimators were used to transform the 

scores into a common domain. The transformed scores were 

then combined using fusion methods like simple sum of 

scores, maximum score, minimum score, sum of posteriori 

probabilities (sum rule), and product of posteriori 

probabilities (product rule). Their experiments conducted on 

a database of more than 1, 000 users showed that the min-

max normalization followed by the sum of scores fusion 

method generally provided better recognition performance 

than other schemes. However, the reasons for such a 

behavior have not been presented by these authors. In this 

work, we have tried to analyze the reasons for the 

differences in the performance of the different normalization 

schemes. We have tried to systematically study the different 

normalization techniques to ascertain their role in the 

performance of a multimodal biometric system consisting of 

face, fingerprint and hand-geometry modalities. 
The performance of the multimodal biometric 
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system has been studied under differ-ent normalization and 
fusion techniques. The simple sum of scores, the max-score, 
and the min-score fusion methods described in [18] were 
applied on the normalized scores. The normalized scores 
were obtained by using one of the following techniques: 
simple distance-to-similarity transformation with no change 
in scale (STrans), min-max normal-ization (Minmax), z-
score normalization (ZScore), median-MAD normalization 
(Median), double sigmoid normalization (Sigmoid), tanh 
normalization (Tanh), and Parzen normal-ization (Parzen)

2
. 

Table 3.2 summarizes the average (over 40 trials) Genuine 
Acceptance Rate (GAR) of the multimodal system along 
with the standard deviation of the GAR (shown in 
parentheses) for different normalization and fusion schemes, 
at a False Acceptance Rate (FAR) of 0.1%. 

Normalization  
Fusion 

Techniques 
 

Techniques 
Sum of 

scores 
Max-score Min-score 

STrans 98.3 (0.4) 46.7 (2.3) 83.9 (1.6) 

Minmax 97.8 (0.6) 67.0 (2.5) 83.9 (1.6) 

Zscore 98.6 (0.4) 92.1 (1.1) 84.8 (1.6) 

Median 84.5 (1.3) 83.7 (1.6) 68.8 (2.2) 

Sigmoid 96.5 (1.3) 83.7 (1.6) 83.1 (1.8) 

Tanh 98.5 (0.4) 86.9 (1.8) 85.6 (1.5) 

Parzen 95.7 (0.9) 93.6 (2.0) 83.9 (1.9) 

 The improved matching performance as observed 

using the Receiver Operating Characteristic (ROC) curve, 

which plots the Genuine Accept Rate (GAR) against the 

False Accept Rate (FAR) at various matching thresholds 

 
Fig. 9: Graph 

VII. FUZZY LOGIC 

Fuzzy logic is kind of soft computing which mimics human 

thinking . This concept was introduced as proposal of fuzzy 

set theory by lotfi A. Zadeh the main stages of fuzzy logic 

are shown in figure. 

 
The fuzzy if-then rules are used to produce 

decisions based on the matching distance computed for 

every individual biometric trait. The following figure (10) 

shows the two decision values that result by each subsystem. 

To execute fusion by fuzzy logic we follow these 

steps: (1) we define three fuzzy variables for the input: 

“finger” for the fingerprint biometric, face for the face 

biometric, “iris” for the iris biometric and the output fuzzy 

variable is: “fusion,” (2) each variable is represented by a 

trapezoidal fuzzy set, (3) for the inputs, we define two fuzzy 

sets according to the matching distance: low and high (4) the 

output is either very low or low or high or very high.  

The fuzzy if – then rules proposed by our system 

are as follow:  

 If (finger is low) and (face is low) and (hand-

geometry is low) then (fusion is very bad).  

 If (finger is low) and (face is low) and (hand-

geometry is high) then (fusion is pass).  

 If (finger is low) and (face is high) and (hand-

geometry is low) then (fusion is pass). 

 If (finger is low) and (face is high) and (hand-

geometry is high) then (fusion is good).  

 If (finger is high) and (face is low) and (hand-

geometry is low) then (fusion is bad).  

 If (finger is high) and (face is low) and (hand-

geometry is high) then (fusion is good).  

 If (finger is high) and (face is high) and (hand-

geometry is low) then (fusion is good).  

 If (finger is high) and (face is high) and (hand-

geometry is high) then (fusion is excellent). 

Table presents the accuracy achieved by fuzzy 

logic and weighted fuzzy logic fusion at decision level. 

When the fuzzy logic used, there are not weights given to 

any trait, so all have the same weight. At the same time we 

accept the person as genuine if the decision fusion was 

excellent or good only. The accuracy achieved by this 

system is 99.69 %. In weighted fuzzy logic, different 

weights were given for each trait. And we accept the fusion 

decisions excellent, good and pass as genuine. This system 

will give accuracy equal to 99.99 %. 

method Fusion level Accuracy% 

Fuzzy logic decision 99.69 

Weighted Fuzzy logic decision 99.990 

 
Fig. 10: ROC curves of proposed fuzzy and weighted fuzzy 

logic fusion 

VIII. CONCLUSION 

Fusion of fingerprint, face and hand geometry systems at 

decision level was proposed. This platform is necessary if 

we have treat huge databases that contain hundreds millions 

of users. The scores do be needed to normalize. Each 

subsystem gives its individual decision, and then these 
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decisions will be used by fuzzy logic which gives excellent 

accuracy. In the future we will use other methods to fuse the 

decisions and comparing them with fuzzy logic to determine 

who will present less computation time and highest 

accuracy. 
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