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Abstract— Image forgery identification assumes a 

fundamental part in criminological science, the vast majority 

of the created strategies are concentrating on coarse grained 

fabrication restriction. In this paper, we introduce forgery 

detection method based on artifacts obtained by Color Filter 

Array (CFA) which are used in most digital cameras. Here 

we make the assumption that forgery removes the artifact 

due to de-mosaicking algorithm. Our main focus is on the 

fine grained forgery localization problem, assuming to have 

no information about the forged pixel.The proposed method 

is based on a new feature measuring the presence of de-

mosaicking artifact at local level. We proposed a new 

feature measuring the presence of de-mosaicking artifact 

even at the smallest 2 X 2 block level with the help of this 

method we are able to find fine grained forgery localization. 
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I. INTRODUCTION 

Imaging Devices (Digital Cameras, PDA, Mobile Phones, 

and so on.) are turning out to be more normal, supplanting 

old film based cameras. These are little in size compatible 

and simple to handle and to decrease the expenses and size, 

these gadgets utilize the stand out sensor chip (CCD or 

CMOS), covering its surface with a Color Filter Array 

(CFA). The CFA is an arrangement of frightfully specific 

channels, which are orchestrated in an interleaved mosaic 

example, to enlist the one and only segment of shading 

range in every pixel. Today's every advanced camera are 

outfitted with a sensor having shading channel cluster like 

Bayer color channel array. 

In Bayer filter array based camera to  generate  a  

color  image,  it is necessary  to  code  the  chromatic  

information.  This  color  information  is  often  represented  

using  the three basis primary  RGB  (Red,  Green,  Blue)  

system.  These primary colors are then mixed to recreate all 

possible colors combinations. To  capture  the  three  

primary  colors information,  the  sensors  are  attached with  

a  color  filter  array  (CFA).  The most commonly used 

CFA is the Bayer filter array: it capture only one of the three 

primary colors  at each pixel location, according to a pre-

defined grid, shown in  fig. 1. The green cells are more in 

number than red and blue because, human eyes are more 

sensitive to the green color. The  image  obtained  is then 

processed at  each  pixel  location to  provide  a  complete  

RGB  color  information. Two missing colors information 

are interpolated at each pixel location. Multiple algorithms 

are available which can  be used, but  these  all  

 
Fig. 1: Bayer filter grid: R for red, G for green and B for 

blue. 

Obey the same principle: values of missing color 

information are computed from the value of adjacent pixels 

values. The outcome of this is that each pixel is statistically 

correlated to its adjacent pixel value. The method to detect 

image forgery is based on Bayer filter array is  based on the 

assumption  that  the  insertion  any kind of forgery in  an 

image would alter these correlations. Once these 

correlations are altered, then these can be easily detectable. 

Our work is centered around the investigation of 

picture at local level: mulling over the neighborhood follows 

we go for discovering the picture imitations at a restricted 

area at whatever point the CFA correlation is missing. our 

methodology is in light of the presumption that unique 

pictures originating from an advanced camera are acquired 

by the vicinity of CFA. Taking into account this suspicion, 

we propose another calculation that measure the vicinity or 

unlucky deficiency of these connections even at the littlest 

bit of a picture, hence giving the last yield demonstrating the 

forgery. 

II. RELATED WORK 

The previous technique[16] based on this method used only 

green channel means filtering out only green color 

information and find out the forgery traces by applying the 

error prediction function. Swaminathan et al. in [7] 

presented a method to identify the camera by estimation of 

the CFA pattern and interpolation method. Gallagher in [10] 

observed that the variance of the second derivative of an 

interpolated signal is periodic by applying Expectation-

Maximization algorithm. He thus looked for the periodicity 

in the overall image by analyzing its Fourier transform, for 

detecting traces of demosaicking. 

III. PROPOSED ALGORITHM 

 
Fig. 1: Proposed Algorithm 
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IV. EXPERIMENTAL RESULTS 

The result presented in this paper have been obtained on a 

dataset consisting of 50 (5 images with their 10 forged 

image each) original color images, in JPG format, coming 

from  Nikon D1500 which is equipped with a Bayer CFA, 

thus meeting our requirement that an images come from a 

camera leaving demosaicking traces, but the demosaicking 

algorithm inside the camera is unknown. 

 
Fig. 1: original and manipulated image 

 
Fig. 2: Probability map and histogram 

To validate the results graphs were plotted between 

percentage forged area and PSNR, PSNR and average 

difference, percentage forged area and average difference. 

 
Fig. 3: PSNR vs forged area 

 
Fig. 4: forged area Vs average difference 

 
Fig. 5: PSNR Vs average difference 

V. CONCLUSION 

In this paper, our main attention was on the local forgery 

problem. We analyze the traces left behind in the image to 

find out  image forgery. The result shows that  our proposed 

algorithm can be used for detecting forgeries in images 

acquired by a digital camera based on Bayer color filter 

array.  It should also be remarked that the detection of 

forgery is strongly affected by JPEG compression, limiting 

the applicability of the proposed algorithm. Moreover, the 

proposed method may not be applicable to camera using a 

super CCD or any other techniques. 
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