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Abstract— Digital Image Watermarking is a newly 

established engineering field. It is the process of attaching 

the identity of a copyright owner to a digital image 

watermarking work that is difficult to remove. The goal of 

digital image watermarking is to give the artistic work 

owner the capability to prove the work is theirs. The main 

objective of this thesis is to emerge and enforce a cross 

breed Digital Image Watermarking scheme, which is robust 

and can sustain attack rotational on image file. In the 

proposed scheme two watermarking scheme are used, so 

that by combined effect of both watermarking scheme can 

give a robust watermarking scheme. The feature of the 

proposed scheme is quality of a watermarked images, the 

peak signal to noise ratio was used. To evaluate the 

robustness of the tacit orientation, the watermarked image 

was examined against various kinds of attacks like blurring 

Attack, wiener attack & filtering like average filter. Peak 

signal Noise Ratio value of various geometric attacks 

(Rotation), noising attack (Gaussian noise), de-noising 

attack (Average filtering), format-compression attack (JPEG 

compression) and histogram equalization, contrast 

adjustment. In this thesis put here a breed digital image 

watermarking technique which takes the use of integer 

wavelet transform, Singular Value Decomposition, Matrix 

Norm Quantization, Discrete Cosine Transformation Modul-

2 approach and encrypt the watermark and hence enhance 

the security increasing payload.                                       

Key words: digital image watermarking, average filter, 

blurring Attack, wiener Attack, SVD, IWT3          

I. INTRODUCTION 

Along with the explosive growth of the Internet not only 

desirable new possibilities - like publicly available access to 

information databases around the world, distributed project 

work across different countries, or fast and reliable means of 

electronic communication - emerged, but the ease with 

which digital media can be duplicated and modified, or the 

fact that legislation is seemingly unable to cope with its 

rapid rate of change makes it also very attractive to people 

with dishonourable motives. With these drawbacks of the 

“digital age” in mind, creators of multimedia content may 

wish for a digital analogy to the watermarks that have been 

used in bookmaking since the 13th Century. 

II. A WATERMARKING TECHNIQUE                     

A. That Utilizes SVD 

1) Compute the normal singular value decomposition, 

    , of A. 

2) Transform   in to  : 

a) Set certain components      
     |   | 

b) Choose remaining components to ensure that    is 
still orthogonal. 

3) Compute           

4) Clip and round the entries in    to integers in the range 

0. . . 255. The resulting matrix  ̃      will be a block of 

the stage-image 

III. THE PROPOSED TECHNIQUE MY WORK 

In my work I have undergone a thorough study of IWT, 

SVD and matrix norm and another approach, bit levelling 

scheme to embed the watermark .It is a hybrid work to bring 

together the strengths of SVD using matrix norm and bit 

labelling scheme. A relation between SVD and Matrix norm 

allows exploiting the advantage of SVD while embedding 

the watermark bits in predefined blocks of decomposed 

image. The decomposition is strictly done with the help of 

Integer wavelet transform. A detailed description can be 

found below: 

Every real matrix A can be decomposed into a 

product of 3 matrices        where U and V are 

orthogonal matrices,              and Σ = 

             . The diagonal entries of Σ are called the 

singular values of A, the columns of U are called the left 

singular vectors of A, and the columns of V are called the 

right singular vectors of A. This decomposition is known as 

the Singular Value Decomposition (SVD) of A, and can be 

written as  

        
        

          
  

Where r is the rank of matrix A, It is important to 

note that each singular value specifies the luminance of an 

image layer while the corresponding pair of singular vectors 

specifies the geometry of the image. 

In SVD-based watermarking, several approaches 

are possible. A common approach is to apply SVD to the 

whole cover image, and modify all the singular values to 

embed the watermark data. An important property of SVD-

based watermarking is that the largest of the modified 

singular values change very little for most types of attacks. 

IV. THE PROPOSED WATERMARKING SCHEME 

I want to put here a hybrid watermarking technique which 

takes the use of Integer Wavelet Transform, Singular Value 

Decomposition, Matrix Norm Quantization , Modulo-2 

Approach [15] and Chaotic Scrambling ( to encrypt the 

watermark and hence enhance the security without 

increasing the payload)[15].  

Of these I have given detailed account of IWT, 

SVD and Matrix Norm but still the description of Chaotic 

Scrambling and Modulo-2 approach is left. So I will start 

explaining the two one by one: 
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V. CHAOTIC SCRAMBLING OF WATERMARK 

We define a Logistic chaotic system: 

                                     
Where bifurcation parameter μ ∈ (3.569945,4] and    ∈ 

(0,1). 

Initial value    and bifurcation parameter μ are 

used as key space K (      to generate chaotic sequences X 

which scramble watermarks W. Concrete contents are as 

follows: 

1) Chaotic sequences are rearranged according to 

ascending order as  displays, obtaining ascending order 

chaotic sequence X ' and index sequence l; 

[X ',l] = sort(X) 

2) Index sequence l is converted by column into two 

dimensional matrixes L; 

3) Original watermark W is rearranged by scrambled 

index matrix L to generate scrambled watermarks W „; 

VI. THE MODULO-2 APPROACH 

To further increase the hidden capacity, the modulus-2 

approach is employed in the higher level of IWT 

coefficients, namely,    ,    , and     sub bands with k 

being the level 2 or3 Let 

  ( ∑   

    

   

)

    

 

And             {|  |}  , where    is the 

coefficient in an n×m block. During embedding, if an input 

bit is 1 and s=1, then do nothing; otherwise, add the 

coefficient     to 1. 

In the case of input bit is 0 and s=0, then do nothing; 

otherwise, subtract the coefficient     from 1. Similarly, the 

data bits can be easily obtained at the receiver by computing 

   ( ∑   

    

   

)

    

 

With    being the coefficients in a hidden block. If 

  =1, then a data bit 1 is obtained, otherwise, a data bit 0 is 

obtained. The procedure is repeated until all data bits have 

been extracted. 

A. Algorithm 

I have taken a grey-scale 256x256 lena as my host image 

data. And my watermarks are  

1) A binary image „trees‟ size 32x32 to embed in first 

level decomposition 

2) A binary image „logo‟ size 64x64 to embed in second 

level decomposition 

I have adopted two separate procedures for 

embedding the watermarks, one for level one and another 

for second level decomposition. More specifically SVD 

Matrix Norm quantization method will be applied for first 

level and Modulo-2 approach will be used for second level. 

VII. RESULTS AND DISCUSSION    

 
Fig. 1: Original image 256*256 gray scale image „Lena 

 
Fig. 2:  

First level decomposition of original image using cdf 1.3 -

wavelet, the four parts shows the decomposition of image 

into CA, CH, CV, and CD  

 
Fig. 3: 

The second level decomposed part of the original image 

using the CA (low low) part of the first level.        

 
Fig. 4: 

The above figure shows that watermark is embedded into all 

the high pass band of first level decomposition. The step 

size is:  step = 4. 
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Fig. 5: 

The above figure shows that watermark is embedded into all 

the sub bands of second level (l =2) decomposition. The step 

size =4 

 
Fig. 6: 

The above figure shows the watermarked image. The 

watermarking is done at step size value step=4.   

 
Fig. 7: 

The above figure shows the watermarked image. The 

watermarking is done at step size value step=15 

 
Fig. 8: 

The above figure shows the original watermark which is 

embedded in level one of the original image. This is a binary 

watermark of size 32x32. 

 
Fig. 9: 

Blurred watermarked image at step size=4 

 
Fig. 10: 

The above figure shows the de-blurred watermarked image. 

The de-blurring attack is done at step size value of step=4   

 
Fig. 11: 

The above figure shows the graph of Normalized Cross 

Correlation in case of blurring attack (extracted from first 

level. The more the value nearer to 1 the more robust is the 

watermark. The value is NCC=.7828 at step size of step=15 

 
Fig. 12: 

Average filtered watermarked image at step size 15     
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Fig. 13: 

The above figure shows the graph of Normalized Cross 

Correlation in case of av. filtering attack (extracted from 

first level. The more the value nearer to 1 the more robust is 

the watermark. The value is NCC=.8418 at step size of 

step=15. 

 
Fig. 14: 

 Watermarked image at step size 15 

 
Fig. 15: 

Wiener attacked watermarked image at step size 15 

 
Fig. 16: 

The above figures show the graph of Normalized Cross 

Correlation in case of wiener filtering attack (extracted from 

first level. The more the value nearer to 1 the more robust is 

the watermark. The value is NCC=.6337 at step size of 

step=15. 

Step 

size 

Step 

Correlation 

Coeff.(P1) 

In Blurring 

attack 

Corr.Coeff (P4) 

in avg. 

Filtering 

Attack 

Corr. 

Coeff(P6) 

In wiener 

Attack 

4 .6050 .6028 .6598 

15 .7828 .8418 .6337 

A. Relation between the Increasing Value of Factor and 

Correlation Coefficient 

The table shows that as the value of step size are increased 

the correlation between the original watermark and the 

extracted watermark from different attacked images 

increases. In my project I have fixed the value of step size 

=15. Higher value of step size increases the energy of the 

watermark. At the step size value above 30 the watermarked 

picture quality becomes poor and it can be easily determined 

by anyone that picture has some degraded perceptual 

quality. 

B. Normalized Cross Correlation Coefficient Calculation 

In Various Attacks On Watermarked Image 

1) Blurring attack is performed on watermarked image by 

creating a filter of length l and angle theta .  

2) The similarity between the watermarked image and 

attacked watermarked image is found by calculating the 

correlation over entire dimension of the image. 

3) The same procedure is obtained as above. 

Taking                   x1 = x1 + (w* W_h_b) 

                              y1 = y1 + (w* R) 

                              P1 = (x1/y1) 

Where x1 = 0; initially  

y1 = 0; initially 

P1 = correlation coefficient 

w = original watermark 

W_h_b = watermark extracted from blurred image 

The value of correlation coefficient found in this 

case is P1 = .7828 for step size of 15. The watermarking 

scheme is robust in this case. For different value of scaling 

factor different sets of correlation value is found and 

summarized in the table1 later.                       

C. In Blurring Attack Case 

In this case I have changed the value of length of filter 

which creates the PSF. By changing the value of length, the 

input watermarked images have different effect by passing it 

through filter. For doing filtering this attack requires a 

special filter design. So we design special filter in 

MATLAB with f-special command 

Length ,theta Step size Correlation  P1 

(3,1) 15 .7828 

(4,1) 15 .6821 

(5,1) 15 .6577 

D. Shows That At Different Value of Attack Strength the 

Correlation Value Is Decreasing 

In the table the scaling factor is same throughout. So we 

conclude that high value of attack strength makes 

watermarking less robust in the case of blurring attack. 
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E. Normalized Cross Correlation Coefficient Calculation 

In Case Of Average Filtering Attack On Water Marked 

Image 

1) Average filtering attack is performed on watermarked 

image by creating a filter.  

2) The similarity between the watermarked image and 

attacked watermarked image is found by calculating the 

correlation over entire dimension of the attacked image. 

3) The same procedure is applied as above. 

Taking                  x4 = x4 + (w * W_h_vg) 

                              y4 = y4 + (w * w) 

                              P4 = (x4/y4) 

Where x4 = 0; initially  

y4 = 0; initially 

P4 = correlation coefficient 

w = original watermark 

W_h_vg = watermark extracted from average filtered image 

The value of correlation coefficient found in this case is P4 

= .8418 for step size of 15 the value of correlation factor is 

good, which shows that watermark is robust for this attack. 

F. In Average Filtering Case 

In average filtering we average filter the watermark image 

by a multi-dimensional filter as I have increased the strength 

of filter the correlation value is determined and shown 

below in the table. 

Filter F_h Scaling factor Correlation P4 

(1,1)/1.17 .3 .8418 

(2,2)/5 .3 .6457 

(3,3)/9 .3 .6355 

G. Shows That At Different Value of Attack Strength the 

Correlation Value Is Increasing 

F_h is a multidimensional filter which filters the input image 

passed through it. The output pixels are average filtered in 

neighborhood of the filter coefficient. 

Wiener filter of size M 

by N 

Scaling 

factor 

Correlation 

P6 

(3,3) .3 .6293 

(5,5) .3 .6329 

(6,6) .3 .6337 

The correlation value found is decreasing as we are 

increasing the value of attack strength. So we conclude that 

the scheme can‟t be robust for higher attack strength. 

H. Normalized Cross Correlation Coefficient Calculation 

In Case Of Wiener Attack On Water Marked Image 

1) Wiener attack is performed on watermarked image by 

creating a filter.  

2) The similarity between the watermarked image and 

attacked watermarked image is found by calculating the 

correlation over entire dimension of the attacked image. 

3) The same procedure is applied as above. 

Taking                   x6 = x6 + (w * Wnr) 

                             y6 = y6 + (w * w) 

                              P6 = (x6/y6) 

Where x6 = 0; initially  

y6= 0; initially 

P6 = correlation coefficient 

w = original watermark 

W_h_nr =watermark extracted from wiener attacked image 

The value of correlation coefficient found in this case is P6 

= .6337 for step size of 15. 

The above discussion reveals that the watermark is 

robust in the case of blurring, average filtering, and median 

filtering attack and somewhat in wiener filtering case 

according to NCC values. But in rotation and scaling attack 

our watermark is less robust It is some robust for scaling 

attack. Again for different value of scaling factor the various 

results are obtained 

I. In Wiener Filtering Case 

In wiener filter we do the adaptive low pass filtering of the 

watermarked image. The wiener filter attack removes the 

noise added to the image. In case we do not include noise 

the Gaussian noise is added. In this case I have changed the 

filter dimension and extracted the watermark for each case. 

The correlation value is given in the next table. 

J. Shows That At Different Value Of Attack Strength The 

Correlation Value Is Increasing 

M by N is a two dimensional wiener filter which adaptively 

low pass filter the input image passed through it. The 

correlation value found is increasing as we are increasing 

the value of attack strength. So we conclude that the scheme 

can be robust for higher attack strength. 

VIII. CONCLUSION 

In my thesis work I have implemented Integer Wavelet 

domain Digital Watermarking. As wavelet has hierarchical 

nature so its multi resolution analysis helps to embed the 

watermark in n no. of levels. Watermark Encryption before 

embedding gives added security to the algorithm and hence 

chaotic scrambling has proved to be a deserved answer to it. 

Embedding Watermark in Integer Wavelet Domain assures 

more reversibility of data than any other domain. As it maps 

integers to integers so adding binary watermark to IWT 

decomposed image comes in good compatibility. We have 

seen that increasing the step size increases the depth of 

watermark embedding and so its energy to withstand regular 

signal processing attacks.  
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