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Abstract— Hand geometry is a biometric trait which 

identifies and recognizes an individual based on the shape of 

their hand. Cryptography involves the scrambling the 

message to provide security. Combining the hand geometry 

biometric trait and cryptographic system provides more 

security. The proposed system generates cryptographic key 

from the hand geometric biometric trait. So that the user 

does not need to remember the key, password etc. The 

proposed system makes the use of extracted biometric trait 

of hand geometry for generating the key. The acquired hand 

image is pre-processed and represented as 12 nodes 

undirected completely connected graph and 64 bit key is 

generated from the spectral properties of the adjacency 

matrix of the graph. Key generation module generates 64 bit 

key which is used for encryption and decryption of message 

using the DES algorithm. 
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I. INTRODUCTION 

In this computer driven era, security of the information is 

one of the most important issue. Providing the security 

against the loss or release of the data, access control, 

accuracy, authenticity, confidentiality, preserving integrity 

and privacy of the information is becoming increasingly 

more difficult. In traditional cryptographic system user has 

to carry the smart cards, tokens, remember the passwords or 

identification number and also managing and maintaining 

these data in an efficient way has become more complex.  

In this context it is desirable to have biometric 

based information security system. The biometric is an 

automatic recognition of an individual which is based on 

behavioral and/or physiological characteristics. Hand 

geometry is a biometric system which identifies the user 

based on their hand shape. Hand geometry biometric system 

is most widely used for person identification and 

verification [6]. As every individual have hands except those 

with some disabilities, so hand images can be easily 

collected. This method has many advantages such as it is 

easy to use, has low-cost and also environmental factors 

does not effect for the verification process and also size of 

the template of the hand geometry is relatively small as 

compared with the other biometric system [6]. 

Cryptography involves the scrambling the plain 

text into cipher text and this process is called as encryption 

of the message and getting plain text from the cipher text is 

called as the decryption of the message. Cryptographic 

system uses the mathematical algorithm which makes the 

use of word, number and keys to change the plain text to 

cipher text.  

This proposed work focuses on combining the hand 

geometry biometric features with the cryptography to 

provide more security. While the biometric system provide 

uniqueness, performance, acceptability, circumvention and 

the traditional cryptographic system provides the flexible 

security and can be used for authentication as well as 

encryption purpose. So this proposed work gives the 

overview of combining the hand geometry features with 

cryptography so that the user does not have to remember the 

password and key.  

This paper provides an overview of combing the 

hand geometry biometric features with cryptography for 

generating the key which is used for message encryption and 

decryption using the DES algorithm. The acquired hand 

image is preprocessed then features are extracted by locating 

tip point and valley point on hand image and the hand image 

is represented as a completely connected undirected graph. 

Next 64 bit key is generated using Eigen values of 

adjacency matrix which is used for encryption and 

decryption of the 64 bit message using the DES algorithm. 

This paper is organized into 5 sections. The section 

II gives the literature survey of some of papers which are 

related to hand geometry based biometric system. Section III 

presents the proposed methodology. Experiments and results 

are discussed in section IV. Section V presents the 

conclusion. 

II. LITERATURE SURVEY 

This section gives the review of the work done by various 

researchers on hand geometry based biometric systems. 

Poonam Rathi et.al. [1] has proposed the method 

for feature extraction by using hand contour matching. The 

features are extracted from the starting reference point by 

using the Euclidean distance. Some mathematical 

calculation is performed for locating the tip point and valley 

point from starting reference point, end reference point and 

perimeter, major, minor axis length, centroid of hand is 

figured. Experiments are performed on 50 test users which 

are used for enrolment process to define user’s template.  

Nidhi Saxena et.al. [2] Propose a technique for 

personal identification and verification by using the hand 

geometrical biometric technique. Users can place their hand 

without using the pegs. For the feature extraction finger tip 

point, valley point, length of the finger and finger baseline, 

width of the finger and width of the palm are used. Six 

distances functions are used and tested for verification and 

identification of an individual. Experimental result gives the 

97.44% identification rate and 98.72% verification rate. 

Ayeni, J.K. et. al. [3] Propose that the hand 

geometry biometric system measures the users hand with 

many dimension then those measurements are compared 

with the previously stored measurements. This biometric 

system is used in such applications where the unique 

identification of an individual is required. The work 

provides the GUI application for capturing the top view and 

side view of the users hand image and registration process is 

used to generate record or template of an individual’s hand 

geometry.  

In Jayashree I. et. al. [4] the palm print and hand 

geometry features are integrated at feature level to provide 

acceptable performance, to increase robustness and to 
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increase the reliability. Fourteen hand geometrical features 

have been extracted, distances from the centroid of the palm 

to tip point and valley point is calculated. For the 

identification of an individual Correct Recognition Rate 

(CRR) or Correct Identification Rate (CIR), False Rejection 

Rate (FRR) and False Identification Rate (FIR) are defined 

and computed. 

Jobin J. et. al. [5] have used total of 19 features 

such as length of fingers, width of fingers, area of palm etc. 

For feature extraction the number of reference points is 

located such as tip points of the finger, upper centre, lower 

centre, start point etc. and these are stored as a system 

database. Absolute distance method is used to recognize 

whether the claimer is claimed person or not. Experiments 

are performed on 50 test users and 48 users give the correct 

results so that this system gives the 96% of accuracy. 

Sampada A. Dhole and V. H. Patil [6] Propose that 

the hand geometry based biometric system can be used in 

low to medium security application. Images are acquired 

without using the pegs and total 28 features are extracted 

from the acquired hand image and matching is performed by 

using the Euclidean distance. For the experiment purpose 

the database consist of total 600 images which are taken 

from 100 persons 6 sample each. Experimental results gives 

the FAR=0.48 and FRR=1. 

Nongluk Covavisaruch et. al. [7] Focuses on hand 

geometry based biometric system without pegs for personal 

verification and identification. Peg based system is not used 

for capturing the images so that the user can place their hand 

freely. For the feature extraction land mark points are 

located which includes the tip point and valley point. 

Reference point is located. Euclidean distance is used for 

calculating the distance between each reference point and 

each contour point. Total 21 features are extracted such as 

finger baseline, length of finger, finger width and palm 

width. For experiments images from 96 users are acquired. 

For verification, S1 distance gives 3% CER and for 

identification, S1 distance gives 94% of accuracy and 6% of 

error. 

All the work reported are for using hand geometry 

based trait for recognition/identification. There are very few 

work reported which employ biometric trait for 

cryptographic system. The ensuing section describes the 

proposed methodology for using hand geometry biometric 

trait in cryptographic system. 

III. PROPOSED METHODOLOGY 

The proposed system extracts the geometrical features from 

hand image and represents the hand image as undirected 

completely connected graph and generates the 64 bit key 

which is used for encrypting and decrypting the message 

using the DES algorithm. The proposed system consist of 

following steps: 

 
Fig. 1: Block diagram of proposed system 

A. Image Acquisition: 

Generally the images are taken by using the digital camera, 

a light source, hand pad, a single mirror and sensors. The 

proposed system uses the images from GPDS 150 hand 

image database.  

The GPDS 150 hand image database contains the 

images of 150 different individuals. From each individual 10 

different acquisitions are taken and desk scanner is used for 

taking these images. So that the database contains the 1500 

images, which are taken from the users right hand. For 

image acquisition the user is requested to place their hand 

freely on the scanning surface and these images are stored in 

a jpg format. 

B. Image Pre-Processing:  

The next module is image pre-processing module. In this 

module the image is prepared for the feature extraction. In 

this the color image is converted into a black and white 

image and then unwanted part of the image is cropped. The 

further processing is performed on black and white image.  

C. Feature Extraction:  

Once the image pre-processing is performed there is feature 

extraction module. In this module we have located the total 

12 tip points and valley points and then represented the hand 

image as 12 node undirected completely connected graph by 

connecting these points to each other and then Euclidean 

distance is calculated between each tip point and each valley 

point. Finally we have calculated Eigen vector and Eigen 

values of adjacency matrix from the graph. 

D. Key Generation:  

In this module a 64 bit key is generated from Eigen values 

of adjacency matrix. The Eigen values of the adjacency 

matrix representing the hand image graph, numbering 12 are 

extracted. Further first 4 Eigen values are appended to the 

end, to generate 16 different values. The non-zero most 

significant decimal digit of each of these 16 numbers is 

extracted and represented using 4 bit binary number. These 

16 4 bits binary numbers are concatenated to form a 64 bit 

key for encryption and decryption of message using DES 

algorithm. 
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E. Message Encryption and Decryption: 

In this module a 64 bit message is encrypted using 64 bit 

key which is generated as described previously and DES 

encryption algorithm [10]. Further decryption is also carried 

out by using the same method to generate the key and DES 

decryption algorithm. 

IV. EXPERIMENTS AND RESULTS 

This section explains about experiments and results of the 

proposed system. For experimentation images from GPDS 

150 hand image database is used. This system is tested for 

15 users. Nearly 150 images of 15 persons have been 

checked in this proposed system. The following table shows 

the number of images tested for each person and percentage 

accuracy in generating the 64 bit repeatable key. 

 
Table 1: Details of repeatable key generation 

Among 150 images 136 images generates the 

required repeatable 64 bit key for encryption and decryption, 

which is nearly about 90.66% as shown in below pie chart. 

 
Fig. 2: Graph 1: Accuracy of repeatable key generation 

V. CONCLUSION 

The proposed system focuses on combining features of 

biometric trait with cryptography for providing more 

security. The proposed system focuses on generating a 64 

bit key from the extracted hand geometry based biometric 

features. The biometric features are generated from the hand 

image by first representing the hand image as an undirected 

complete connected graph and later extracting the spectral 

features from its adjacency matrix representation. These 

spectral features are employed to generate a 64 bit unique 

key (based on the biometric features of person). Further 

encryption and decryption of the message is performed by 

using the same key and the DES algorithm. The proposed 

system generates the required repeatable 64 bit key for 

encryption and decryption with an accuracy of 90.66%. This 

provides a more security for authentication and 

communication. There is need to further explore key 

generation approach from the features of the biometric trait 

to make the system much more robust. 
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