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Abstract— On cloud servers the distributed transactional 

Database systems are deployed, here certified credentials are 

used to justify the entities of cooperate to form authorization 

proofs. Credential Inconsistency results in unsafe 

transaction. To achieve the trusted and safe transaction in 

cloud load balancing plays major role, for this it uses some 

parameters called as workloads like performance, precision 

and accuracy. This project proposes the consistency 

credential and several levels of authorization policies which 

includes the conditions to make sure of trusted transaction. 

ACID property is used, since the c2onsistency is a part of 

ACID property, which is mainly provides the reasonable 

availability. Resources are protected via Policies. Policies 

are the one describes the set of conditions which gives the 

permission to the user about which resources to be used. 

This project proposes the 2PC-Two Phase Commit Protocols 

are the updated version of the basic Two Phase Commit 

Protocols to make sure of safe transaction. This project 

analyzes the approaches with analytical and simulation 

method and this results helps to take decision by the users to 

choose which one to use. 
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I. INTRODUCTION 

Cloud computing plays a major role for storing the large 

amount of data for organization or the individuals. Cloud 

provides the data storage and also provides the services like 

Platform-as-a-service(Paas), Software-as-a-service(Saas), 

Infrastructure-as-a-service(Iaas). Because of these services 

the organization and individuals. These are mainly focusing 

towards cloud . 

 There are n number of definitions can be found to 

cloud computing from different sources. Cloud computing 

has considered as the large storage & computation to the 

data centers which can be stored for next generation from 

the different organization. These data centers are hosted by 

service providers like Microsoft, Amazon, Yahoo, Google. 

Cloud computing is the use of resources like hardware and 

software computing resources that are provided as a service 

over a network [1]. On the internet these hardware and 

software resources are managed as third party services. 

Usually these services provides the ability to access the 

software applications and server computers i.e., for high-end 

networks. Cloud provides the mobility since it is internet 

based technologies, users are more interested in storing and 

accessing their personal data very easily [2].  

 Cloud computing is on the principle of a pay-for-

what-you-use model. So that IT investors can save their 

huge investments. It is very important to differentiate 

between the “cloud” term and cloud symbol from the 

internet. Cloud computing uses the cloud shaped symbol to 

describes the different types of network. Cloud services are 

now-a-days becoming more and more important in current 

life. Cloud computing is receiving a lots of attention from 

the different fields like academic, industrial, business and 

technological components. Few says that cloud computing is 

a business model when compared to other components [3]. 

 In systems that host sensitive resources, accesses 

are protected via authorization policies that describe the 

conditions under which users should be permitted access to 

resources [4]. These policies describe relationships between 

the system principals, as well as the certified credentials that 

users must provide to attest to their attributes. To provide 

scalability and elasticity, cloud services often make heavy 

use of replication to ensure consistent performance and 

availability. This makes it difficult to strictly maintain the 

ACID guarantees, as the ‟C‟ (consistency) part of ACID is 

sacrificed to provide reasonable availability [5].  

 Characteristics of the cloud computing are as 

follows: On demand self service, Resource pooling, Broad 

network access, Measured service, Rapid elasticity. Benefits 

of Cloud Computing: Achieve the economies of scale, 

Reduce spending on tech infrastructure, Globalize our 

workforce on very cheap, Streamline processes, improve 

flexibility, Reduce capital costs, Improve the accessibility, 

Monitor the projects, Minimize licensing new software. 

Advantages of Cloud Computing: Price, Uptime Security, 

Performance, Scalability, Control, Traffic [2][3]. 

 In addition to handling consistency issues amongst 

database replicas, we must also handle two types of security 

inconsistency conditions. First, the system may suffer from 

policy inconsistencies during policy updates due to the 

relaxed consistency model underlying most cloud services. 

For example, it is possible for several versions of the policy 

to be observed at multiple sites within a single transaction, 

leading to inconsistent (and likely unsafe) access decisions 

during the transaction. Second, it is possible for external 

factors to cause user credential inconsistencies over the 

lifetime of a transaction [4]. For instance, a user‟s login 

credentials could be invalidated or revoked after collection 

by the authorization server, but before the completion of the 

transaction. In this paper, we address this confluence of 

data, policy, and credential inconsistency problems that can 

emerge as transactional database systems are deployed to 

the cloud [6]. 

II. SYSTEM MODEL AND PROBLEM DEFINITION 

Now we are in the world of cloud computing era which 

plays major role in almost all application, especially in 

business application. Cloud computing mainly used to store, 

manage, and process the data instead of a local server or any 

personal computer. In this project we are trying to provide 

secured transaction by balancing the parameters like 

Performance, Precision and Accuracy. 
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A. System Model:  

Fig. 1 shows that the interaction among our system‟s 

component. We assumes that there is a set of servers „S‟ 

consisting in the infrastructure of the cloud, where each and 

every servers  are the responsible to host a subset D of all 

data items. These D belongs to the domain of a specific 

applications. In ACID transaction, encapsulated queries and 

updated requests are submitted to the system for the Users 

interaction. TM-Transaction Manager receives a transaction 

that has to coordinate its execution. Multiple TMs are 

invoked for load balancing of the system workload. But one 

transaction is handled by one TM [4]. 

 

Fig. 1: Interaction of System Components 

 To enhance the general applicability of the 

consistency models developed in this paper, the above 

formalism is intentionally opaque with respect to the policy 

and credential formats used to implement the system. For 

instance, this formalism could easily be used to model the 

use of policies [6]. 

B. Problem Statement: 

The information state of policies and credential are 

subjected to change over the different servers at any time 

instance once it started its execution. Thus it becomes very 

important to give different important definitions for the 

different levels of consistency that would be reached within 

the lifetime of the transaction. Trusted transaction can be 

strengthen from these consistency by environment of 

different definitions. In which rest of the system can be 

consistency relative to the policy versions. Definition are 

defined in the terms of authorization proofs that are 

throughout the lifetime of particular  transaction. 

III. IMPLEMENTING TRUSTED AND SAFE TRANSACTIONS 

A secured transaction is a transaction which satisfies the 

properties of correctness of both database and authorization 

proofs of trusted and safe transaction. Primarily in this paper 

describes the algorithm for the trusted transaction. Then 

using that algorithm it expands to show the safe transaction. 

Finally, the different algorithms are used to implementations 

to show the secured transactions.    

A. Two-Phase Validation Protocol (2PV): 

A very common characteristic of this paper proposed 

approaches to reach the trusted transactions which is 

required at the end of a transaction ( that is need of the 

validation for a policy consistency). In order to commit the 

trusted transaction its TM forces the view or global 

consistency over the participating servers of the transaction. 

For this purpose, we propose a new algorithm called 2PV: 

TWO-PHASE VALIDATION. 

 As the name implies, 2PV operates in two phases: 

collection and validation. During collection, the TM first 

sends a Prepare-to- Validate message to each participant 

server. In response to this message, each participant (1) 

evaluates the proofs for each query of the transaction using 

the latest policies it has available and (2) sends a reply back 

to the TM containing the truth value (TRUE/FALSE) of 

those proofs along with the version number and policy 

identifier for each policy used [4]. 

Algorithm 1: Two-Phase Validation - 2PV(TM) 

1) Send “Prepare-to-Validate” to all participants 

2) Wait for all replies (a True/False, and a set of 

policy versions for each unique policy) 

3) Identify the largest version for all unique policies 

4) If all participants utilize the largest version for each 

unique policy 

5) If any responded False 

6) ABORT 

7) Otherwise 

8) CONTINUE 

9) Otherwise, for all participants with old versions of 

policies 

10)  Send “Update” with the largest version number of 

each policy 

11) Goto 2 

1) Advantages:  

The 2PV protocol provides the trusted transaction. 

Disadvantages: The 2PV protocol does not provide safe 

transaction. Since it will never validates any integrity 

constraints. 

http://3.bp.blogspot.com/-qzW1B7SjlQI/U7ubnduNvVI/AAAAAAAAAz8/VDII-3ovy7E/s1600/balancing+performence.PNG
http://3.bp.blogspot.com/-qzW1B7SjlQI/U7ubnduNvVI/AAAAAAAAAz8/VDII-3ovy7E/s1600/balancing+performence.PNG
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B. Two-Phase Commit Atomic Protocol (2PC): 

A very common characteristics of this Protocol proposed 

approaches to reach the safe transactions by evaluating the 

integrity constraints. The 2PC having the similar structure as 

2PV. In order to commit the safe transaction its TM forces 

the consistency over all the participating server of the 

transaction [8]. 

 Advantages: The 2PC protocol provides the Safe 

transaction by validating the integrity constraints. 

Disadvantages: The 2PC does not provide trusted 

transaction [4]. 

C. Using 2PV and 2PC to form 2PVC: 

The 2PV enforces the Trusted transaction and The 2PC 

enforces the Safe transaction by validating the integrity 

constraint. By integrating these two protocols we propose a 

new protocol known as a TWO-PHASE VALIDATION 

COMMIT PROTOCOL (2PVC). 2PVC enforces the 

Secured transaction by ensuring the trusted and safe 

transaction. Data and policy consistency are used by the 

2PVC to make ensure the safe transaction [4]. 

 The 2PVC will evaluate the policies and 

authorizations within the first, voting phase. That is, when 

the TM sends out a Prepare-to-Commit message for a 

transaction, the participant server has three values to report: 

(1) the YES or NO reply for the satisfaction of integrity 

constraints as in 2PC, (2) the TRUE or FALSE reply for the 

satisfaction of the proofs 

of authorization as in 2PV, and (3) the version number of 

the policies used to build the proofs (vi; pi) as in 2PV. The 

process given in Algorithm 2 is for the TM under view 

consistency.  It is similar to that of 2PV with the exception 

of handling the YES or NO reply for integrity constraint 

validation and having a decision of COMMIT rather than 

CONTINUE. The TM enforces the same behavior as 2PV in 

identifying policies inconsistencies and sending the Update 

messages. The same changes to 2PV can be made here to 

provide global consistency by consulting the master policies 

server for the latest policy version (Step 5) [4]. 

Algorithm 2: Two-Phase Validation Commit - 2PVC (TM) 

1) Send “Prepare-to-Commit” to all participants 

2) Wait for all replies (Yes/No, True/False, and a set 

of policy versions for each unique policy) 

3) If any participant replied No for integrity check 

4) ABORT 

5) Identify the largest version for all unique policies 

6) If all participants utilize the largest version for each 

unique policy 

7) If any responded False 

8) ABORT 

9) Otherwise 

10) COMMIT 

11) Otherwise, for participants with old policies 

12) Send “Update” with the largest version number of 

each policy 

13) Wait for all replies 

14)  Goto 5 

IV. RELATED WORK 

A. Elastras: An Elastic Transactional Data Stored In The 

Cloud [2]: 

From the last few years, “Elastic computing” and “Cloud 

computing” has been emerged as a powerful and successful 

orientation for the scale computing in the internet. The 

elasticity of the resources is one of the major factor that is 

contributing to this success. Applications such as scalable 

designs and the infrastructure are provided instead of 

elasticity, web based applications are derived from the most 

underlying database, but it‟s not elastic and scalable. Hence 

there is a limited scalability. This paper proposes to solve 

the issues regarding scalability and elasticity using ElasTraS 

in a cloud computing environment from elastic nature to 

leverage of the underlying infrastructure to store the data, 

which provides the data access ability and scalable. This 

paper mainly aims to giving the system design which is 

under progress, with pointing out the major design choices, 

the system provides guarantees   for different analyzing, and 

very importantly research community identifies challenges 

with stains for computing in the cloud. 

B. Recovery And Performance Of Atomic Commit 

Processing In Distributed Database Systems [9]:  

Traditionally transaction is defined as to provide the ACID 

properties to perform any operation. The abbreviation of 

ACID properties are: Atomicity, Consistency, Integrity, and 

Durability. As the consistency is a part of ACID property is 

mainly provides reasonable availability. When the 

transaction execution starts, the final outcome should be 

agreed to commit or abort while atomic commit protocol 

required participates in all the vision in order to ensure the 

atomicity in distributed transactions. In normal processing 

after a failure, to reduce failure recovery cost of classical 2-

PC protocol, the different of commit protocols are proposed 

in such way that to increase the performance, accuracy and 

clarity of the 2-PC protocol. In this paper including recent 

ones, we prospected a numerous of 2-PC variants and 

benefits. This paper also analyzes the performance using 

both analytically as well as through simulation method of a 

representative set of commit protocols. 

C. Safety and Consistency in Policy Based Authorization 

Systems [10]: 

In trusted mediation and other distributed systems proving 

cooperates the network entities to form the justified proofs 

through the different collection of attributes of certified 

attributes.  By interacting with the number of external 

entities may be helps to get those attributes and they are 

collected and validate over a period of time. These systems 

are presently lack the notations of a global consistent state in 

which the satisfaction of policies of authorization must be 

checked out even though collected credentials are somehow 

similar in the partial system snapshots. This paper evaluates 

the security requirements of the policy, based upon the 

evaluation is predicated a lonely in the other areas of the 

computing. The distributed database, distributed shared 

memory, and distributed computing are useful in the 

schemes of preservation of complicated consistency that are 

participating entities. As it goes on there will be no safety 

guarantees for under certain situations, then this paper 
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proposes the many refined of consistency to provide safety 

guarantees in strongest way. 

D. Automated Trusted Negotiation Using Cryptographic 

Credential [11]: 

In ATN- Automated Trust Negotiation, there are two parties 

which are digitally signed exchange credentials that obtains 

the established trust for the attribute information and can 

make the decisions for access control. Since information 

may be very sensitive and credentials are protected via 

access control policies. In traditional ATN transmitted 

credentials are either it may be entirely, partially or nothing 

at all. Unnecessarily, this approach was fails at any time, 

because opponent must be authorized for all the attributes to 

get the those credentials safely. Fragments of an ATN 

process have been developed to address the cryptographic 

credential schemes and its associated protocols. This paper 

proposes the ATN framework which can be used as required 

like combined or integrated protocols. A policy language 

has been introduced to meet the opponent requirements to 

receive the amount of credential information and about the 

certified attributes. To be required as part and place of the 

policy this language helps in support for the use of an 

uncertified attributes, by allowing them to satisfaction and 

policy control. 

E. An Efficient System for Non-Transferable Anonymous 

Credentials With Optional Anonymity Revocation [12]: 

Users can obtain the credentials from the organizations and 

demonstrate these credentials are a credential system. Such 

system cannot be linked for the same user who takes the 

anonymous transaction. It is one of the best of providing 

privacy for the end users as it is relevant to significant 

practical of system of an anonymous credential. This paper 

proposes RSA and Diffie-Hellman assumption for the 

practical system of unknown credentials. This assumption 

modulo are safe and superior product over the existing ones: 

first it provides an practical solution without interference of 

organization issues. Next it avoids the misuses of anonymity 

by revocation for the practical transaction. And finally 

offering the independent cryptographic keys for all the 

organizations. This paper also provides a circular encryption 

which is new primitives based on the independent opinion. 

And the random oracle model can be realized from any 

secured cryptosystems. 

V. CONCLUSION 

The proposed system is intentioned to provide a powerful 

prediction solution to the end users of the cloud. This project 

is mainly aimed to secure the transactions on cloud through 

balancing the workload i.e., performance, accuracy, and 

precision. To overcome the consistency problems, we 

developed a number of lightweight proof enforcement and 

consistency models, continuous proofs, with the view or 

global consistency. The solution effectively enforces the 

strong protections with minimum runtime overheads. In 

addition to these, various models are used to balance the 

workloads and to overcome the consistency problems. 

 Now, it is a sector where we can try to enhance our 

present project and can work with this in the coming future. 

Here there are few limitations: that we can achieve the high 

performance at a high cost and on other side, high accuracy 

models needs higher code complexity. In future, we would 

like to wish that achieving the high performance at low cost 

and the high accuracy with simple coding which can be 

easily understandable. 
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