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Abstract— On-line Social Networks (OSNs) consists of  

Facebook, Google+ and Twitter area unit inherently 

designed to enable people to share personal and public  

information and build social connections with friends, co-

workers, colleagues, family and even with strangers. These 

area unit several unprecedented growths with in the 

application of OSNs all over the world. These OSNs  

provideing digital social interactions and knowledge 

sharing, however conjointly raise a variety of security and 

privacy issues. While OSNs allow users to restrict access to 

shared information, they currently do not provide any 

mechanism to enforce privacy concerns over data associated 

with multiple users.  This survey is used to design a 

mechanism using proven clustering techniques that assists 

users in grouping their friends for traditional group-based 

policy management approaches. The survey reviews the 

analysis of various algorithms for measuring agreement 

between clusters and user-defined relationship groups. The 

privacy management model that leverages user‘s memory 

and opinion of their friends (called example friends) to set 

policies for other similar friends area units analyzed. The 

approaches to qualify the protection of shared information 

related to multiple users in OSNs area unit mentioned.                             

Key words: Policy, Human Factors, Privacy, Access control, 

Social network                        

I. INTRODUCTION 

The Internet and on-line social networks are part of the fore 

most people lives. E-Marketer .com drawn that concerning 

100 and fifty million U.S. web users will interface with a 

minimum of 1 social networking web site per month in 

2011. The e Marketer .com web {site} in addition 

represented that ninety personal computer of web users 

having ages 18-24 and eighty two personal computer of web 

users having ages 25-34 will act with a minimum of 1 social 

networking site per month in 2011[4]. the massive amount 

of content integrated with the outstanding vary of users on-

line and it makes sustaining acceptable levels of privacy 

terribly difficult. This involves three new enhancements to 

privacy management models remarked as (1) motor-assisted 

Friend Grouping: associate progressive improvement to 

ancient cluster based mostly policy management[7]. (2) 

Same-As Policy Management: a replacement model 

improvement over ancient group-based policy management. 

(3) Example Friend Selection: associate progressive 

improvement to Same-As Policy Management. 

The human effects as well as user printed 

relationship cluster alignment, user privacy sentiment, 

efficiencies and user perceptions[8] and it establishes a user-

assisted friend grouping mechanism which will increase 

ancient group-based policy management approaches. power-

assisted Friend Grouping grasps proven clump techniques to 

help users in grouping their friends a lot of effectively and 

efficiently[9]. It establishes a replacement privacy 

management model that improved over ancient group-based 

policy management approaches and enhances Same-As 

Policy Management by establishing Example Friend choice. 

the 2 techniques for aiding users in choice of their example 

friends that area unit employed in developing policy 

templates[11]. each techniques reduced policy authoring 

times and absolutely perceived by users. The approaches to 

change the protection of shared information associated with 

multiple users in OSNs area unit terribly essential[12]. 

Same-As Policy Management permits users to be further 

selective and careful in assignment permissions[13]. Users 

area unit thinking of people, not teams and employing a 

visual policy editor that takes advantage of friend 

recognition and negligible task intrusions. Same-As Policy 

Management disclosed improved performance and user 

recognitions over ancient group-based policy management 

approaches[14]. 

The new generations will come back to accumulate 

internet and on-line social networks. These technologies will 

still be a big component of social network which may rely 

on  the communication, interaction and socialization[15,16]. 

Not solely there area unit tremendous quantity of users on-

line and there are an amazing quantity of user profile 

information content on-line[17].  On Facebook, there area 

unit over thirty billion items of content shared every month 

and new content is being side daily. a median Facebook user 

generates over ninety items of content monthly and this 

Brobdingnagian amount of content integrated with the 

various vary of users on-line and think about this nearly as 

good example[18,19]. This makes conservation of 

acceptable levels for privacy and it's terribly difficult. There 

area unit varied studies relating to privacy within the on-line 

world [20, 21] and range of choices is drawn from these 

studies and there area unit variable levels of privacy controls 

reckoning on the on-line site[22]. 

II. RELATED WORK  

Subitha.S , Deeba.K[2015][1] projected sematic web-based 

friend recommendation system for social networks and 

friends square measure counseled  to users supported their 

life designs rather than social graphs. on-line Social 

Networks (OSNs) like Facebook, Google, and Twitter 

square measure designed to alter individuals to share 

personal and public info and create social connections. 

OSNs give an easy access management mechanisms to 

manipulate and access the knowledge.. The OSN provides 

every user with a virtual area containing info regarding 

users. 

Vidya Alone, R. B. Talmale[2014][2] mentioned 

message based mostly filtering, On-line Social Networks 
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(OSNs) is one amongst the foremost well-liked interactive 

medium to share and communicate among the net user. 

however there's one elementary issue is to provide users the 

flexibility to regulate the messages announce on their own 

non-public house to avoid that unwanted content is 

displayed. Up to currently OSNs offer very little support to 

the current demand. Message filtering offer comprehensive 

review on varied techniques of versatile rule-based system, 

and a Machine Learning based mostly soft classifier. 

M.Vanetti, E. Binaghi, B. Carminati, M. Carullo 

and E. Ferrari[2010][3] mentioned   the system imposing 

content-based message filtering planned as a key service for 

on-line social networks (OSNs).a content-based filtering that 

specialize in the OSN domain, interest in access 

management and privacy protection is kind of recent. 

Privacy cares, current work is especially that specialize in 

privacy-preserving data processing techniques, that is, 

protective info associated with the network, i.e., 

relationships/nodes. while performing social network 

analysis. 

Bharath Sriram, David Fuhry, Engin Demir, Hakan 

Ferhatosmanoglu[2010][5] planned Information filtering to 

use a small set of domain-specific options.The planned 

approach effectively classifies the text to a predefined set of 

generic categories they are News, Events, Opinions, Deals, 

and Personal Messages. A text do not gave sufficient word 

occurrences, traditional classification ways like ―Bag-Of-

Words‖ have limitations. 

Katherine Strater and Heather Richter[2007][10] 

mentioned  the  on-line disclosures that raised in many 

issues for user privacy. Previous analysis in to these sites 

has indicated the importance of disclosures between users as 

well as an under-utilization of extensive privacy options. 

This study qualitatively examines college students‘ 

disclosure and privacy behaviors and attitudes on Face 

book.com. Results support current analysis into social 

networking and privacy and provide user-generated 

explanations for observed disclosure and privacy trends. 

Implications for future research into privacy privacy 

package area unit mentioned. 

Jennifer Golbeck [2006] [6] proposed to analysis 

the integrating trust, provenance, and annotations in 

Semantic Web systems. This described an algorithm for 

inferring trust relationships using provenance information 

and trust annotations in Semantic Web-based social 

networks. 

B. Carminati, Elena ferrari, R. Heatherly and M. 

Kantarcioglu[2011] [25] declared that the existence of on-

line social networks that include person specific information 

creates interesting opportunities for various applications 

ranging from marketing to community organization. The 

security and privacy concerns need to be addressed for 

creating such applications and improving social network 

access control systems appears as the first step toward 

addressing the existing security and privacy concerns related 

to online social networks. To address some of the current 

limitations, they have created an experimental social 

network using synthetic data which they then used to test the 

efficacy of the semantic reasoning based approaches that 

they have previously suggested. 

III. EXISTING SYSTEM 

The existing system introduces 3 new enhancements to 

privacy management models: 

1) Assisted Friend Grouping—an incremental 

improvement to traditional group-based policy 

management. 

2) Same-As Policy Management—a new paradigm 

improvement over traditional group-based policy 

management. 

3) Example Friend Selection—an incremental 

improvement to Same-As Policy Management.[25][26] 

If one person (A) specifies a policy to hide her friend 

list from the public and (B) one of the friends in that list 

specifies a weaker policy that permits his friend list 

visible to anyone, then relationship between A and B 

could be learned.  Automatic configuration of privacy 

preferences is not included. Conflict resolution between 

privileges is not effective. For example, A uploads one 

photo which can be shared between friends list (F) and 

not visible to friends of friends, then B (one of the 

friends in F) can share it to friends list in F but not to all 

others. 

IV. PROPOSED SYSTEM 

The proposed system takes care of conflict resolution in 

privilege settings. Moreover, weaker policy settings of a 

person will not violate the policy settings of his/her 

friends.[23][24] Privacy settings adjustments are shown 

such that violaters if included in the friends list, they are 

shown and suggested that they cannot allow to disseminate 

the photo contents to others. Privacy settings like Owner 

overrides are implemented. 

A. Advantages of the Proposed System 

- Weaker policy on one of the friends won't violate 

his/her friends‘ policy. 

- Automatic configuration of privacy preferences is 

enclosed. 

- Conflict resolution between privileges is effective. 

- Uploading duplicate content is description is avoided. 

- More number of privacy settings is recommended 

B. Objectives of Proposed System 

- To create a social networking web application with  a 

lot of security. 

- To prevent weaker policy on one of the friends which 

violate his/her friends‘ policy. 

- To eliminate unwanted messages. 

- To include automatic configuration of privacy 

preferences. 

- To make conflict resolution between privileges more 

effective. 

- To avoid uploading duplicate content is description. 

- To counsel a  lot of range  privacy settings.  

- To create a data structure that replicate the social 

networking domain with ‗n‘ users‘ and ‗m‘ relationship 

sorts 

V. CONCLUSION 

The survey is employed to search out the methodology for 

filtering message from OSN walls. Totally different 
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strategies of web filtering on OSN (On-line Social Network) 

are analyzed with different authors. The comparative 

analysis presents the results to the user that obtained from 

the classification procedure prompt and to enhance the 

standard of classification own to have a high discriminative 

power. The analysis involves the learning phase, since the 

underlying domain is dynamically changing and the 

collection of pre-classified data may not be representative in 

the longer term and the measurable agreement between 

clusters and user-defined relationship groups are analyzed. 

The present batch learning strategy supported the 

preliminary assortment of the entire set of labeled 

information from experts allowed an accurate experimental 

evaluation but needs to be evolved to incorporate new 

operational requirements. Among the analyzed mechanisms 

the proven clustering technique can be improved for 

efficient protected grouping on OSN. This method assists 

users in grouping their friends for traditional group-based 

policy management approaches.    
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