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Abstract— A single form of biometric information cannot 

fulfil user’s expectations and may suffer from intra and inter 

class variations, noisy sensor data and continuous spoof 

attacks. To overcome these problems, multimodal biometric 

system is used. There are different biometric technologies 

like face, fingerprint, speech, signature, palm-print, iris, ear, 

DNA, gait etc. To fuse these technologies, there are 

different fusion levels. This paper presents different 

biometric technologies and different fusion levels to fuse the 

modalities.                         
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I. INTRODUCTION 

Biometrics is the science and technology of measuring and 

analyzing biological data of human body, now extracting a 

feature set from the acquired data, and comparing acquired 

set against to the stored set in the database. Experimental 

studies show that Unimodal biometric systems had many 

disadvantages regarding accuracy and performance. 

Multimodal biometric systems perform better than unimodal 

biometric systems and are popular even more complex also 

[5].  

Biometric systems make use of the physiological 

and/or behavioral traits for recognition purposes. These 

traits include fingerprints, face, voice, iris, hand-geometry, 

retina, gait, and palm-print, signature, ear, etc that can be 

used as biometric characteristic to make person 

identification as long as it satisfies following requirements 

[1][2]: 

1) Universality, which means that each person should have 

the characteristic; 

2) Uniqueness, which indicates that no two persons should 

be the same in terms of the characteristic; 

3) Permanence, which means that the characteristic should 

not be changeable; and 

4) Collectability, which means that the characteristic can 

be measured quantitatively. 

 
Fig. 1: Examples of some biometric traits 

However, each biometric technology has its 

strengths and limitations and no single biometric is expected 

to effectively satisfy the requirements of all verification or 

identification applications. A single biometric sometimes 

fails to be accurate enough for the identification of a large 

user population. Another disadvantage of using only one 

biometric is that the physical characteristics of a person for 

the selected biometric might not be always readable or 

available. So, multimodal biometric system is used. 

Multimodal biometric system can offer substantial 

improvement in the matching accuracy of a biometric 

system depending upon the information being combined. 

II. BIOMETRIC TECHNOLOGIES 

A. Face 

Face authentication is a critical phase of many biometric 

applications. First, the face area in the captured image, 

regardless to its size, orientation, color, the shape of the 

face, and the lightening conditions of the image, should be 

extracted [6][7]. The face extraction algorithm should work 

for different types of human poses and conditions such as 

hair, beard and mustaches. 

B. Fingerprint 

Fingerprint scan is the most widely used biometric 

technology. Fingerprint (optical, silicon, ultrasound, touch 

less) uniqueness can be defined by analyzing the trivia of a 

human being. Trivia include distance stuck between ridges, 

sweat pores, bifurcation. It is probable that the likelihood of 

two individuals having the same fingerprint is less than one 

in billion. There are several sub-methods in fingerprinting, 

with changeable degrees of correctness and accuracy. 

Various can even detect when a live finger is present. 

Fingerprinting method has been developed over the years 

[6]. 

C. Speech  

Speech is a natural signal to produce that is not considered 

threatening by users to provide. Speech can be obtained 

from almost anywhere using the familiar telephone network 

with no special user equipment or training. Speech signal 

conveys many levels of information to the listener. Speech 

recognition aims at recognizing the word spoken in speech. 

Speaker recognition encompasses two more fundamental 

tasks: speaker identification and speaker verification [2][3].  

D. Signature 

Signature verification is an important research area in the 

field of authentication of a person as well as documents in e-

Commerce and banking. Signature is a behavioural 

biometric, the features of signature are variant with respect 

to time. The signature recognition systems find applications 

in legal, government and commercial areas [2] [7]. Online 

signature verification uses information collected 

dynamically at the time of signature acquisition like timing, 
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pressure intensity, acceleration, velocity but offline 

signature verification uses only scanned image of signature 

[5]. 

E. Ear  

Ear recognition system is recent advancement in biometric 

recognition. The structural features of ear are distinct in 

each individual. Ear  image  is smaller  in size  to work  

faster and  can  be  captured  using  ordinary  camera  from  

certain distance. The human ear remains neutral and the 

recognition rate is not affected by aging.  The medical 

literature provides information that ear growth is 

proportional after four months of birth and changes are not 

noticeable in age 8 to 70 [9].  

F. Iris  

Iris is widely accepted for recognition because of its unique 

and random pattern. Iris is inner part of eye, it cannot 

directly captured using sensor. Iris is region between sclera 

and pupil, which is unique in textural information and it is 

protected from external environments. Also iris pattern 

remains stable. Even the right and left iris of a person are 

not similar [4][9]. 

G. Palm Veins  

Palm vein recognition has high level of authentication 

accuracy due to uniqueness and complexity of vein patterns 

of palm. Because the palm vein patterns are internal to body, 

this is difficult method to forge. This system uses infrared 

beam to penetrate the users hand as it held over sensor, the 

veins within the palm of the user are returned as black lines. 

In addition, the system is contactless and hygienic for use in 

public areas [5]. 

III. FUSION LEVELS 

There are different fusion levels in biometric system to fuse 

different biometric technologies. Multimodal biometric 

system employs various rules for fusing biometric traits. 

Fusion of biometric modalities takes place at various stages 

in the biometric recognition system [6]. The fusion of 

different modalities is generally performed at two levels: 

feature level or early fusion and decision level or late fusion 

[4][8]. The levels of fusion are: 

 
Fig. 1: Levels of fusion 

A. Sensor Level 

In this strategy raw data can be collected from the multiple 

sources which can be used for further processing. This 

fusion level can be performed on the biometric traits sample 

which is obtained from multiple sensors or multiple 

identities of the same biometric trait obtained using a single 

identity.  

B. Feature Level 

In the feature level or early fusion approach, the features 

extracted from input data are first combined and then sent as 

input to a single analysis unit (AU) that performs the 

analysis task.  The data obtained from each sensor is used to 

compute a feature vector. As the features extracted from one 

biometric trait are independent of those extracted from the 

other, then concatenate the two vectors into a single new 

vector. In the feature level fusion approach, the number of 

features extracted from different modalities may be 

numerous, which may be Visual features, Text features, 

Audio features, Motion features, Metadata. 

C. Match Score Level  

Match score is a measure of the similarity between the input 

biometric and template biometric feature vectors. This type 

of fusion creates the feature vectors independently for each 

modality and then each individual set is compared to the 

templates which are stored separately for each biometric 

trait during enrolment module. Based on the similarity of 

feature vector and the template, each subsystem calculates 

its own score value. These individual scores are finally 

combined to obtain a total score, then it is passed to the 

decision module, after that recognition is performed. 

D. Rank Level Fusion  

Rank level fusion consolidates multiple ranking lists 

obtained from several biometric matchers to form a final 

ranking list which would aid in establishing the final 

decision. Sometimes, only the final ranked outputs from a 

biometric system are available. Furthermore, in some 

biometric systems, the matching scores from the matchers 

are not suitable for fusion. Thus rank level fusion is a 

feasible solution in such system. This type of fusion is 

relevant in identification systems where each classifier 

associates a rank with every enrolled identity. 

E. Decision Level 

In the decision level or late fusion approach, the analysis 

units provide the local decisions that are obtained based on 

individual features. The local decisions are then combined 

using a decision fusion (DF) unit to make a fused decision 

vector that is analyzed further to obtain a final decision 

about the task or the hypothesis. Here, a decision is the 

output of an analysis unit at the semantic level. 

IV. CONCLUSION 

In this paper different biometric technologies are presented. 

These technologies play very important role in person’s 

identification. Various fusion levels are possible in 

multimodal system to fuse the different biometric 

technologies. The performance of system can be improved if 

an appropriate fusion strategy is used especially for the 

system which executed in uncontrolled environment. The 

intention of this study is to fuse multi-modal biometric data 

at the feature level because it is better due to better task 

accomplishment. 
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