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Abstract— A WSN (wireless sensor network) is included of 

a huge amount of sensors that collaboratively monitor 

numerous atmospheres. The sensors all together provide 

global views of the environments that offer more 

information than those local views provided by 

independently operating sensors. There are numerous 

potential applications of WSNs in various areas such as 

residence, industry, military and many others. As wireless 

sensor networks keep on to attract more attention, fresh 

concepts for applications are keep on being established, 

numerous of which include consistent attention of a known 

surveillance area. These networks are achievement 

significance in numerous applications like detecting 

pressure, temperature etc. but these structures are 

constrained through limited memory, energy recourses and 

computational. WSNs (Wireless sensor networks) involve 

numerous small wireless sensor nodes which are 

accomplished of the sensing data and sending it to the base 

stations. Wireless sensor networks face resource constraints 

containing limits on the memory capacity, communication, 

power and computational power. Also, since they are 

frequently organized in the hostile atmospheres and left 

unattended, they are vulnerable to numerous attacks such as 

sinkhole attacks. Sinkhole attacks happen when a 

compromised node attracts network traffic by the 

advertising fake routing updates. This paper first defines the 

tasks in the detecting sinkhole attacks in Wireless sensor 

networks. This is followed by studying approaches to the 

detect and neutralize sinkholes. This paper study on sink 

hole attack for wireless sensor networks (WSNs). And also 

attentions the numerous attacks related with wireless sensor 

network. 
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I. INTRODUCTION 

Wireless sensor network is a self-configuring network of 

small sensor nodes which communicates with each other 

using radio signals. WSN joins together sensing, 

computation and communication in a single device called as 

sensor nodes. Wireless sensor nodes are also called as 

motes. In WSN, sensor nodes are used to send packets to a 

base station with the help of multi-hop transmission. Sensor 

nodes are classified into clusters and each of these clusters 

has a cluster head, it’s shown in Fig1. Through cluster 

heads, Sensor nodes communicate data to the base station by 

combining data from its members [1]. Wireless Sensor 

Networks are used in the wildlife and ocean monitoring, 

monitoring the performance and manufacturing machinery, 

earthquake and building safety monitoring, vehicular 

movement etc. Due to resource constraints of energy and 

memory, the conventional safety measures are not suitable 

to these wireless sensor networks. An adversary can 

compromise a sensor node, it alters the integrity of the data, 

eavesdrop on messages, inject fake messages, and waste 

network resources. Unlike wired networks, wireless nodes 

broadcast their messages to the medium. In wired network, 

there will not be any security problem but not so with 

Wireless network. Attacks against wireless sensor networks 

could be broadly considered from two different levels of 

views. 

1) The attack against security mechanisms. 

2) The attack against routing mechanisms. 

 

 

Fig. 1: Wireless Sensor Network 

A. Attack Models 

Several security attacks exist in Wireless Sensor Networks 

and they are, 

1) Dos attack 

2) Sink hole attack 

3) Black hole attack 

4) Wormhole attack 

5) Selective forwarding attacks. 

6) Sybil attacks 

7) Sybil attacks 

8) Node replication attacks 

9) Hello flood attack 

II. SECURITY GOALS 

When dealing with the wireless sensor network security, 

main attention on the issue of achieving various of the 

following security contributes: 

A. Confidentiality:  

Confidentiality denotes to in transit to be kept secret from 

eavesdroppers. Here symmetric key ciphers preferred for the 

low power consumption. 

B. Integrity:  

Integrity measures that received document are not changed 

in the transit by an adversary. 

C. Authentication:  

Authentication allows a node to confirm the identity of the 

peer with which it is communicating. 
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1) Availability:  

The facility should be accessible all the time. 

D. Data Freshness: 

 It proposes that the data is recent, and it ensures that no old 

messages have been replayed. 

E. Non-Repudiation:  

It denotes that a node cannot deny transfer a data it has 

previously sent. 

F. Authorization:  

It ensures that only authorized nodes can be accessed to the 

network resources or services. 

 These objectives are not ensured by classical 

cryptographic methods. Some novel cryptographic measures 

are needed for the sensor network. [2] 

III. ATTACKS IN WIRELESS SENSOR NETWORK 

The Sensor networks are self-organizing networks which, 

once deployed, are expected to run autonomously and 

without human attendance. Major attacks on sensor 

networks are as follow: 

A. Jamming: 

Jamming interferes with the sensor nodes radio frequencies. 

Only a few jamming nodes can put a considerable amount of 

the nodes out of order. If adversary can block the whole 

network then that constitutes complete the DoS. 

B. Tampering: 

An attacker of tampering may harm a sensor node, 

interchange the whole node or portion of its hardware or 

even electronically interrogate the nodes to gain access to 

the sensitive knowledge, such as cryptographic keys shared 

and how to access higher communication layers. 

C. Spoofed, Altered Or Replayed Routing Information: 

This is the most direct attack. By spoofing, altering or 

replaying routing knowledge the attacker can complicate the 

network and also produce routing loops, repelling traffic or 

attracting, producing false error information, shortening or 

extending source routes or partitioning the network. 

D. Selective Forwarding: 

In such an attack the adversary includes itself in the data 

flow path of interest. Then the attacker may select not to 

forward certain packets and drop them affecting a sort of the 

black hole. 

E. The Sybil Attack: 

A malicious node present various identities to the network is 

known as Sybil attack. This attack is especially confusing to 

geographic routing protocols as the adversary appears to be 

in multiple locations at once. 

F. Wormholes: 

In these attacks the adversary tunnels received data in one 

part of the network over low latency link, to another part of 

the network where the messages are then replayed. 

Wormholes often convince distant nodes that they are 

neighbors, leading to the rapid exhaustion of their energy 

resources. An attacker close to the base station can 

completely disrupt routing by creating well positioned 

wormholes that convince nodes multiple hops from the base 

station that they are only a couple of hops away through the 

wormhole. 

G. Hello Flood Attacks: 

In various routing protocols, nodes broadcast information of 

the hello to declare their occurrence to their neighbors. A 

node getting such information can assume that the node that 

sent the information is within its range. An attacker with a 

huge powered antenna can convince each node in the 

network that it is their neighbor. [2] 

H. Sinkhole Attack: 

 

Fig. 2: Example of Sinkhole Attack 

 In a sinkhole attack, the adversary’s aim is to attack 

one specific area through the malicious node. A node which 

lies in routing path and also focus of the node such as sink 

node or base station are also affected by malicious nodes. 

The paths that packets follow have numerous chances to 

simplify with application data. An adversary could replay or 

spoof an advertisement for a very huge quality route to the 

base station. This allows other attacks such as warm whole 

attack and selective forward attack. The inspiration of the 

sinkhole attack is to create selective forward the trivial and 

it is shown in It should be noted that wireless sensor 

networks are vulnerable to sinkhole attack because of its 

pattern of communication. Since total the nodes share the 

similar base station, a compromised node needs only to 

proposal a single excellent route to the base station in order 

to the influence a potentially huge amount of nodes. 

IV. DETECTION TECHNIQUES OF SINK HOLE ATTACK 

This section discusses about the various countermeasures of 

sinkhole attack. 

A. Network Flow Information & Multiple Malicious 

Approach: 

The network flow information and multiple malicious 

approach presented in [3] includes the base station in the 

detection process, for the protocol results are high 

communication cost. Request date containing the identity of 

the affected nodes and base station floods the network. The 

affected nodes reply a message containing their IDs to the 

base station, and ID of the next hop and the related cost. For 

identifying the sinkhole the received information is used 

from the base station to create a flow graph of sensor 

network. This proposed work is also strong that attempt to 

hide the real intruder and to deal with cooperative malicious 
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nodes. The countermeasure of algorithm has been tested 

through both numerical analysis and simulations. Now the 

results show effectiveness and accuracy of the approach. In 

this algorithm also suggest that its computation overheads 

are practically less for WSNs. 

B. Hop Count Monitoring Approach: 

A hop count monitoring scheme is based on novel intrusion 

detection system that detects the occurrence of a sinkhole is 

viewed in [4]. The hop-count value is easily obtained from 

data routing tables, the Anomaly Detection System (ADS) is 

simple to implement with a small footstep. Also, it is valid 

to any routing protocol that measure distance between 

source and destination nodes for a hop-count parameter that 

dynamically maintains. The hop count monitoring scheme 

can sense attacks with 96% correct and in a simulated 

network no error false using a single detection system. 

C. Received Signal Strength Indicator Based Scheme: 

A new approach Received Signal Strength Indicator (RSSI) 

is robust and right solution for detecting the sinkhole attack 

is proposed in [5]. The proposed solution correlates some 

Extra Monitor (EM) nodes separately from the ordinary 

nodes. At origin position (0, 0) Base Station (BS) is located 

at there and values of RSSI get from position of all sensor 

nodes that determine four EM nodes. In order to sense 

Sinkhole attack this information is used for the BS. The 

simulations results of proposed mechanism are lightweight 

due to the EM nodes were not associate with any ordinary 

nodes or BS. There is no communication overhead. 

D. Monitoring node’s and Analysis consistency of CPU 

usage: 

A monitoring node’s and analysis consistency of CPU usage 

based on novel algorithm for detecting sinkhole attacks for 

wide area sensor networks is presented in [6]. A change-

point detection problem is formulated that problem. In this 

scheme consistency of the CPU usage being analyzed and 

monitor CPU usage of every node. The base station 

calculates the discrepancy of CPU usage of every node and 

at the fix time interval that monitoring the CPU usage of 

each node, than this difference is compared with a threshold, 

the base station now identify that whether a node is 

malicious or not. So this proposed algorithm is capable to 

find difference between the legitimate and the malicious 

nodes. 

E. Mobile Agent Based Scheme: 

The mobile agent based approach is the scheme to detect 

sinkhole attacks is proposed in [7]. Mobile agent is a self 

containing program unit which is self controlling. To 

transmitting data and doing computation the mobile agent 

navigate from node to node. A routing algorithm that has 

multiple constraints is proposed in mobile agents based 

approach. To create each node aware of the entire sensor 

network the mobile agents is to gather information of all 

mobile sensor nodes so that a compromised node which 

leads to sinkhole attack or right node does not listen in the 

corrupt information from malicious. This approach does not 

require extra energy than normal routing protocols. 

F. Light weight detection scheme and new Message Digest 

Algorithm: 

The light weight detection scheme and new message digest 

algorithm for detection of sinkhole attack in wireless sensor 

is proposed in [8]. To detect the exact sink hole we use one-

way hash chains in proposed algorithm. That is the main 

goal of this algorithm. In this method destination or base 

station detects the attack only when the process obtains 

difference between trustable node to the destination and the 

process obtained from the correct path. By using the 

trustable path it also ensure the data confidentiality and 

integrity of the data transferred. The algorithm is deal with 

cooperative malicious nodes that try to hide the real 

attacker. The functionality is tested in MAT lab. 

G. Estimate the Attacked Area & Identify By Intruder: 

The approach of estimate the attacked area and identify by 

intruder presented in [9] show how to detect a sinkhole 

attack in wireless sensor network, and how identify the 

intruder in area. This proposed algorithm first focus on 

single malicious node and then enhances it to find multiple 

malicious nodes in next section. So, the algorithm first 

checking the data consistency to finds a record of malicious 

nodes, then analyzing the network flow information that 

successfully identifies the intruder in the list. The algorithm 

is also contract with multiple malicious nodes that together 

hide the real attacker. The countermeasure of algorithm has 

been tested both numerical measurement and simulations 

result. So the results show effectiveness and accuracy of the 

approach. 

V. LITERATURE SURVEY 

Ahmed E. El-Dina (2014) et al present that Because of the 

sink node crucial location, its position privacy is becoming 

one of the main problems in WSNs (wireless sensor 

networks) which requires final security. Particularly, the 

wireless sensor networks effectiveness is endanger as the 

wireless transmission nodes are susceptive to detection and 

illicit tracing. While privacy of the data can be guaranteed 

through encryption content, this paper formalizes a new 

efficient privacy preserving system to the secure sink node 

location. The goal is to preserve the position privacy of sink 

node from being tracked by the traffic flow passive study. F-

CSH is based on concealing of the main sink location 

applying fake sink holes been chosen by function of fuzzy 

score. In addition, comprehensive simulations showed that 

the suggested scheme meaningfully promotions both 

conservation energy and delivery time cost compared with 

existing approaches. 

 Arpit U. Chaudhari (2014) et al present Today’s 

wireless sensor network (WSN) is not safe to route the 

information without knowing the information about the 

attacks occurred on data while routing in a network. There 

are various protocols which are used to route the data in 

WSN, like proactive and reactive protocols, but hybrid 

protocols combines the characteristics of both protocols. 

Sinkhole attacker attracts the data towards itself whenever 

data traveled through attacker node, the effects comes at 

data which is compromised because of such type of attack. 

The hypothesis used by sinkhole attack is that broadcast the 

false information about routes to its nearby neighbors i.e. 

shortest path, but in reality it is not existing. It degrades the 
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performance of a network so that its objective is to takes 

place very easily. To detect sinkhole attacks on Zone 

Routing Protocol (ZRP), sinkhole indicator methodology is 

used. In this paper, Network Simulator -2 is used to simulate 

the result for sinkhole attack on ZRP network. 

 Khushboo Tunwal (2014) et al present that WSN 

made by small independent sensor nodes having low power 

low cost. The atmosphere of Wireless Sensor network 

creates them very attractive to attackers. Security is 

therefore essential in Wireless Sensor network. Wireless 

Sensor network have limited energy resources, including 

low computation capability, many constraints, memory and 

small vulnerability to physical capture. These constraints are 

challenge for WSNs. There are many feasible attacks on 

wireless sensor network such as sinkhole, wormhole, sybil, 

jamming, and hello flood attacks. In this paper she is 

focusing on the routing attack identified as sinkhole attack 

as the biggest threat in wireless sensor network which is 

measured that spoils the overall communication and a data 

failure between a pair of nodes. Finally this attack attempts 

to disrupt the sensor networks completely. In this paper she 

have presented some detection techniques against the 

sinkhole attack. 

  Manisha(2013 ) et al present that  Wireless Sensor 

Network platforms are less expensive and more powerful 

having tiny electronic devices called Motes (sensor nodes). 

Wireless sensor networks enhance its popularity in military 

and health centric research areas; now it is also popular in 

industrial area. This paper describes the security 

requirements as WSNs are easily prone to more attacks than 

wired networks. This paper studies the security attacks in 

WSNs that are popular now days. This paper also elaborate 

the most popular attack i.e. wormhole attack and their 

countermeasures in the network layer. 

 Kripasinh Gohil (2014) et al present A WSN 

(Wireless Sensor network) consists of huge amount of low 

power sensor nodes which are distributed in the wireless 

environment. Due to the wireless nature and infrastructure 

less environment of WSN, they are more vulnerable to many 

types of security attacks. One of the most popular and 

serious attacks in wireless sensor networks is sinkhole 

attack. In Sinkhole attack, a compromised node advertises 

attractive and unfaithful routing information. It tries to get 

all traffic or high percentage of traffic from it. Sinkhole 

node can then launch more attacks, like selective 

forwarding, modifying or even dropping the packets coming 

through it. Several techniques are given in the literature. 

Most of these techniques use encryption-decryption 

mechanism which makes high overload to network. The 

proposed technique is to detect the sinkhole attack using 

multiple base stations and a mobile agent based technology. 

Multiple base stations ensure high packet delivery rate. 

Mobile agent is a software program which is selfcontrolling 

and it moves from node to node and checks the presence of 

sinkhole nodes in the network. 

 J. Anne Shirley (2014) et al present that Wireless 

Sensor Network (WSN) consists of distributed an 

autonomous devices that monitors both the environmental 

conditions and physical. Sensor Networks are used for the 

weather measuring temperature and prediction, pressure, 

sound, wave, vibration etc. Sensor Networks suffer from 

numerous security attacks like (i) selective forwarding 

attack, (ii) sink hole attack, (iii) black hole attack and (iv) 

wormhole attacks. Selective forwarding attack happens in 

compromised nodes by the dropping packets selectively. 

This paper surveys various techniques for detecting selective 

forwarding attacks in WSNs. 

VI. CONCLUSION 

While preventing sinkhole attacks in the Wireless Sensor 

Network is challenging there are a quantity of promising 

methods. Which method to use depends on the specifics of 

the Wireless Sensor Network in question. For example, a 

Wireless Sensor Network where the sensor nodes are 

problematic to subvert and have sufficient power may be 

well served by a method of cryptographic although initial 

authentication and key distribution remains an important 

issue. In this paper, a survey is given on existing and 

potential attacks in wireless sensor networks. Wireless 

Sensor networks (WSN) are more vulnerable to attacks. 

Among all major attacks on sensor networks, sinkhole attack 

is the most destructive routing attacks for these networks. In 

this paper, we have surveyed various countermeasure 

techniques for sinkhole attack. 
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