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Abstract— In our earth 75% covered by water that could be 

river and ocean also. The underwater sensor network is 

enabling technology and become more and more popular for 

monitoring the oceans vast area. Underwater sensor 

Networks consist of a variable numerous sensors that are 

deployed to perform monitoring tasks over a given area. 

UWSNs are meaningfully various from terrestrial sensor 

networks because of specific characteristics of the high error 

probability, low bandwidth, high latency, limited energy and 

node float mobility. These features bring various challenges 

to the network protocol design of the Underwater Wireless 

Sensor Networks. Numerous routing protocols have been 

developed in the current years for these networks. The 

UWSNs provide continuous monitoring for various 

applications like ocean sampling network, pollution 

monitoring, submarine detection, disaster prevention, etc. In 

this paper, we discuss the internal architecture of underwater 

sensor; we discussed the literature of underwater sensor 

network. Underwater sensor nodes will discover 

applications in the oceanographic tactical surveillance, 

information collection, monitoring pollution, disaster 

prevention, offshore exploration and assisted navigation 

applications. 
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I. INTRODUCTION 

As we all discerns that computer science had magnificently 

deployed the sensor network on earth and in the human 

body but still the underwater is unscathed area. In recent 

years, the study of underwater sensor network entices the 

researcher towards itself. Underwater wireless Sensor 

Network (UWSN), is an emergent communication 

framework which has a wide range of potential application 

such as scientific ocean sampling, oceanographic data 

collection. UWSN can gently improve by employ a 

cooperative diversity. An underwater sensor network aspect 

energy challenge indemnifying continual performance and 

the key trench on energy is communication [1]. As the 

lifespan of any single sensor in the UWSN is limited; the 

numeral of sensor nodes that stop functioning due to the 

power loss increases with an extended disposition time, 

therefore the coverage zone of WSN will shrivel.  

 
Fig. 1: Internal architecture of underwater sensor 

It is obvious that the problem of limited battery 

assets is principally important and it is an encounter for 

researchers to obtain long functional time without 

surrendering system recital. Therefore new, energy efficient 

technique must be developed for all of the UWSN nodes 

functioning [2]. Now in this paper I will articulate that 

meticulous deployment of sensor in cooperative diversity 

which can diminish the energy constrained in the UWSN. 

The classical method for ocean column or ocean-

bottom monitoring is to the deploy underwater sensors that 

record information at the time of the monitoring operation, 

and then recover the tools. This method has the following 

drawbacks.  

 Real time monitoring is not possible. This is the 

serious particularly in the surveillance or in the 

atmosphere monitoring applications such as a 

seismic monitoring. The recorded information 

cannot be accessed until instruments are recovered, 

which may be done numerous months after the 

beginning of the monitoring operation.  

 No interaction is probable between the monitoring 

instruments and the onshore control systems. This 

does not impede any adaptive tuning of 

instruments, nor is it possible to the reconfigure 

system after specific events happen.  

 If misconfigurations or failures happen, it may not 

be possible to detect them before recovering 

instruments. This can simply lead to the whole 

failure of a monitoring operation.  

 The information quantity that can be recorded at 

the time of the monitoring operation through each 

sensor is limited through the capacity of on board 

storage devices (hard disks, memories, etc.).  

Therefore, there is a requirement to deploy 

underwater networks that will allow actual time monitoring 

of selected interaction with onshore human operators, ocean 

areas and remote configuration. This can be achieved 

through connecting underwater instruments through means 

of the wireless links based on acoustic communication. 

Numerous researchers presently engaged in the developing 

networking solutions for terrestrial wireless sensor and ad 

hoc networks. Although there exist various currently 

developed network protocols for WSN, the underwater 

acoustic communication channel characteristics, such as 

variable delays and limited bandwidth capacity, require for 

most reliable and effective novel information 

communication protocols. Main issue in the underwater 

acoustic network design:  

 Limited Battery power and typically batteries 

cannot be recharged, also because cannot be 

exploited solar energy.  

 The available bandwidth is severely limited.  
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 Channel characteristics, including variable and 

long propagation delays, fading and multi-path 

problems.  

 High bit error rates.  

 Underwater sensors are prone to the failures 

because of corrosion, fouling, etc.  

Various issues arise with such architecture, that 

basic need to be solved in order to the enable 3D 

monitoring, including: 

 Sensing coverage: Sensors should be 

collaboratively collected their depth in order to 

attain 3D coverage of the ocean column, according 

to the their ranges of sensing. Hence, it must be 

probable to achieve sampling of the desired 

phenomenon at totally depths.  

 Communication coverage: Since in the 3D 

underwater networks, there may no notion of the 

uw-sink, sensors should be able to the relay surface 

station knowledge via multi-hop way. Thus, 

network devices should coordinate their depths in 

such a way that the network topology is always 

associated, i.e., at least one path from each sensor 

to the surface station always exists.  

A. Differences with the terrestrial sensor networks  

the basic alterations between underwater sensor networks 

and terrestrial are as follows: • Cost. While the terrestrial 

sensor nodes are expected to become progressively cheaper, 

underwater sensors are classy devices. This is especially 

because of the many complex underwater transceivers and 

hardware security needed in the extreme underwater 

atmosphere. • Deployment. While terrestrial sensor 

networks are deployed densely, in the underwater, 

deployment is deemed to be sparser, because of the rate 

involved and to the issues associated with the deployment 

itself. • Power. The power needed for the acoustic 

underwater communications is higher than in terrestrial 

radio communications because of larger distances and to 

much complex signal processing at the receivers to 

compensate for the channel impairments. • Memory. While 

terrestrial sensor nodes have the most limited storage ability, 

uw-sensors may need to be able to do little introduction 

caching as the underwater channel may intermittently. • 

Spatial correlation. While the readings from the terrestrial 

sensors are often correlated, this is most unlikely to occur in 

underwater networks because of the higher distance between 

sensors. Localization of underwater equipment has also been 

an essential part of the traditional oceanographic system 

where it has been established by one of two techniques: 

short base line (SBL) or long base line (LBL). In the SBL 

technique, a ship follows the underwater equipment and uses 

a short-range emitter to enable localization. In the LBL 

technique acoustic transponders are deployed on either the 

sea floor or the moorings around the area of operation. 

Equipment units in the transmission ranges of several sound 

sources are able to estimation their location. A current work 

combines short base line and long base line through 

applying short-range GPS (Global Positioning System)-

enabled stationary buoys for AUV (autonomous underwater 

vehicle) tracking applications.[3] Although short base line 

and long base line can be utilized for localization of 

disconnected individual underwater equipment, they are not 

convenient for UASNs. Short base line requires the process 

of a ship which is unsalable and costly for UASNs, whereas 

the long-range signals of long base line have the possibility 

of interfering with the communication among UASN 

nodes.[4]  

B. Communication and Positioning in the Underwater 

Systems  

In the underwater atmosphere there is moreover the 

possibility to use acoustic beacon systems for positioning 

determinations. The beacons are also used as base stations 

which further can be used to forward the collected 

information to a central station. The positioning is generally 

computed by measuring the time-of-flight of the acoustic 

signals and by multilateration. The advantage of this 

approach is that requires few communication resources. 

However the main problem of this approach is that first tries 

to optimize the positioning functionality and second the 

communication process. A disadvantage is that both the 

scalability and the accuracy which can be achieved in long 

distances are relatively low. We argue that the integration of 

the positioning functionality and the communication process 

in a common scheme is an important issue to be integrated 

within the framework of providing positioning facilities to 

underwater acoustic sensor networks. This consideration 

should lead to a more efficient and scalable developed 

system. 

II. CHALLENGES IN UNDERWATER SENSOR NETWORK 

In this section, we discuss about the challenging issues of 

the Underwater Networks, and then proceed to 

communications and networking layers, followed by a 

discussion on various security issues of network layer. 

A. Topology:  

High dynamic due to the continual movement of sensor 

nodes by the current movement of the water. 

B. Communication Media:  

Acoustic waves for underwater environment and radio 

waves for water surface. 

C. Position information:  

Unavailable through GPS, because of GPS uses high 

frequency waves which are rapidly absorbed in the sea 

water. 

D. Network Components:  

Underwater ordinary nodes, sinks, AUV, and onshore base 

station. 

E. Range:  

Usually used in vast ocean areas. 

F. Speed of Medium:  

Acoustic Velocity in water is about 1500 m/s. 

G. Price:  

Too expensive. 

H. Path Loss:  

High path loss. 
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I. Wave movement:  

Spherical in deep water and Cylindrical in shallow water. 

J. Sink Position:  

Located on water surface and it usually moves by water 

current. 

K. Routing:  

Due to high movement of nodes in water current, greedy 

hop-by-hop routing is employed. 

L. Prone to error:  

Links and nodes are highly prone to error due to high 

propagation delay of acoustic waves and corrosion 

respectively. 

M. Sensors Size:  

Large size. [5] 

III. UNDERWATER WIRELESS SECURITY 

The attacks against geographic routing in UWSNs are the 

same as in terrestrial sensor networks. The same 

countermeasures cannot be directly applied to UWSNs due 

to their difference in characteristics such as: the higher 

propagation delays, the low bandwidth, and the  difficulty of 

recharging batteries of underwater wireless sensors, and the 

high mobility of nodes in underwater environments. 

A. Data Confidentiality 

It is the network ability to conceal information from a 

passive attacker so that any information communicated via a 

sensor network remains confidential. Thus, it ensures the 

sensitive knowledge protection and also not revealed to 

unauthorized third parties. Applications like maritime 

surveillance communicate highly sensitive information. 

B. Data Integrity 

Data integrity is to ensure that data is not modified in transit, 

either due to malicious intent by an attacker. Thus, integrity 

is an assurance that packets are not altered in transmission. 

C. Data Authentication 

Data authenticity is an assurance of the communicating node 

identities. Wireless sensor node communicates sensitive 

information with the help in numerous significant decisions 

making. Thus, it is most significant for each node to know 

that a received packet comes from a real sender. Otherwise, 

the finding node can be cheated into some wrong actions 

performing. Also, authentication is necessary at the time of 

exchange of network control data. 

D. Data Freshness 

Packet replaying is a basic threat to the freshness situation in 

network communication, so as to prevent a packet from 

continuing to a destination, and hold it for any quantity of 

the time, and then reply it into the network. The obsolete 

information available in the packet can cause numerous 

challenges to the network applications deployed. 

E. Availability 

Sensor nodes may run out of the battery power due to excess 

computation or communication and become unavailable. It 

may occur that an attacker may block the communication to 

make sensors unavailable. The security requirement not only 

affects the network process, but also significant in 

maintaining the network availability node should not break 

the security of the entire network. 

F. Self-Organizations 

UWSN is typically an ad hoc network, in which every 

sensor node in the network is independent and flexible 

sufficient to be self-organizing and also self-healing 

according to various situations and no fixed infrastructure 

available for the purpose of network management in a 

sensor network. This inherent feature also brings a big 

challenge to underwater wireless sensor network security. 

G. Secure Localization 

The use of an underwater wireless sensor network will 

depend on its ability to accurately and automatically locate 

all node in the network. This accurate location information 

is needed in order to identify the location of a fault on the 

network. 

H. Robustness and Survivability 

The sensor network should be robust against numerous 

security attacks, and if an attack target, then its impact 

should be minimized. 

IV. ATTACKS AND COUNTERMEASURES 

In the computer networks an attack is any attempt to steal, 

destroy, expose, alter, disable or gain unauthorized access to 

or create unauthorized use of an asset. 

A. Jamming Attack 

It is an attack kind which interferes physical channel that the 

nodes use in an underwater sensor network for 

communication through putting meaningless or noise 

signals. A jamming source may be powerful enough to 

disrupt whole network. A jamming attack consists of 

interpose with the physical channel through putting up 

carriers on frequencies neighbor nodes use to the 

communicate. When an attacker intendly jammed the 

communication between a receiver and a sender, and later 

replays the little information with stale data posing as the 

sender. 

1) Counter measures 

It can be overcome using following two techniques are: 

 Spread spectrum techniques 

 Sensors can switch to sleep mode. 

B. Wormhole Attack 

A wormhole is an out-of-band connection generated by the 

antagonist between two different physical locations in a 

network with higher bandwidth and lower delay than 

ordinary connections. In the wormhole attack the malicious 

node transfers some particular packets received at one end 

of wormhole to the other different end applying connection 

of the out-of-band, and refill them into the network. 

1) Counter measures 

It can be overcome using following two techniques are: 

 Dis- VoW 

 Estimating the direction of arrival. 
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C. Sinkhole Attack 

In the sinkhole attack, a malicious node attempts to the 

provide a false routing information to other nodes, and 

produce itself as the intented node to receive the entire 

network traffic and modifies the secret information available 

in the packet. For example, the malicious node can produce 

a better route, through that routing exchange take place. The 

sinkhole attack is a mainly violent attack that prevents the 

base station from obtaining complete and accurate sensing 

information, thus forming a serious threat to other layers in 

the network. Geographic routing and also authentication of 

nodes exchanging routing data are possible countermeasures 

against this attack, but even geographic routing in 

underwater sensor node is a issue open research topic. 

1) Counter Measures 

It can be overcome using following two techniques are: 

 Geographical routing 

 Authentication of nodes exchanging routing 

information. 

D. Sybil Attack 

In this an attacker with the multiple identities can pretend to 

the  in numerous places at once. Multiple identities can be 

occupied within the sensor network either through 

fabricating or stealing the authorized nodes identities. 

Effectiveness of fault-tolerant schemes can be reduced by 

this attack. Sybil attacks also pose a high threat to 

geographic routing protocols. Authentication and also 

location verification are approaches against this attack, 

while position verification in UWSNs is difficult owing to 

mobility. 

1) Counter Measures 

It can be overcome using following two techniques are: 

 Authentication 

 Position verifications 

E. Selective Forwarding Attack 

Malicious nodes drop various data instead of the forwarding 

them to delay routing. In UWSNs it should be confirmed 

that a receiver is not receiving the knowledge because of 

this attack and not because shadow region location. 

Selective forwarding attacks may immoral few operation 

critical applications such as military surveillance and also 

Environmental monitoring 

1) Counter measures 

It can be overcome using following two techniques are: 

 Multipath routing 

 Authentication. 

F. Hello Flood Attack 

A node receiving a hello packet from the malicious node 

may be interpreted the false assumption about the attacker is 

a neighbor and the node will assume that the neighbor node 

is inside the radio range and forward all the packets to the 

malicious node. The transmission power is very high for 

adversary node when compared with the other nodes in the 

network. Bidirectional link verification method can secure 

against this attack, although it is not correct because of 

mobility of the nodes and the high propagation delays of 

UWSNs. Authentication is also a possible defense. 

1) Counter measures 

It can be overcome using following two techniques are: 

 Bidirectional link verification 

 Authentication in a possible defense 

G. Acknowledgment Spoofing 

A malicious node overhearing packets sent to its neighbor 

nodes can use this knowledge to deceive link layer 

acknowledgments with objective of the reinforcing a weak 

link which is located in a shadow zone. Shadow zone is a 

distributed routing protocol and these are formed when 

acoustic rays are bent and also sound waves cannot pass into 

the network which can cause high bit error rates and 

connectivity loss in the network. Counter measure are: 

Encryption of each packets sent by the network.[5] 

V. PROBLEM IN UNDERWATER SENSOR NETWORK 

A. More Costly Devices:  

Underwater sensor devices are more costly. And no more 

supplier are provides these such kind of devices because 

these are devices are part of research oriented activity. 

Underwater sensor devices are not easily available in the 

market[6]. 

B. Hardware Protection requirement: 

The underwater devices are more expensive. So device 

protection or hardware protection is required against 

water[6]. 

C. Needed high power for communication:  

In underwater sensor communication require more power 

because the data transfer will done in water medium.So,in 

water more electricity is require for data exchanging. 

Communication among UWSNs is probably the biggest 

challenge facing UWSNs. point out that path loss 

(attenuation and geometric spreading), noise (man-made and 

ambient), multi-path, high propagation delays, and Doppler 

spread, can significantly disrupt or degrade the underwater 

communication channel. Another problem is that standard 

acoustic transducers cannot be simultaneously transmitted 

and also receive. Underwater network communications are 

therefore always half duplex [7]. 

D. Propagation delay:  

The propagation delay is a major problem in underwater 

sensor network.The propagation of accoustic channels in 

underwater is order of magnitude higher than radio 

frequency in terrestrial sensor network [7]. 

E. Localization:  

Localization means finding the location of sensor in 

underwater sensor network. So, localization is another major 

problem yet to be solved. Localization is the challenging 

factor that is required for knowledge labeling while little 

time critical applications require data without time delay [7]. 

F. Limited Battery Power:  

UWSN lifetime is an area of extensive research. UWSNs 

suffer from a sensor‟s fouling and corrosion. Electronics 

components, such as the battery, tend to degrade faster 

under extremely low temperatures such as the one found in 

deep underwater. As a consequence, the USWN lifetime is 

much shorter than the lifetime of a comparable TWSN. In 
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underwater sensor battery has limited power. A shorter 

lifetime increases the replacement costs because the 

underwater sensor battery is not chargable [7]. 

G. Bandwidth size limitation:  

In the underwater sensor network bandwidth is another big 

problem. Because bandwidth size is limited [8]. 

H. Reliability:  

This is one of the major design issues for reliable delivery of 

sensed information to the surface sink or water surface is a 

challenging task compare to forwarding the collected data to 

the control center or onshore station [8]. 

I. Temporary losses:  

Temporary losses mean the packet losses when connectivity 

time and packet sending time [8]. 

VI. LITERATURE REVIEW 

We build our research directions on related work from two 

major communities: oceanographic researchers and the 

wireless sensor network community. 

A. Oceanographic  

Researchers have been developed communication systems 

and underwater sensing. An example is the Ocean Seismic 

Network program [9]. It established seismic observatories in 

deep ocean, as part of the GSN (Global Seismic Network). 

Global Seismic Network has 128 viewpoints “consistently” 

distributed on continents, islands or in ocean, with a parting 

distance of the 2000km. Its aim is to monitor an earth, vast 

area. In contrast, our sensor network covers a much minor 

area, and nodes are densely deployed in an ad hoc fashion. 

Underwater acoustic communication is another different 

related area. The basic communication principles have been 

examined with the acoustic channels in [10], [11], [12], [13]. 

Their main focus is the transmission range, bandwidth 

utilization and also reliability with the multi-path 

propagations. There are also commercial and experimental 

off-the-shelf acoustic modems accessible today, such as 

[14]. However, they are designed for long range 

communications (1–90km), and have weights of the over 

4kg. In our hardware design, we focus on short range, low-

power modules in a little package. This capability is an 

enabling factor for long-lived sensor networks. The 

NEPTUNE project [15] built an underwater sensor network 

with each node being connected through fiber-optic 

submarine cables. Follow-on work to the NEPTUNE 

network extended the wired network with fewer battery-

powered nodes with the acoustic communications [16]. In 

[16], the authors discussed the reliability and modulations 

efficiency, and also briefly compared classical MAC 

protocols. The major variation of our sensor network model 

is that there will be no expensive cables laying on the sea 

floor. Most nodes will be cheap, small and battery-powered 

for easy deployment. Our work is focused on network self-

organization, longevity, and multi-hop communications.  

B. Wireless Sensor Networks  

So far, sensor network community work has focused on the 

terrestrial sensor networks. Almost each platforms uses 

radio communications. UC Berkeley motes [17], [18] are 

based on the short-range radios and 8-bit microcontrollers. 

32- bit platforms are usually embedded PCs, such as 

PC/104s and also Stearates [18]. Although the radio 

propagation in water is much bad, the motes are still used 

through researchers in the marine microorganism 

monitoring applications [19]. We plan to the extend sensor 

network platforms with a short-range acoustic 

communication device, low-power, so that large-scale 

underwater experiments and also applications become 

possible. There are numerous networking protocols and also 

algorithms openly related to our proposed research. In fine-

grained time synchronization algorithms, RBS synchronizes 

different receivers to a common reference broadcast signal 

[20], and TPSN is based on sender and receiver pairs [21]. 

As discussed in Section VB, both of them do not handle the 

errors caused by the large propagation delay. Fine-grained 

localization algorithms [22] [23] measure the TOA, and 

relies on fine-grained time synchronization. Their 

performances are not evaluated with the underwater acoustic 

communications. Present research in the MAC layer is 

mostly on contention based protocols, although TDMA 

protocols have been studied [24]. The basic focus is energy 

effectiveness, and numerous low duty-cycle method have 

been suggested, such as S-MAC [25], [26], T-MAC [27], 

Wise MAC [28], and B-MAC [29]. Novel methods need to 

be developed to accommodate enormous propagation 

delays. Prior work on the low-duty-cycle procedure aims to 

offer an illusion of the constant network access with MAC-

level wakeup /sleep. An application-level method exploits 

dense deployment through putting redundant nodes into 

sleep [30], [31], [32]. Now we are dealing with much higher 

sleep time with no application actions at the time of the 

sleeping. None of above protocols are optimized for this 

applications kind. We must have new protocols to 

completely shut down and quickly restart the network. 

Another area of related work is the Delay Tolerant 

Networking [33]. It outlines a generic architecture for the 

store-and forward information delivery. However, we need 

to further investigate significant application-level scheduling 

challenges in the underwater atmosphere.  

C. Underwater networks  

There is certain prior work in the UWANs. In [34], the 

authors reviewed MAC, routing, and also energy 

consumption for the ad hoc networks. In [35], the writers 

studied latency effects in the acoustic communications and 

also proposed an algorithm of topology discovery. In [36], 

the authors suggested a clustering protocol with combined 

CDMA and TDMA for a collection of the autonomous 

underwater vehicles. Codiga et al. Have demonstrated small-

scale networks off Long Island [37].  

VII. PROPOSED METHODOLOGY 

A. Levels in proposed algorithm 

Node deployment; distance estimation; initialization of 

RN‟s and also position estimation are the various levels 
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VIII. CONCLUSION 

In this paper, we introduced the underwater sensor 

network.We present the main application of underwater 

sensor network.In this paper, we also introduced the 

architecture of underwater sensor network, routing family 

and main challenges of underwater sensor network. We plan 

to continue our UWSN study. We expect a fair amount of 

time on the physical layer, because many challenges 

outlined in our paper are directly related to UWSN‟s 

physical layer. Also, we expect the time on to make efficient 

routing in underwater sensor network In this paper, we 

presented a state overview of art in the UASN. We 

described the issues posed through the underwater channel 

peculiarities with specific reference to monitoring 

applications for the ocean atmosphere. 
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