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Abstract— Cloud Computing is a term for delivering hosted 

services over the Internet. It follows a pre-pay paradigm. 

Cloud Computing is an emergency paradigm for large scale  

infrastructures. It has the advantages of lowering cost by 

sharing computing and repository resources, decrease in cost 

of electricity, network bandwidth, and operations. Most of 

the companies deploy at least some IT functions to third 

party service providers. Cloud computing preparations are 

becoming more popular as more and more organizations are 

attracted to the potential cost savings and enhanced 

flexibility that it offers. While there are a number of benefits 

to outsourcing data storage or processing to a cloud 

provider, there are also some steps that an organization 

should take to help ensure that the security and integrity of 

its data is maintained in the cloud and to ensure that it 

complies with its privacy law obligations. This article 

mainly targets on various security hazards and the role that 

standards play to improve cloud security.                    
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I. INTRODUCTION 

Clouding computing is no more considered as an arising 

technology. Now, it’s a fact and this low-cost computing 

power is gaining popularity among employers of all kind 

(medium and small size), and bureaucratic organizations, as 

people are accomplishing the power of cloud environments. 

Cloud is referred as large dump that holds easily 

accessible and usable virtualized resources. To manage 

variable load and best usage, these resources are 

reconstructed dynamically. Cloud computing incorporates 

Internet delivery of services, virtualization, open source 

software, on demand distribution, etc. Cloud computing is a 

paradigm that uses Internet and central servers to maintain 

data and applications which in turns allows efficient 

computing. 

 In this paper section II presents services offered by 

cloud computing, Section III presents cloud computing 

models, Section IV presents security hazards in cloud 

computing, Section V presents some security hazards and 

solutions for avoiding them in cloud computing 

II. WHAT IS CLOUD COMPUTING 

“Cloud computing is  a type of computing environment, 

where entrepreneur contract out their computing needs 

including application software services to a third party and 

when they need to use the computing power or employees 

need to use the application resources like database, emails 

etc., they access the assets via Internet.” 

For example if you want to establish a business that 

may be small or medium or huge where you need 

application servers, web servers, database servers, etc which 

takes very high cost to purchase. If you want to avoid 

purchasing of such softwares and thus reduce the need of 

keeping maintenance and operation team in your business 

then the good idea is to go for cloud computing and also it is 

at low cost. Because in cloud architecture you never had to 

install or update the softwares regularly. It is the who a 

cloud service provider will do. U just have to pay for what 

you are using in the cloud and you can outsource your IT 

infrastructure into a third party IT managed service data 

center. 

In brief, in a cloud computing architecture, all the 

applications are not stored in a organization’s hard disk, 

rather it resides in a third party computer and when an 

organization  needs to use application software, and they 

access it via Internet. 

 
Fig. 1: Cloud computing 

III. CLOUD COMPUTING SERVICE ARCHITECTURE 

There are three types of services offfered by a cloud service 

provider. 

A. Infrastructure as a Service 

Cloud service provider bears all the cost of servers, 

networking equipment, storage, and back-ups. The 

consumers just have to pay to take the computing service. 

And the consumers build their own application softwares. 

Amazon EC2 is an example of this type of service. 

B. Platform as a Service 

Cloud service provider only provides platform or a stack of 

solutions for consumers. It helps consumers in saving the 

investment on hardware and software. Google Gc engine 

and Force.com provide this type of service. 
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C. Software as a Service 

Cloud service provider will give the consumers the service 

of using any type of software. Example-Google (GOOG), 

Salesforce.com (CRM), NetSuite (N) 

 
Fig. 2: cloud computing stack 

 
Fig. 3: Cloud services 

IV. WHY CLOUD COMPUTING 

 
Fig. 4: Cloud computing Platform 

The main advantage of using cloud computing is that the 

cloud customer need not pay for their infrastructure 

installation and also for maintenance.  As a user of cloud the 

customer has to pay the service charges according to their 

usage of all the resources present in the cloud. Moreover the 

customer need not worry about the software updates, new 

softwares installation, antivirus software’s etc. Thus cloud 

computing can help to focus on competency towards 

business. 

V. CLOUD SERVICE DEPLOYMENT AND CONSUMPTION 

MODELS 

A. Public Cloud 

Public cloud makes use of basic standard cloud computing 

model and makes resources available to all users over 

Internet. Public cloud services may be offered on pay-per-

usage basis or may be free.  

Benefits of public cloud: 

1) Due to pay-per-usage, no wastage of resources. 

2) Inexpensive setup as setup cost is managed by provider. 

3) Easily accessible, etc. 

B. Private Cloud 

Private cloud is a cloud computing model operated only for 

one organization.It will be managed internally or a third 

party and hosted internally or externally. Using this kind of 

model can grow the business if security hazards are handled 

carefully. It costs additional capital expenditure as assets 

have to be refreshed periodically. Private cloud is also 

referred as internal cloud or corporate cloud. 

C. Community Cloud 

Community cloud is multi-tenant infrastructure shared 

amongst one or more organizations from specific group with 

common interest. Interests might be related to regulatory 

compliance, performance requirements, etc. The goal of 

community cloud is to have participating organizations 

realize the benefits of public cloud with the added level of 

privacy which is usually associated with private cloud. It 

can be on-premises or off-premises and can be governed by 

participating organizations or by third party managed 

service provider (MSP). 

D. Hybrid Cloud 

Hybrid cloud is combination of cloud service utilizing both 

private and public clouds to perform distinct functions 

within organization. In practice, an enterprise cloud 

implement hybrid cloud hosing to host their e-commerce 

website within a private cloud, where it is more secure and 

more scalable, but their catalogue site is in public cloud, 

where it is more cost effective. 

 
Fig. 5: Cloud Service Deployment and Consumption Models 
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VI. CLOUD COMPUTING SECURITY HAZARDS AND 

SOLUTIONS 

While security and privacy concerns when using cloud 

computing services are similar to those of traditional non‐
cloud services, concerns are extended by external control 

over organizational assets and the potential for 

mismanagement of those assets. Development to public 

cloud computing involves a transfer of responsibility and 

control to the cloud provider over information as well as 

system components that were previously under the 

organization’s direct control. The development is usually 

accompanied by loss of direct control over the management 

of operations and also a loss of influence over decisions 

made about the computing environment.   

Despite this internal loss of control, the cloud 

service consumer still needs to take responsibility for their 

use of cloud computing services in order to maintain 

situational alertness, weigh options, set  priorities, and make 

changes in security and privacy that are in the best interest 

of the organization. The consumer accomplishes this by 

assuring that the contract with the provider and its 

associated service level agreement (SLA) has appropriate 

provisions for security and privacy.  In particular, the SLA 

must help to maintain legal protections for privacy relating 

to data stored on the provider's systems.  The consumer 

must also assure relevant integration of the cloud computing 

services with their own systems for managing security and 

privacy.  

Cloud computing represents a very dynamic area at 

the present time, with new suppliers and new offerings 

arriving all the time. There are a number of security hazards 

associated with cloud computing that must be adequately 

addressed:  

A. Lack of Administration:  

Consumers who are depending upon Public cloud grant full 

permissions for the cloud service provider for so many 

issues that may affect security. At the same time the service 

Level Agreement may not provide any commitment on the 

part of cloud provider for providing security on such things. 

So, if the Data Owners are placing their information in 

public cloud they should be password protected. So if any 

data Consumer want to download the data then he should 

have the accessibility rights to download the data which 

should be provided by the data owner. 

B. Responsibility Vagueness:  

The cloud computing services goes around the data 

consumer and cloud provider organizations. The 

responsibility towards the security of both are very 

uncertain. These responsibility is based on the cloud service 

model being used(SaaS or PaaS or IaaS).So, for this the 

responsibilities of data consumer and service providers 

should be clearly stated on an agreement for individual 

cloud service model used. 

C. Data Separation Failure:  

This problem is mainly faced in public cloud. This risk 

category covers the failure of mechanisms separating the 

usage of storage, memory, routing and even reputation 

between different renters.So, the data should be separated 

according to the data owner individually who is storing their 

data in public cloud. 

D. Agreement and Legal Risks:  

If a cloud consumer (Data owner or data consumer) want to 

access a particular cloud which does not have any required 

certification then their data may not be secured.So the Cloud 

consumer should perform an audit for checking all the 

certifications required for the cloud providers to keep the 

data safe. 

E. Management Interface Obligation 

Consumer management interfaces of a public cloud Provider 

are usually accessible through the Internet and mediate 

access to larger sets of resources than traditional hosting 

providers and therefore pose an increased risk, especially 

when combined with remote access and web browser 

obligation. So the cloud consumer when registering with 

cloud provider, the cloud provider should take some security 

measures such as generating one time password or asking 

some identity proof etc., for the cloud consumer. 

F. Wicked Behavior of Employees 

Damage caused by the wicked actions of employees 

working within an organization are considerable, given the 

access and authorizations they may have.  This is 

synthesized in the cloud computing environment since such 

activity might occur within either or both the consumer 

organization and the provider organization. For this the 

employees should not have the complete authorities to 

access data. For this necessary security measures should be 

taken by the cloud provider. 

G. Business Failure of the Provider 

Such failures could deliver data and applications essential to 

the consumer's business unavailable. In such cases the 

whole data should be handed over to another provider who 

is trust worthy with cloud consumer acceptance for running 

consumers business smoothly. 

H. Insecure or Incomplete Data Deletion  

When the cloud consumer wants to terminate service with 

cloud provider the whole data should be deleted in cloud. 

That may be impossible adequately because there may be a 

backup copy of data. So,for complete data deletion if the 

backup copy is associated only with the cloud consumer 

then it is easy to delete data completely.  

VII. CONCLUSION 

One of the biggest security worries with the cloud 

computing model is the sharing of resources. Cloud service 

providers need to inform their customers on the level of 

security that they provide on their cloud. In this paper, we 

first discussed what is cloud computing, services provided 

by cloud computing, why cloud computing, various models 

of cloud computing, security issues and solutions for them.  

This paper has highlighted all these issues of cloud 

computing. We believe that due to the complexity of the 

cloud, it will be difficult to achieve end-to-end security. 

New security techniques need to be developed and older 

security techniques needed to be radically tweaked to be 

able to work with the clouds architecture.  
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