
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 06, 2015 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 507 

A Survey on DDoS Defence Mechanisms 
Anish S

1
 Soja Salim

2 

1
M.Tech. Student 

2
Assistant Professor 

1,2
SCTCE, Pappanamcode Trivandrum, India

Abstract— A Denial of Service (DoS) is an attempt to make 

a system or a group of systems unavailable to its intended 

users.  It is mostly targeted towards web servers, mail 

servers, and name servers so that users have to wait for a 

longer duration to avail a service. Mostly DoS attacks are 

typically carried out to degrade the performance of a 

particular web server. As time is going on, DoS attack 

strength goes on increasing. Thus in order to mitigate DoS 

attacks different defence mechanisms have to be applied at 

different layers/levels. Dos attacks mainly affect 3 layers in 

the OSI model. They are network layer, transport layer and 

application layer. Of these 3 OSI layers, network layer has 

several mechanisms to mitigate DDos attacks. Mainly, 

Network Layer DDoS defence is of 3 types, based on the 

nature of the problem. They are congestion based, Anomaly 

based, and source based. Application layer which is very 

difficult to mitigate DDos attacks even under the presence of 

strong firewalls and Intrusion Prevention Security. Some of 

the Application Layer Attacks are HTTP GET DDoS Attack 

and HTTP POST DDoS Attack. So a robust defence 

mechanism should be applied to defend the application level 

attacks. This paper focuses on different defence mechanisms 

to mitigate network and application layer Dos attacks. 
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I. INTRODUCTION 

A Denial of Service is a type of activity that is carried out by 

the attackers to degrade the performance of the typical 

system/servers. It will create a huge performance backdrop 

as users cannot be able to use the service which is assured 

by the service provider. For example, consider a network 

maintained by a service provider which supports large 

number of users. The situation is that huge number of people 

depends on this service provider to use the network facility. 

If at a particular moment, the attackers target that service 

provider’s network and make inaccessible to the network. 

Thus people who try to get access to the network cannot 

avail that service. This creates huge problems for those 

service providers which have to be restored quickly as lot of 

users need those services urgently. If that particular service 

provider fails to be restored within that stipulated period, it 

will create performance loss to that provider’s network. So, 

more people migrate to other service provider’s network. So 

what is really needed to mitigate these DDoS attacks is to 

find out what is really going wrong? [1] This is very crucial 

as finding a flaw in the network security measures enables 

to provide defence mechanism measures to counter those 

types of flaws. The situation became worse as the level of 

DDoS attack increases steadly.The situation is known as 

Distributed Denial-of-Service (DDoS) attacks. A malicious 

hacker uses a DDoS attack to make a computer resource (i.e. 

website, application, e-mail, voicemail, network) stop 

responding to legitimate users. This can have serious 

consequences, especially for companies like Amazon and 

eBay which rely on their online availability to do business. 

It is a "Denial of Service". The server is never compromised, 

the database never viewed, and the data never deleted. 

Throughout and after the attack, the server remains intact. In 

the network security world, the term CIA[C-Confidentiality, 

I-Integrity, A-Availability] forms the security constraints. In 

the case of DoS attacks, the attackers try to compromise “A” 

of CIA (Fig 1). 

 
Fig. 1: CIA Triangle 

Mainly DDoS attacks occur in the network and 

application layers as this layer is crucial for providing the 

services to the users. In the case of network level DDoS 

attack, the network of the service provider goes down. In the 

application level DDoS attack, the particular application 

service goes unavailable. 

A. Architecture of DDoS Attack 

 
Fig. 2: Architecture of DDoS Attack 

In a typical DDoS environment (Fig.2), it consists of 4 

elements. They are Attacker, Handler, Zombie and Victim. 

A zombie is a computer connected to the Internet that has 

been compromised by a hacker, computer virus or Trojan 

horse and can be used to perform malicious tasks of one sort 

or another under remote direction. Botnets of zombie 

computers are often used to spread e-mail spam and launch 

denial of service attacks. Most of the zombie computer 

owners are unaware of the fact that their systems are used 

and controlled by handler from remote areas. It results in the 

flooding of target websites by large numbers of computers at 

once. The large number of Internet users making 

simultaneous requests of a website’s server is intended to 

DoS result in crashing and the prevention of legitimate users 

from accessing the site. 
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B. DDoS Attack Phases 

DDoS Attack comprises of mainly 3 phases. 

 Phase One: Target Acquisition Phase 

 Phase Two: Groundwork Phase 

 Phase Three: Attack Phase 

1) Phase One:  

Target Acquisition Phase deals with finding vulnerable 

target in the network. Finding a possible target is easier with 

the help of several compromised systems called zombies 

that can be used to infect a number of systems within a short 

period of time. 

2) Phase Two:  

Ground work deals with the studying of the defence 

mechanisms that are present in the target machines. Based 

on the ground work study, the attacker selects which type of 

attacks can be applied to the target machines to make 

machines vulnerable. 

3) Phase Three: 

Attack phase deals with attacking the vulnerable machines 

via Zombies. Passing infections is very fast as several 

compromised computers are recruited that makes passing 

infections easy. 

II. DDOS DEFENCE MECHANISMS 

DDoS Defence Mechanisms are applied in mainly two 

layers. They are Network Layer and Application Layer.  

A. Network Layer DDoS Defence Mechanisms 

It is classified into 3 categories based on the nature of the 

attack. They are 

 Congestion Based 

 Anomaly Based 

 Source Based 

1) Congestion Based:- 

Once the monitored network links are congested, the attack 

detection algorithm [3] identifies the type of network 

flows/connections that contribute to the congestion. These 

methods identify attack traffic effectively only when attack 

traffic induces congestion of the monitored links, and the 

congestion can be observed. False positives occur when the 

attack detection algorithm cannot distinguish the legitimate 

traffic that contributes to congestion and false negatives 

occur when attack traffic does not result in congestion.  

a) Defence Mechanism Used: Aggregate-based 

congestion control (ACC) and Push Back.  

DDOS attack traffic is defined as a high-bandwidth 

aggregate, which is a collection of packets from one or more 

flows that have the same destination address prefix. The 

detection algorithm in ACC determines the destination 

addresses of the victim machines based on the destination 

network prefix of packets dropped at the observed router 

during a very short period. If the number of dropped packets 

of a certain destination address is larger than average, ACC 

puts the destination address on a list. The destination 

addresses in this list are then clustered into 24-bit or longer 

network prefixes. The arrival rate of each network prefix is 

estimated from the number of dropped packets. If the arrival 

rate of a network prefix exceeds a threshold, ACC regards 

all traffic to this network prefix as DDOS attack traffic and 

responds to all incoming traffic sent to this network prefix.  

2) Anomaly Based: 

Defence Mechanism Used: TCP SYN anomaly detection 

 
Fig. 3: TCP SYN Flood Attack 

TCP SYN flood attacks[4] are one type of DDOS attacks 

that exploit half-open TCP connections to deplete the 

memory of receiver machines. To initiate a normal TCP 

connection, a sender first sends a “SYN” packet and the 

receiver then sends back a “SYN ACK” packet to 

acknowledge the sender. The sender replies with an “ACK” 

packet to complete the initialization. In a TCP SYN flood 

attack, the senders do not reply with the “SYN ACK” 

packets. A TCP connection to which the sender has not 

responded is called a “half-open” TCP connection. The 

receiver stores the connections in system memory and waits 

for replies. Since the replies never come, the “half-open” 

TCP connections eventually deplete the memory of the 

receiver and the receiver can no longer serve further 

connections. 

3) Source Based: 

Since the current IP protocol permits source hosts to alter 

source addresses in IP packets, attackers are able to send out 

IP packets with empty or false source addresses. Although 

IPSEC can be used to authenticate the source addresses of 

IP packets, this method is not widely adopted at this point. 

False source addresses will still be a big problem in 

detecting and filtering DDOS attacks in the short term. 

Attack victims cannot rely on the source addresses in attack 

packets to distinguish them from legitimate packets. Various 

methods[2] [5] have been designed to validate the sources of 

IP packets.  

a) Defence Mechanism Used-Egress filtering  

Route-based Egress filtering determines false source 

addresses at edge routers based on the valid IP address range 

internal to the network. However, a false source address on 

the victim’s network will not be detected by this method. 

For example, if a packet is sent out from host A with the 

source address of host B, the filtering will not regard it as a 

false source address if B is valid in this network. In addition, 

network traffic from a legitimate mobile IP address has to be 

tunnelled to avoid filtering. Route based filtering proposes 

filtering packets of spoofed source IP addresses based on 

routing information on backbone border routers A border 

router maintains a routing table that contains fixed routes to 

all other domains by exchanging routing information with 

its neighbouring routers in Border Gateway Protocol (BGP). 

The proposal suggests using routing information to 

determine if a packet comes from the forwarding network 

device from which it is sent. If it is not, the packet is 

regarded as an attack packet and should be filtered out. 
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B. Application Based DDoS and Defence 

A Layer 7 DDoS attack [6] uses the seventh protocol of the 

OSI Model to target the application interface which is harder 

to detect and mitigate. 

This type of attack has the following properties. 

 It is stealthier. 

 It uses less bandwidth. 

Example of Application Layer DDoS attack [7] is 

repeatedly downloading large files, interacting with a part of 

website that pulls more resources. 

C. HTTP GET DDoS Attack 

HTTP GET flood attacks (Figure 4) are hard to tell from 

valid traffic because they use standard URL requests. HTTP 

GET flood attacks can easily elude IDS measures and it is 

hard to re-write IDS to differentiate between HTTP GET 

flood attacks and normal traffic during spikes. 

 
Fig.4: HTTP GET DDoS Attack 

D. HTTP POST DDos Attack 

This method employs HTTP POST requests used with forms 

whose entire set of headers is sent correctly, including the 

Content-Length number. However, the distinction here is a 

POST message body that is sent at a very low rate (Content-

Length transmitted byte by byte). They preclude connection 

from proper completion. Hence, practically any website that 

has forms accepting HTTP POST requests (for example, 

submitting feedback, login, uploading photo/video 

attachments, sending email and etc.) is susceptible to this 

method. 

 
Fig.5: HTTP POST DDoS Attack 

1) Defence Measures 

 Limit the number of access per second per source 

IP. 

 Limit numbers of concurrent connections per 

source IP. 

III. DDOS ATTACK STRENGTH COMPARISON 

 
Fig. 6: DDos Attack Strength Comparison 

IV. COMPARISON OF VARIOUS NETWORK BASED DDOS DEFENCE MECHANISMS

Category 

DDOS 

defence 

mechanisms 

Granularity 

of detection 

Network 

information 

monitored 

Specific 

characteristics 

of attack 

traffic 

Sources 

of false 

positives 

Limitations 

Congestion 

based 

ACC & 

push back 
Flow 

Destination 

IP prefix, 

transmission 

rate of 

network traffic 

Network 

flows 

that cause 

link congestion 

Legitimate 

traffic 

that 

contributes 

to the 

congestion 

Can only 

identify attack 

traffic when 

Congestion occurs. 

Anomaly 

based 

TCP SYN 

anomaly 
Connection 

IP protocol 

type (TCP 

SYN), 

source IP 

address 

Expired 

TCP 

SYN half open 

connections 

Connections 

with 

longer 

transmission 

time will 

not be served 

Can only 

apply on 

TCP 

SYN attacks 
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Source 

based 

Egress/ingress 

filtering 
Packet 

Source IP 

address, 

valid source 

IP range 

Spoofed 

source 

IP address 

 

Traffic from 

an mobile IP 

that is not 

tunneled 

Cannot identify 

the attack 

traffic that 

doesnot utilize 

spoofed source IP. 

Route-based 

filtering 
Packet 

Source IP 

address, 

valid source 

IP range 

Spoofed 

source 

IP address 

Forwarding 

tables incore 

routers do 

not provide 

enough 

information 

Not applicable 

to attacks that do not 

utilize spoofed source 

IP. 

Table 1: Comparison Of Various Network Based Ddos Defence Mechanisms 

V. CONCLUSION 

As per the study it is evident that DDoS attack in the 

network and application layer poses a great threat into the 

overall internet security. Thus a robust defence mechanism 

should be needed to prevent these types of attacks. As the 

attackers keep on studying (ground work study) to find out 

the security level mechanisms of servers, similar study 

should be needed from the company side. Such study should 

keep their servers updated with latest security level 

mechanisms. While comparing the network level attack and 

application level attack, application level attack is somewhat 

stealthier. The reason is that more defence level mechanisms 

are available in the network level mechanism compared to 

application level defence mechanisms. Thus more defence 

mechanisms should be needed to counter application level 

attacks. By maintaining the security features up-to-date, it 

enables to keep out of these DDoS attacks. 
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