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Abstract— In mobile ad hoc networks, data transmission is 

performed within an untrusted wireless environment. A 

Wireless Networks are more vulnerable to different types of 

attack than wired Network. Various kinds of attack have 

been identified and corresponding has been proposed. 

Wormhole attack is one of the serious are attacks which 

forms a serious threat in the networks, especially get against 

many ad hoc wireless routing protocols and location- based 

wireless security system. In which traffic is forwarded and 

replayed from one location to another through the wormhole 

tunnel without compromising any cryptographic techniques 

over the network. Thus, it is challenging to defend against 

this attack. The wormhole attack is very powerful and 

preventing the attack has proven to be difficult. We identify 

two types of wormhole attacks. In first type, malicious 

nodes do not take part in finding routes, meaning that, other 

nodes in the network does not know their existence. In 

second type, malicious nodes do create route advertisements 

and other nodes are aware of the existence of malicious 

nodes, but they do not know that these are the malicious 

nodes. Many researchers have proposed detection 

mechanisms for the first type. Existing some solutions to 

detect wormhole attacks require special hardware or strict 

synchronized clocks or long processing time. Moreover, 

some solutions cannot even locate the wormhole. This paper 

detects the wormhole attack using neighborhood 

information without using extra hardware or clock 

synchronizations. In it AODV routing protocol is used and 

all the simulations are done in ns2.35 simulator. 
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I. INTRODUCTION 

Wireless network refers to any form of computer network 

that is not connected by cables of any kind. It is method by 

which homes, telecommunication networks and enterprises 

installations avoid the costly process of  introducing cables 

into a building, or as a relationship between various 

equipment locations. Wireless telecommunications networks 

are generally implemented and administered using radio 

waves. This implementation takes place at the physical level 

of OSI model . A wireless sensor network (WSN) is formed 

by one or more base stations and a large number of sensor 

nodes to monitor the objects of interest. Modern networks 

are usually bi-directional, enabling us to control the activity 

of the sensor nodes.  

The development of WSN was motivated by 

military applications such as battlefield surveillance and in 

today time such networks are used in many industrial and 

consumer application, such as habitat and ecosystem 

monitoring, seismic monitoring, industrial process 

monitoring and control, rapid emergency response, machine 

health monitoring, healthcare applications, monitoring 

groundwater contamination, home automation, automatic 

building climate control and traffic control. 

A sensor network is composed of a large number of 

sensor nodes, which are densely deployed either inside the 

phenomenon or very close to it. The position of sensor 

nodes need not be engineered or pre-determined. This 

allows random deployment in inaccessible terrains or 

disaster relief operations. On the other hand, this also means 

that sensor network protocols and algorithms must possess 

self-organizing capabilities. Another unique feature of 

sensor networks is the cooperative effort of sensor nodes. 

Sensor nodes are fitted with an on-board processor. Instead 

of sending the raw data to the nodes responsible for the 

fusion, sensor nodes use their processing abilities to locally 

carry out simple computations and transmit only the 

required and partially processed data. 

Many protocols and algorithms have been proposed 

for traditional wireless ad hoc networks, they are not well 

suited for the unique features and application requirements 

of sensor networks. 

II. RELATED WORK 

Vrutik Shah and Nilesh Modi proposed a technique to 

prevent wormhole attack in WSN  named as an Anti-Worm 

protocol which is based on responsive parameters. This 

technique does not require as a significant amount of 

specialized equipment, trick clock synchronization, no GPS 

dependencies. The goal of Anti-worm is to find alternative 

route that does not go through the wormhole. The source 

will check the difference between the two routes and if the 

difference is greater than some value that is Responsive 

parameter then a wormhole is detected.   

Xiaopei Lu et.al.; proposed a technique in which 

each node locally collects its neighborhood information and 

reconstructs the neighborhood sub graph using 

multidimensional scaling (MDS) . Potential Wormhole 

nodes are detected by validating the legality of the 

reconstruction. After that, refinement process is done which 

filter the suspect node and to remove false positives. This 

approach effectively identifies all wormhole nodes for a 

large class of network instances. 

Damandeep Kaur proposed methodology work 

very efficiently in WSNs during wormhole attack . The 

method prevents the degradation of the wireless network 

and also helps in improving performance of wireless sensor 

network. In this method, the nodes which are not 

participating in multi-path routing generate an alarm 

message during delay and then isolate the malicious node 

from network. 

Dhara Buch and Divesh Jinwala proposed 

approach which is based on the analysis of the two-hop 

neighbors forwarding Route Reply Packet. To check the 

validity of the sender, a unique key between the individual 

sensor node and the base station is required to be generated 

by suitable scheme. The RREP packet is forwarded only by 

checking the validity of the two-hop neighbor node that has 

forwarded the packet. Wormhole end is detected when the 
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identity of the two-hop neighbor is found illegal. 

Authenticity checking is carried out using a preloaded secret 

key. This approach focuses on the type of wormhole with 

out-of-band channel. 

Huaiyu Wen and Guangchum Luo proposed 

algorithm named as Wormhole Detection based on 

Neighbor’s Neighbor Scheme (WDNN) which is based on 

2-hop neighbor in WSN. By using this algorithm, we 

enlarges the transmission range of the 2-hop neighbor, the 

faked network topology resulted by wormholes can be 

detected without using extra hardware or clock 

synchronization. By adjusting the transmission range of key 

node, the fake topology created by wormhole is detected. 

Another scheme called Random Walk Route is also 

proposed in which route is chosen without using the low 

latency link which is created by wormholes.  

Chen and et.al; proposed approach which not only 

detect the wormhole attack but also localize the attacker . 

This scheme detects the existence of wormhole attacks and 

accurately localizes the attackers for the system to eliminate 

them out of the network. The detection of attacker is done 

by using communication properties i.e packet uniqueness 

property and transmission constraint property. The main 

idea is to detect whether the communication between the 

mobile beacon and static beacon violates the communication 

properties. The location of the attacker is estimated as the 

center of its communication area by determining the 

intersection points of the chord’s perpendicular bisector. 

Poonam Dabas and Prateek Thakral proposed a 

novel technique in order to prevent the wormhole attack in 

WSN . A WSN is an infrastructure less self-configured 

collection of mobile nodes that arbitrarily change their 

location and hence the topology of the network keeps 

changing. Security has become the primary concern in order 

to provide the protected communication among the nodes. 

The absence of any central authority and shared wired media 

makes it more vulnerable to various attacks at different 

layers. The wormhole attack at network layer is the most 

attention seeking. 

Jayesh Kataria et.al; they proposed a scheme to 

control flooding of Fake Route Request in Ad-hoc network 

[28]. Reactive routing protocols like AODV and DSR, flood 

the network with route requests whenever a new route is to 

be discovered. The technique of flooding can be easily 

misused by malicious nodes to disrupt the network. 

Generally all nodes have a limit beyond which requests 

cannot be sent. Malicious nodes can easily bypass this limit 

and send out large numbers of fabricated route requests in 

the network, flooding other nodes which ultimately waste all 

of their processing and battery power in forwarding them. 

As a result, genuine route requests get ignored and many 

routes do not get a chance to form. 

Shi and et.al; they proposed a scheme named as 

Secure Neighbor Discovery (SND) [38]. The proposed 

scheme comprises of three phases- network controller 

broadcasting phase, response/authentication phase and 

network controller time analysis phase. In the broadcasting 

phase and response/authentication phase, local time 

information and antenna direction information is exchanged 

between the network controllers and legislate network node. 

In the network controller time analysis phase, the network 

controller can further detect the possible attack using the 

time-delay information from the network nodes. 

Rakesh Matam et.al; they proposed a wormhole-

resistant secure routing algorithm that detects the presence 

of wormhole during route discovery and prevents such 

routes from being established [39]. During route discovery, 

the proposed algorithm monitors for alternate paths for a 

cached RREQ and eliminate that RREQ which fails to meet 

the necessary and sufficient condition. This algorithm uses 

unit disk graph model to determine the necessary and 

sufficient condition for identifying a wormhole-free path. 

III. DETECTION OF MALICIOUS BEHAVIOR 

In AODV routing protocol a malicious nodes can easily 

disrupt the communication. A malicious node that is not part 

of any route may launch Denial of Service (DoS) Attack. 

Also once a route is formed, any node in the route may turn 

malicious and may cease forwarding packets, alter them 

before forwarding or may even forward to an incorrect 

intermediate node. Such malicious performance by a 

misbehaving node cannot be detected for in pure AODV 

protocol [33]. During the judgment process the neighbors 

send their conclusion about a node. When the node collects 

all conclusions of neighbors, it decides about honesty 

behaviour of reply’s sender node. The decision is based on 

the following cases which are used to judge about honesty 

of a node facilities of AR2. 

A. Steps to Judge an Honesty Node 

CASE 1: If a node delivers many data packets to 

destinations, it is supposed as an honest node. 

CASE 2: If a node receives many packets but do not sent 

same data packets, it is probable that the current node is a 

misbehavior node. 

CASE 3: When the case 2 is correct about a node, if the 

current node has sent any Route REPLY packets; therefore 

surely the current node is misbehavior node. 

CASE 4: When the case 2 is correct about a node, if the 

current node has not sent any Route REPLY packets; 

therefore the current node is a failed node. 

B. Algorithm to Isolate Malicious Node 

Given: Network N with node radius r, wormhole number 

c=0 

While check every node m in N 

do 

Expand radius of m to R = 2r 

For each node n in N (m) do 

If there exists once d ϵ N (m) and d Ɇ N (m) 

Then c+1 

End for 

End while 

C. Explanation of Algorithm 

Step 1: Source node sends the RREQ to the next neighbour 

node. If the route is found sends a RREP to the source node. 

Step 2: If the route is established then source node sends 

data packet to the next node. 

Step 3: If the intermediate node is a malicious node it will 

drop the packets which it receives from the neighbour node. 
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Step 4: The malicious node may send the fake RREQ to 

other nodes. So stop fake route request by ignoring the 

RREQ from the malicious node. 

 
Fig. 1: 

D. Simulation Setup 

While simulating the MANET behavior I considered 

following network parameters and their values. Total 

number of nodes is 50. Ad-hoc on demand routing protocol 

is used for communication among nodes. The nodes are 

connected by wireless media. 

Parameter Value 

Channel Type Wireless Channel 

Radio Propagation Model Two way Propagation 

Interface Queue Type Queue 

Maximum Packet in IFQ 50 

Routing Protocol AODV 

Mac Type Mac 802_11 

No. of Nodes 50 

Network Interface Type Wireless 

Antenna Type Omni Antenna 

Table 1: Network Parameter and their values used 

IV. SIMULATION RESULT AND DISCUSSION 

Here we described the simulation used for analyzing the 

performance of WSN under Wormhole attack in term of 

total packet sent, packet received, packet loss, PDF, energy 

consumption graph and detection rate graph. 

A. Energy Consumption Graph:  

In Figure 1 we took time on x-axis and energy consumed on 

y-axis while plotting the graph for energy consumption. As 

we saw in simulation data, the amount of energy 

consumption kept increasing with time. The straight upward 

line specifies the increasing rate of energy consumption in 

the network under wormhole attack. 

 
Fig. 2:  Energy Consumption Graph 

B. Detection Rate: 

In Figure 2, we took time on x-axis and detection rate on y-

axis and plotted the graph using GNUPLOT for a run of 

simulation. As we saw in simulation data, the detection rate 

kept increasing with time. The straight upward line specifies 

the increasing rate of detection of wormhole attack. 

 
Fig. 3: Detection Rate Graph 

V. CONCLUSION AND FUTURE SCOPE 

In this paper, we studied about various types of wormhole 

detection algorithms in WSN and particularly we have 

proposed a new algorithm for detecting a malicious node 

and I studied about various types of attacks which WSN is 

prone to and considered the wormhole attack in particular to 

see its effect on WSN using AODV as routing protocol. In 

this type of attacks many solution have been suggested that 

can be used in network. All these solution have their own 

advantage and disadvantage. Disadvantage are in form of 

requirements (which can either be impractical, costly or else 

affecting other parameters of ad hoc network like mobility 

or decentralization) or their effect on overall performance 

(by increasing load on network).I used ns2.35 network 

simulator and we can draw following conclusion: Due to the 

mobility and open media nature of WSN these networks are 

more prone to security threats as compared to the wired 

network. I saw that the wormhole attack affects the network 

performance which can be analyzed using various network 

parameters like total packets sent, total packets received, 

throughput, packet delivery fraction by the help of 

simulation and graphs, etc. Consequently security needs are 

higher in WSN as compared to the traditional network. 

Hence I need a secure and reliable routing protocol that can 

be rapidly deployed and follows dynamic routing. AODV is 

prone to many attacks like spoofing, fabrication of error 

messages, source route tunneling, modification in sequence 

no. and hop count etc. Wormhole attack is real threat against 

AODV protocol in MANET. Malicious nodes usually target 

the routing control messages. Wormhole attack thus 
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prevents the routes other than wormhole from being 

discovered. 

A. Future Work: 

As currently there are many weak points in the system, 

which can be topic of concern for future research work.       

Some of them are listed below as the future aspects of this 

dissertation work: 

1) In future, this work can also be applied for dense 

network also. 

2) This work can also be applied on various network 

conditions such as the case that the network has 

frequent link breaks between nodes. 

More network parameters can be considered for comparison 

of performance of various routing protocols under this 

attack. 
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