
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 05, 2015 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 1132 

Detecting Secure Routing and Malicious Node Detection in DTN 

Environment 
B.Srinivasan

1
 K.Sangeetha

2
 

1
Associate Professor 

2
Research Scholar 

1,2
Department of Computer Science and Engineering 

1,2
Gobi Arts and Science College, Gobi

Abstract— Mobile nodes in military environments like a 

field of battle or a hostile region area unit there is a 

possibility to suffer from intermittent network connectivity 

and frequent partitions. Disruption tolerant network (DTN) 

technologies are becoming unbeaten solutions that permit 

wireless devices carried by troopers to converse with one 

another and access the confidential information or command 

reliably by exploiting storage device nodes. Some of the 

most difficult issues in this scenario are the enforcement of 

authorization policies and the policies update for secure data 

retrieval. In this proposed work a secure data retrieval 

scheme using Cluster Zone Partition Scheme for 

decentralized DTNs background is used where multiple key 

authorities manage their attributes independently. The 

proposed method demonstrates how to send the data 

securely and efficiently and how to manage the confidential 

data in the disruption tolerant network. 
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I. INTRODUCTION 

In DTN a node could misbehave by dropping packets 

deliberately even when it has the capability to forward the 

data [2]. Devices carried by troopers could also be quickly 

disconnected by jam, environmental factors, and quality, 

particularly after they operate in hostile environments. 

Disruption-tolerant network (DTN) technologies are getting 

sure-fire solutions that enable nodes to converse with one 

another in these extreme networking environments [5].  

Typically, when there is no end-to-end relationship between 

a source and a destination pair, the messages from the 

source node might have to attend within the intermediate 

nodes for a considerable amount of time till the connection 

would be eventually established.  In DTNs information is 

stored or replicated such that only allowed mobile nodes can 

access the required information quickly and efficiently [12]. 

This method is typically noted because the “store-carry-and-

forward” strategy and therefore the routing are set in 

associate degree “opportunistic” fashion [6]. 

For authentication, authorization and access 

management passwords are used. The codeword chosen by 

the user is predictable. This happens with each graphical and 

text based mostly passwords. Users chooses memorable 

codeword, unluckily it means that the passwords follow the 

predictable patterns that are very easy for guessing to the 

attacker. Whereas permitting passwords to the user unevenly 

the usability problems happens, means that user cannot keep 

in mind the random passwords. There are variety of 

graphical codeword systems has been developed; text-based 

passwords suffer with each security and usability problems. 

Because human brain is better at remembering and recalling 

images than text, graphical passwords. 

The password method is very common method for 

the authentication purpose.  Therefore to secure the 

information and every one application, produce a robust 

authentication as we have a tendency to victimization 

passwords within the military areas. So to provide high or 

strong verification the new method is introduced called as 

graphical password technique.  

The main drawbacks for the present graphical 

codeword schemes are the shoulder surfing and usability 

drawback. Even though graphical codeword‟s are tough to 

guess and break, still, the difficulty of the way to design the 

authentication systems that have equally the safety and 

value components is yet one more example of what creating 

the challenge of Human computer Interaction (HCI) and 

security communities. 

The idea of attribute-based encryption (ABE) 

[4,8,12] is a promising approach that fulfills the 

requirements for secure data retrieval in DTNs. ABE 

features a mechanism that enables an access control over 

encrypted data using access policies and qualified attributes 

among private keys and ciphertexts. Especially, ciphertext-

policy ABE (CP-ABE) provides an ascendable method of 

encrypting knowledge specified the encryptor defines the 

attribute set that the decoder has to possess so as to decrypt 

the ciphertext. Thus, totally different users are allowed to 

decode different items of knowledge per the safety policy 

[1].  However, the matter of applying the ABE to DTNs 

introduces many security and privacy challenges. Since 

some users could amendment their associated attributes at 

some purpose (for example, moving their region), or some 

non-public keys may well be compromised, key revocation 

(or update) for every attribute is important so as to create 

systems secure. However, this issue is even tougher, 

particularly in ABE systems, since every attribute is 

conceivably shared by multiple users. 

This implies that revocation of associate attribute 

or any single user in an attribute cluster would have an 

effect on the opposite users within the cluster. For instance, 

if a user joins or leaves associate attribute cluster, the 

associated attribute key ought to be modified and 

decentralized to any or all the opposite members within the 

same cluster for backward or forward secrecy. It‟s going to 

end in bottleneck throughout rekeying procedure or security 

degradation as a result of the windows of vulnerability if the 

previous attribute key's not updated right away. Another 

challenge is that the key escrow obstacle. In CP-ABE, the 

key authority generates personal keys of users by applying 

the authority‟s master secret keys to users‟ associated set of 

attributes. Thus, the key authority will decode each 

ciphertext addressed to specific users by generating their 

attribute keys. 
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II. RELATED WORK 

Disruption Tolerant Networking is a networking design that 

is designed to produce communications within the most 

unstable and stressed environments, wherever the network 

would usually be subject to frequent and long lasting 

disruptions and high bit error rates that would severely 

degrade traditional communications. The storage nodes 

introduced in DTNs wherever information is keep or 

replicated such exclusively approved mobile nodes will 

access the required info quickly and powerfully [3]. Several 

military applications need secure information exchange 

between mobile nodes together with access management 

ways that are cryptographically enforced. In several cases, 

it's fascinating to produce differentiated access services such 

information access policies square measure outlined over 

user attributes or roles that are managed by the key 

authorities. . 

Disruption-tolerant network (DTN) technologies 

have become winning solutions that enable nodes to 

converse with one another in these extreme networking 

environments. Typically, once there is no end-to-end 

association between a source and a destination, the messages 

from the source node might have to attend within the 

intermediate nodes for a considerable quantity of time till 

the association would be eventually established.  

One necessary challenge is that the key escrow 

drawback. In CP-ABE, the key authority generates personal 

keys of users by applying the authority‟s master secret keys 

to users‟ associated set of attributes. Thus, the key authority 

will rewrite each ciphertext addressed to specific users by 

generating their attribute keys. If the key authority is 

compromised by adversaries once deployed within the 

hostile environments, this might be a possible threat to the 

information confidentiality or privacy particularly once the 

information is very sensitive. The key escrow is an inherent 

drawback even within the multiple-authority systems as long 

as every key authority has the entire privilege to come up 

with their own attribute keys with their own master secrets. 

Since such a key generation mechanism supported the one 

master secret is that the basic technique for many of the 

uneven coding systems like the attribute-based or identity-

based coding protocols, removing escrow in single or 

multiple-authority CP-ABE could be an open drawback 

[11]. 

The recent researches show that routing 

misconduct can considerably scale back the packet delivery 

rate and, thus, cause a significant threat against the network 

performance of DTN [10]. 

III. THE PROPOSED METHOD 

This paper projected an attribute-based secure information 

retrieval method with Cluster Zone Partition method for 

restricted DTNs. The projected method features the 

subsequent achievements. First, immediate attribute 

revocation enhances backward/forward secrecy of 

confidential information by reducing the windows of 

vulnerability. Second, encryptors will outline a fine-grained 

access strategy by any monotone access structure 

underneath attributes issued from any chosen set of 

authorities. Third, the key escrow downside is resolved by 

associate degree escrow-free key supplying protocol that 

exploits the characteristic of the localized DTN design. The 

key supplying protocol generates and problems user secret 

keys by playacting a secure two-party computation (2PC) 

protocol among the key authorities with their own master 

secrets. The 2PC protocol prevent the key authorities from 

getting any master secret data of every different such none 

of them may generate the total set of user keys alone. Thus, 

users don't seem to be needed to completely trust the 

authorities so as to guard their information to be shared. 

A. Design Requirements: 

 Data confidentiality: Unauthorized users WHO 

don't have enough credentials satisfying the access 

policy ought to be deterred from accessing the 

plain knowledge within the storage node.  

 Collusion-resistance: If multiple users interact, 

they will be able to decode a ciphertext by 

combining their attributes although every of the 

users cannot decode the ciphertext alone. 

 Backward and forward Secrecy: within the context 

of ABE, backward secrecy implies that associate 

degree user who involves hold an attribute (that 

satisfies the access policy) ought to be prevented 

from accessing the plaintext of the previous 

information changed before he holds the attribute. 

On the opposite hand, forward secrecy implies that 

user who drops an attribute ought to be prevented 

from accessing the plaintext of the following 

information changed when he drops the attribute. 

This Partition Scheme (CZPS) include: 

 Non-predictional ranging 

 Secure syncronization 

 Alert transmission 

 Packet verification 

 Key authorities 

B. Non - Predictional Ranging: 

The main key demand of the ranging part is that every 

ranging node should pass through an expressible path. For 

the needs of this Cluster Zone Partition method ranging, 

nodes move in straight lines till either enough unit collected 

or it's not doable to range. Ranging operations stop before 

completion of the protocol once nodes are not any longer in 

grips or once a node is forced to revolve. In the primary 

step, Synchronization, permits collaborating nodes to 

calculate the distinction in their clocks. In the second step, 

Transmission provides the ranging signal. In the ultimate 

step, information Exchange, involves AN exchange of 

information that terminates with each nodes responsive to 

vary between themselves we tend to horizontally partition it 

into 2 zones A1 and A2. This is often known as hierarchical 

zone partition. Cluster Zone Partition method uses the 

stratified zone partition and unevenly chooses a node within 

the divided zone in every step as an intermediate relay node 

(i.e., information forwarder), therefore dynamically 

generating random routing path for a message. 

C. Secure Synchronization: 

In Synchronization, nodes A and B exchange 2 packets. 

Node A sends its demand of packet containing an encrypted 

data with the pairwise key AB and also the hash of a second 
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packet. The packet is attested employing a message 

authentication code generated using the key AB. 

Node B responds with a packet that is also 

authenticated.  Each nodes store the transmission and 

response time of the 2 packets. For productive 

communication between S and D, S and every packet 

forwarder embeds the subsequent information into the 

transmitted packet. The packet format of ALERT omits the 

MAC header. Because of the randomised routing nature in 

ALERT, there's a universal format for RREQ/RREP/NAK. 

A node use NAK to acknowledge the loss of packets. The 

information field of RREQ/RREP is left blank in NAK 

packets. Flooding primarily based insignificance routing 

sometimes uses ACKs, whereas NAKs area unit usually 

adopted in geographic routing-based approaches to cut back 

traffic value. For identical purpose, we decide to use NAKs.  

1) The zone position of ZD, i.e., the Hth partitioned 

zone. 

2) The encrypted zone position of the Hth partitioned 

zone of S using D‟s public key, which is the 

destination for data response. 

3) The current randomly selected TD for routing.  

4) A bit (i.e., 0/1), which is flipped by each RF, 

indicating the partition direction (horizontal or 

vertical) of the next RF. 

1) Synchronization: 

A RF -->  B : <REQ, EKAB {N
r
B}, H {N

S
}, MACKAB .}> 

A :              t
A

REQ :== Sending time of REQ 

B :              t
B

REQ :== Reception time of REQ 

B :              If N
r
B is fresh and MAC is correct then: 

B RF -->  A : <REP, N
r
B ,, MACKAB {.}> 

B :                t
B

REP :== Sending time of REP 

A :               t
A

REP :== Reception time of REP 

2) Transmission: 

In the Transmission step, node A ranges by causing a 

preamble followed by every individual little bit of time 

being Ns at planned intervals. Node B records the time of 

arrival of the preamble and assembles the bits to reconstruct 

the time being. 

A  --> RNG * : <1 || N
S 

> 

A :      t
A

RNG :== Sending time of RNG 

B :      t
B

RNG :== Reception time of RNG 

B :      N
S

B :== Received RNG nonce 

Node A encrypts and sends a packet to node B via 

RF containing temporal arrangement information and 

distance traveled since the last ranging operation.  Ns is 

additionally sent so as to properly associate sets of temporal 

arrangement information. Node B stores this information till 

all units are complete and computes its range to A using 

signal velocity s. 

3) Packet Verification: 

Verification uses preliminary checks, and information of 

node movement to find alteration caused by a channel load 

by offender. Cluster Zone Partition method is employed to 

investigate ranges and traveled distances to see if a channel 

load by offender has affected the results. .  

Verification begins with preliminary checks that 

embody a check for ranges that area unit too long, 

contiguous ranges whose length differs by quite the 

combined distances traveled by the collaborating nodes, and 

degenerate configurations. Preliminary checks include: 

Cluster Zone Partition method uses protocol 

specifications for making a proper syntax. The elemental 

facet of any protocol is its send operator, however Cluster 

Zone Partition method makes the matching receive operator 

equally important; wherever notation assumes receive 

succeeding send, this makes such assumptions express. 

This algorithm uses a queue structure to keep up 

the ordering of sends and receives. A sender uses a send 

statement that places the sent message on the receiver's 

queue. The send ought to be viewed as taking a worth within 

the sender's address and creating it offered to the receiver. 

The receiver expressly extracts this cost from the front of 

the queue with a receive statement; this places the worth 

within the receiver's address. 

4) Key authorities: 

Key generation centers generate public/secret parameters for 

CP-ABE. The key authorities comprise a central authority 

and multiple native authorities. Assume that secure and 

reliable communication channels between a central authority 

and every authority throughout the initial key setup and 

generation part. Every authority manages completely 

different attributes and problems corresponding attribute 

keys to users. They grant various access rights to individual 

users supported the users‟ attributes. 

IV. CONCLUSION 

The proposed work accomplishes the requirements of data 

confidentiality, collision – resistance and backward / 

forward secrecy.  The data confidentiality and privacy can 

be cryptographically forced against any inquiring key 

authorities or data storage nodes in the proposed scheme. 
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