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Abstract— Network management against security, reliability, 

and performance attacks is an integral part of building 

dependable, high-performance network services. In tradition 

networks, the management practices take mainly remote 

approaches to manage with the ossified network infrastructure 

[1].  However, since Managing disaster events that occur 

within the network by the remote management system on the 

network is the problem. Which are often accumulated and 

enlarged, and the analysis is delayed, inaccurate, unreliable, 

and not scalable. Although a Many embedded approaches 

exists, they are costly and limited to the vendor specific 

applications [2].  So, to overcome these problems, Software-

Defined Networking Solutions has been proposed in order to 

enable flexible network control plane. There is very little 

research on on-line management against network disaster. We 

propose a globally deployable Network Embedded On-line 

Disaster (NEOD) management framework for SDNs. NEOD 

addresses important network management issues including 

agility, accuracy, reliability, and scalability. We have 

identified critical network disaster management metrics to 

adaptively support versatile application requests on SDNs.  
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I. INTRODUCTION 

Unmanaged network failures, congestions, mis-configurations, 

and security attacks are the common causes of on-line network 

disasters and directly relate to network security, reliability, 

and performance. For example, a network failure can be 

caused either by actual faults or deliberate security attacks. If 

it is not detected and managed timely, it will degrade network 

availability and may eventually cause service discontinuation.  

The purpose of network disaster management is primarily to 

determine the root cause in real-time in order to isolate 

disaster within the contained area. It in turn, monitors the 

customer Service Level Agreement conformance, assesses and 

identifies weak areas for network improvement, and predicts 

potential security attacks. Hence, network disaster 

management is an integral part of building dependable, high 

performance network services.  

In the traditional networks, the network disaster management 

practices take mainly remote approaches to cope with the 

ossified network infrastructure [3]. However, the remote 

approach is ineffective for the following reasons: does not 

respond rapidly, not scalable, not reliable, and not accurate. 

A few embedded approaches such as Cisco’s Embedded Event 

Manager and Cisco’s Component Outage On-Line 

Measurement become available. However, they are costly and 

limited to the vendor specific devices. Software-Defined 

Networking architecture has been recently proposed in order 

to enable flexible network control plane, SDN decomposes 

networks using the network distribution, forwarding, and 

configuration abstractions in order to support open 

development environments, efficient network virtualization, 

and management and control cost reduction.  

Particularly, fuelled by increasing data centre networking and 

cloud computing industries, SDN has been building up 

significant momentum toward the production network 

deployment. A lot of research with SDN has mainly focused 

on issues of traffic engineering with various remote controllers 

such as NOX, Beacon, Trema, and Maestro the network 

virtualization with Flow Visor, and the off-line configuration 

programming and management with Resonance, SNAC 

(Simple Network Access Control), OMNI, Frenetic, and Net 

Core [4]. They fundamentally take the remote approach, and 

are vulnerable to various disaster events. Meanwhile, SDN 

opens up a unique opportunity for the network embedded 

management practices.   

Despite the effort by the research community as well as 

network operations to build effective on-line network disaster 

management tools, there is a lack of real field deployed 

systems that subscribe to the purpose. In the traditional 

networks, the network disaster management practices take 

mainly remote approaches to cope with the ossified network 

infrastructure. However, the remote approach is ineffective for 

the following reasons: 

 It does not respond rapidly: Since disaster events that 

occur within the network should be inferred by the remote 

management system on the network edge via polling, 

 Notification, and logging, the diagnosis is delayed and the 

problems are often accumulated and enlarged. 

 It is not scalable: Since the remote event polling 

consumes both system and network resources, it is not 

scalable when the network size or the number of 

monitored components increases. 

 It is not reliable: Since the management message can be 

lost in the presence of link failures and router crashes, it is 

not reliable. 

 It is not accurate: Due to the system and performance 

limitations, the remote management cannot detect detailed 

disaster events within the network devices. 

II. LITERATURE SURVEY 

A. Existing System 

In tradition networks, the management practices take mainly 

remote approaches to manage with the ossified network 

infrastructure. However, since disaster events that occur 

within the network should be inferred by the remote 

management system on the network edge. 

Unmanaged network failures, congestions, mis-

configurations, and security Attacks are the common causes of 

on-line network disasters and directly relate to network 

security, reliability, and performance[5]. For example, a 
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network failure can be caused either by actual faults or 

deliberate security attacks. If it is not detected and managed 

timely, it will degrade network availability and may eventually 

cause service discontinuation. The purpose of network disaster 

management is primarily to determine the root cause in real-

time in order to isolate disaster within the contained area. 

1)  Disadvantages 

 The problems are often accumulated and enlarged, and 

the diagnosis is delayed, inaccurate, unreliable, and not 

scalable.  

 Although a few embedded approaches become available, 

they are costly and limited to the vendor specific 

applications. 

B. Proposed System: 

To overcome these problems, Software-Defined Networking 

architecture has been recently proposed in order to enable 

flexible network control plane. And we propose a globally 

deployable Network Embedded On-line Disaster (NEOD) 

management framework for SDNs.  

NEOD addresses important network management 

issues including agility, accuracy, reliability, and scalability. 

We have identified critical network disaster management 

metrics to adaptively support versatile application requests on 

SDNs. 

1) Advantages: 

 Provides control on flow attack 

 Help to prevent from event storm and interface flapping 

 Is accurate, reliable and scalable  

 Cheaper than vendor specific devices 

 Portability: The GUIs of this application is user-friendly 

so it is very easy for the user to understand and respond to 

the same. 

 Reliability: This system has high probability to deliver us 

the required queries and the functionalities available in 

the application. 
 Response time: The time taken by the system to complete 

a task given by the user is found to be very less.  

 Scalability: The system can be extended to integrate the 

modifications done in the present application is improved. 

III. PERFORMANCE REQUIREMENT 

 Increased admin security: The PC should be highly 

secured and accessible only by the administrator to avoid 

the misuse of the application.[6] 

 Portability: The GUIs of this application is user-friendly 

so it is very easy for the user to understand and respond to 

the same. 

 Reliability: This system has high probability to deliver us 

the required queries and the functionalities available in 

the application. 

 Response time: The time taken by the system to complete 

a task given by the user is found to be very less.  

 Scalability: The system can be extended to integrate the 

modifications done in the present application is improved. 

 
Fig 1: Block Diagram of NEOD 

From the figure 1 we can see that the NEOD admin is 

connected to the three clients i,e host 1,host 2, host 3 and it is 

connected to the different types of servers like web server, 

data server ,terminal server and a group of servers, the admin 

is connected to the database to retrieve and store data. 

 
Fig 2: Pictorial View of NEOD 

From the figure 2 we can view that the signals are 

coming from satellite and the signals are receiving by satellite 

receiver through Internet Service Provider(ISP) and it is 

connected to the router, which routes the packets. Switch is 

connected to the switchbox and internet. NEOD Dashboard is 

used to display the work effiency through graphical 

representation. 
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 Fig 3: Data Flow Diagram 

Data flow models are used to show how data flows 

through a sequence of processing steps. The data is transferred 

at each step before moving on to the next stage. These 

processing steps or transformations are program functions 

when data flow diagrams are used to explain a software 

design. 

 
Fig 4:  Sequence Diagram for Manager and Client 

This diagram i,e figure 4, describes identified use 

cases, i.e. the sequence of events which occur while 

performing the activities by the user are described in a time 

based manner.A sequence diagram in Unified Modeling 

Language (UML) is a kind of interaction diagram that shows 

how processes operate with one another and in what order. 

Sequence diagrams are sometimes called event diagrams, 

event scenarios, and timing diagrams. 

IV. CONCLUSION 

The traditional networks, as well as the current SDN, mainly 

take remote approaches to network management where 

measured data are sent to a remote monitor or controller. We 

have shown that they are ineffective and vulnerable to various 

network disaster events using concrete examples including 

new flow attacks, interface flapping, and event storm. We 

proposed a Network Embedded On-line Disaster (NEOD) 

management framework that works on SDN architecture. 

NEOD is  

Vendor agnostic, and succinctly addresses the issues 

of agility, accuracy, reliability, and scalability with a switch 

embedded light-weight detector/analyzer, rendering itself as a 

practical network disaster management system. 
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