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Abstract— Vehicular ad-hoc network are used in variety of 

application due to its property to adapt to any application 

requirement. It also has a key advantage than other networks 

as it provides mobility. It is best suited for applications 

which are distributed in nature. Mobile node is internet 

connected device which is in frequent movement hence its 

attachment to internet changes frequently. Mobile nodes are 

gaining importance in military application due to this 

property. Military personals carry the wireless device to 

communicate with each other and also use to retrieve 

confidential data by exploiting the external storage nodes. 

As confidential data is transmitted it must be accessible only 

for authorized users. This report provides authorization by 

utilizing (CP-ABE). This technique overcomes the key 

escrow problem which was found previous approaches. It 

provides authorization based on attributes. Each military 

personal is provided a separate key for his region. He can 

retrieve or send data to his own region and other regions 

data cannot access by him. Thus provides a reliable 

transmission of data. 
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I. INTRODUCTION 

VANETs are a subdivision of MANETs (Mobile Ad-hoc 

systems) in which communication hubs are vehicles. Such a 

system must manage an extraordinary number of 

exceptionally versatile hubs, in the long run scattered in 

diverse streets. In VANETs, vehicles can convey one 

another. Additionally, they can unite with a foundation to 

get some administration. This base is thought to be situated 

along the streets. Information traded over VANETs 

regularly assumes an essential part in movement security. 

A network that is formed by itself and functions 

without the necessity of a central control is called a 

MANET. The nodes in the network play both the role of a 

router and a data terminal.  

A wireless communication medium is used by 

nodes in the network. A sub set of MANETs is a VANET. 

Whenever deploying networks in areas which are not 

feasible for the infrastructure ad hoc networks is beneficial. 

There is another advantage of using ad hoc networks and 

that is there is no need of involvement of administrator for 

deploying these networks. One of the major challenges in 

vehicular networks that are of large scale is the 

administration of such huge networks.  

There are two types of communication in VANET 

 Vehicle to Vehicle communication (V2V) 

 Vehicle to Infrastructure communication (V2I) 

In vehicle to vehicle communication two nodes can 

communicate with each other without any aid of network 

but in vehicle to infrastructure communication two nodes 

uses network aid for communication. Wireless devices 

become temporarily disconnected due to various reasons 

like factors affecting the environment, jamming of networks 

and mobility specially when used in military networks. A 

solution that allows communication of nodes is possible 

through technologies such as Disruption Tolerant Networks 

(DTNs). The nodes which need to send messages require 

that they wait for a certain amount of time if there is no 

connection between a source and destination pair across its 

ends. 

 Storage nodes in which replicated or stored data 

can be accessed by authorized mobile nodes in which the 

data can be accessed efficiently and quickly are introduced. 

Confidential data requires extra protection in applications 

related to the field of military for accessing methods that 

need to be controlled through cryptographic techniques. 

User attributes with data policies can be managed by key 

authorities to provide distinct services of access. Attribute 

keys which can be managed and issued by multiple 

authorities independently are referred to as DTN 

II. PROBLEM STATEMENT 

The issue of this framework is to characterize Cipher text-

policy attribute-based encryption (CP-ABE) is a promising 

cryptography answer for the access control issues. Than the 

issue of applying CP-ABE in decentralized DTNs presents a 

few security and protection challenges concerning the 

quality denial, key escrow, and coordination of properties 

issued from different authorities. 

A. Objective 

 Provides scalability to access confidential data. 

 To provide decentralized authentication 

mechanism. 

 To prevent key escrow problem which present in 

traditional approach. 

III. RELATED WORK 

ABE comes in two categories called key-policy ABE (KP-

ABE) and cipher text- policy ABE (CP-ABE). In KP-ABE, 

the encryptor only gets to label a cipher text with a set of 

values. A policy chosen such that the user knows which 

cipher text can be decrypted and which of the keys can be 

issued by the key authority. In the case of CP- ABE the roles 

and keys of the cipher text are reversed. Encryption of the 

cipher text is done with simply a key being created with 

respect to a set of attributes and by an access policy that is 

selected by an encryptor. As confidential data can be 

encrypted with the help of corresponding attributes or public 

keys CP-ABE is more preferable than KP-ABE. 

A. Disadvantages of Existing System 

 The challenges of privacy and security are a 

hindrance in DTNs. For users to change each 
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attribute at some point or also for compromising on 

private keys a secure system for revocation of key 

is necessary. 

 The issue is even more complicated when a single 

attribute is shared by multiple users. 

 Private keys are generated by the key authority 

with the help of master secret keys of the authority 

for associated set of attributes for users’ and the 

problem is known as the key escrow problem. 

 The issuing of coordination of attributes from 

distinct authorities is the last challenge considered. 

It is very difficult to manage and issue keys with 

own master secrets to users independently specially 

for fine-grained access policies. 

IV. SYSTEM ARCHITECTURE 

A multi authority CP-ABE scheme is provided in 

decentralized DTNs for retrieving data in a secure way. A 

personalized key is issued to every local authority by using a 

secure 2PC protocol. Updating of attributes can be done 

individually and hence enhancing the security and 

scalability of the system. 

 The CP-ABE algorithm is partially varied so that 

instead of having a new CP-ABE to be built from scratch an 

existing policy for access control can be enhanced. 

 
Fig: 1: System Architecture 

A. Advantages of Proposed System 

 Data confidentiality: Users who are unauthorized 

and who do not satisfy the policy of access with 

necessary credentials should not be allowed to 

access data. Such users should be prevented from 

accessing the key authorities. 

 Collusion-resistance: Decryption of the cipher text 

for multiple users during collusion can be done by 

combining attributes while individual users cannot 

decrypt the cipher text. 

 Backward and forward Secrecy: According to 

attribute based encryption, backward secrecy 

means any client satisfies the access policy to hold 

an attribute are prevented to access the plain text of 

the information exchanged previously before the 

attribute hold. Forward secrecy means the 

information is secured in the forward direction in 

which client loses an attribute must be prevented 

from plain text accessing the data will be exchange 

after the attribute drop. The valued user to access 

of a file must satisfy the access policy. 

V. IMPLEMENTATION 

The goal of system implementation is to create code, test it 

for required output and debug the errors during the program 

execution. System implementation involves testing the 

modules created on the setup and finding that the data is 

generated in the central database manager. 

There are four modules in a system they are 

 Sender 

 Storage Node 

 Key Authority 

 End User 

A. Sender 

In this module, the Sender is responsible for registering the 

Users by providing details Name, Password, Confirm 

Password, Battalion (b1,b2,b3) , Region(R1,R2,R3). Sender 

Browses the data File, encrypts it and gets the key from Key 

Authority Server (KA1, KA2, and KA3). Uploads their data 

files to the Storage Node and sender is authenticated to 

provide privileges for End User. 

B. Storage node 

An entity that is used to store data and give access to 

corresponding users is referred to as a storage node. Storage 

nodes can be static or dynamic. The storage node is assumed 

to be semi-trusted. 

C. Key Authority 

The Disruption Tolerant Network Router (DTN) router 

methods are more successfully implemented in various 

applications of military which includes mobile devices 

wireless having the confidential data that reaches the storage 

node reliable. Storage nodes in DTNs where information is 

stored in such fashion that only authorized nodes can 

perform any operation on it efficiently are introduced. In 

DTN encrypted data file and details will be stored Storage 

Node. 

D. End User 

In this module, the End user can access the file details and 

end user who will request and gets file contents response 

from the DTN Router. If the credential file name and secret 

key is correct then the end user will get the file response 

from the router in Decrypted format. 

VI. TEST CASES 

(a) N

o

. 

Action Input 
Expected 

Result 

Obtained 

Output 

 Sender File Data stored in Data stored 
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1 browsing the 

data 

encrypted form 

 

2 

Sender 

Requesting 

key to Key 

Authority. 

Key 

Auth

ority 

IP 

Address

. 

Key generated 

for file. 

Key Generated 

and send back 

to sender. 

3 

Sender 

Sending  data 

to Storage 

node. 

Storage 

node IP 

address. 

Data stored in 

storage node. 

Data stored in 

storage node. 

4 

Sender 

Registering 

the Battalion 

Auth

ority 

IP 

address 

Battalion 

Registered in 

Authority. 

Battalion 

Registered in 

Authority 

5 

Sender 

Giving 

Permission to 

the Battalion. 

Auth

ority 

IP 

address 

Download 

Permission 

Given to the 

Battalion 

Download 

Permission 

Given to the 

Battalion 

6 
End user 

Login 

Name 

and 

passwor

d. 

End User Login 

successfully. 

End User Login 

successfully. 

7 

End User 

Requesting 

Data. 

Storage 

node IP 

address. 

Data File 

Received 

Data File 

Received. 

Table 1: Test Cases 

VII. CONCLUSION & FUTURE ENHANCEMENT 

This paper provides a reliable transmission of data between 

mobile nodes. It allows the military personal to access 

confidential data in a scalable fashion. It resolves the key 

escrow problem by providing multiple keys for multiple 

military personal. Even if a personal is captured and 

compromises his key all data cannot be accessed only his 

regions data can be accessed. This decentralized access 

control using multiple keys eliminates key escrow problem. 

It also solves the problem of poor network connectivity with 

the help of external mobile nodes due to which it is best 

suited in war scenario where military personal are in 

constant movement. 

This paper provides a technique which efficiently 

retrieves confidential data. In DTN key escrow is one of the 

major problem which has be solved using CP ABE. DTN 

consists of many such problems like dropping all packets, 

flooding, routing information falsification etc. which can be 

addressed. CP ABE cannot with stand attacks which are 

mentioned above hence a technique capable of defending all 

these attacks must be designed. Fine grained key revocation 

is used which removes the burden on user to obtain a key 

from authority after it has been revoked. Fine gained key 

revocation provides scalability. In key revocation there are 

many problems in which scalability is addressed; further 

problems can be addressed in future. 
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