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Abstract— A new decentralized access control scheme for 

secure data storage in clouds that supports anonymous 

authentication. In the proposed scheme, the cloud verifies 

the authenticity of the series without knowing the user’s 

identity before storing data. Our scheme also has the added 

feature of access control in which only valid users are able 

to decrypt the stored information. The scheme prevents 

replay attacks and supports creation, modification, and 

reading data stored in the cloud. We also address user 

revocation. Moreover, our authentication and access control 

scheme is decentralized and robust, unlike other access 

control schemes designed for clouds which are centralized. 

The communication, computation, and storage overheads 

are comparable to centralized approaches. 
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I. INTRODUCTION 

Cloud computing is defined as “a style of computing in 

which largely scalable IT-related capabilities are provided 

as a service” using internet technologies to multiple external 

customers. 

 Progress of many present technologies and 

methods for different computation is described by 

cloud. 

 Cloud separates the application  and information 

resources from the underlying infrastructure and 

the mechanism to deliver. 

 Cloud improves agility, collaboration, scaling, 

and availability, provides the potential for valve 

reduction. 

 Cloud defines the use of collection of services, 

applications, information and infrastructure 

comprised of pools to compute, network, 

information, and storage resources. 

Security is defined as “a state of data being secure 

free from risk.” gives protection against the attackers who 

try to access the data stored in cloud by using the suitable 

algorithms. 

Three important terminologies for cloud security 

 Authentication 

 Access control 

 User privacy 

Authentication is defined as “information quality 

or state of being genuine (original), rather than 

reproduction”. Information is authentic when it is in the 

same state in which it was created, placed, stored and 

transferred. The process of actually confirming that 

identity. The identity of a client is confirmed by validating 

the identity documents and digital certificate helps in 

validating over the network. 

Access control in clouds is gaining attention 

because  it is important that only authorized users have 

access to valid service. A large amount of useful 

information is stored in the cloud, and the information is 

sensitive. 

Types of access control 

 User Based Access Control (UBAC) 

 Role Based Access Control (RBAC) 

 Attribute Based Access Control (ABAC) 

A. Objective 

The problem of this system to remain anonymous while 

publishing all evidence of malpractice. The system stores 

the information in the cloud. Access control mechanism 

plays an important role, so data can be accessed only by the 

authorized users. Verification is also important is that the 

information comes from the reliable source. Security is very 

important in any of the cloud application. Trust is the 

intersection result of good security and privacy. The 

problems of access control, authentication, and privacy 

protection will be solved simultaneously. 

B. Existing system:  

Cloud computing is an emerging technology; each domain 

can use different security and privacy. Security is the main 

issue in storing the information in cloud. This issue is 

defeated by setting a suitable solution to provide the 

security to the information need to be stored in cloud. Cloud 

should provide access control, authentication, user privacy 

and confidentiality to the clients to ensure security. To 

provide the security, data is encrypted before storing to the 

cloud using public-private secret key mechanism. Access 

control in cloud is important that only validated user have 

access to valid service. Centralized approach is used to 

access control, information can be accessed in a centralized 

fashion. 

1) Limitation of Existing system 

 The KDC is a single point of failure. . 

 Not resistant to replay attack. 

 No Authentication to privacy. 

 Write access was permitted only to creator but not 

to the end user. 

 User Revocation is absent. 

C. Proposed System  

Propose a decentralized access control mechanism for 

securing data stored in clouds that supports anonymous 

authentication. In proposed scheme, the user authenticity is 

verified in cloud without having the knowledge of client’s 

identity before storing data. Our scheme also provide an 

additional feature of access control mechanism that permits 

only authorized users to decrypt the stored information. 

 Approach prevents replay attacks and allows to 

create, modify and to read data stored in the cloud. 

 Address user revocation. 
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 Authentication and access control mechanism is 

decentralized. and the system is robust in nature. 

1) Advantages of proposed system 

 It provides access control 

 It is Decentralized architecture(many KDC) 

 Multiple write-modify-read access 

 Uses attribute based encryption 

 User revocation present. 

 It provides Authentication. 

II. ARCHITECTURE OF SYSTEM 

 

Fig. 1: System Architecture 

1) Our Contribution 

 Distributed access control for storing the 

information to cloud so that only authorized users 

with valid attributes can access them. 

 To provide User Authentication to store and 

modify their information on the cloud. 

 Cloud protects the user identity during 

authentication process. 

 Decentralized architecture helps to have many 

KDCs at different places. 

 Authentication and access control mechanism are 

collusion resistant, such that accessing data and 

authentication will not collide with two users. 

 The scheme is resistant to replay attacks. A writer 

whose secret keys and attributes are revoked 

cannot write back old information. 

 Multiple writes and read access for the data in 

cloud is supported by the protocol. 

There are six modules in the implementation part of 

the project they are 

A. Data Provider 

In this module, the data provider can do some tasks like get 

Client details, send to Trustee, Register end users, Verify 

and create User rolls. The Data provider will get client 

details and attach the file for respective client and uploads 

the data in the cloud server and also upload to the Key 

Distribution Centre. After uploading successfully, the data 

provider will send client details to the trustee manager. For 

the security purpose the data provider encrypts the data file 

and then store in the cloud server. The Data owner can have 

capable of manipulating the encrypted data file. The data 

provider can create the user rolls (UBAC, RBAC and 

ABAC) for the particular user. 

1) Roles 

 Enters the Client details 

 Send the Client details to the Cloud server 

 Send the Meta data to the Trustee 

 Registering the end user 

 Assigning user rolls to end users 

 Verifying the cloud information of users. 

B. Cloud Server 

The cloud service provider manages a cloud to provide data 

storage service. In a cloud server Data provider can view the 

registered end user, view the stored files and view owner file 

contents. Data provider encrypts the data files and store in the 

cloud with their tags such as Client ID, client name, secrete key, 

MAC address and achievements for sharing with data 

consumers. To access the shared data files, data consumers 

download encrypted data files of their interest from the cloud 

and then decrypt them. 

Role: It stores the details of the client and end user in 

the encrypted format. 

C. Trustee 

In this module, the trustee manager can receive the Meta data 

from the data provider. The Trustee manager will store the data 

with their tags such as Client ID, Doc name, MAC address of 

the file. 

Role: Helps in the verification process, to compare the 

information in the cloud. 

D. Key Distribution Centre 

In this module, the Key Distribution Centre will distribute 

secrete key for users based on access permission. The end 

user will request secrete key to Key Distribution Centre, 

then KDC will verify and send to the particular user. 

Role: To distribute the key to the end user. 

E. Data Consumer (End User) 

In this module, the end user can request secrete key before 

downloading any files from the cloud server. The user can 

only access the data file with the encrypted key to access 

the file. If the file name and secret key, access permission is 

correct then the end is getting the file response from the 

cloud or else he will be considered as an attacker. Users may 

try to access data files within the cloud only. 

1) Roles 

 Request the secret key 

 Request details 

F. Threat Model (Attacker) 

Attacker adds the malicious data to a file in cloud servers. 

Then the Unauthorized user will considered as attacker. The 

unauthorized user can delete the particular file from cloud 

server. The may be within a cloud or from outside the cloud. 

If attacker is from inside the cloud then those attackers are 
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called as internal attackers. If the attacker is from outside the 

cloud then those attackers are called as external attackers. 

G. Hardware Requirements: 

 System: Pentium-4, operating frequency 3.5GHz 

 Monitor: 14k color Monitor 

 Mouse: Optical mouse 

 Ram: 1GB 

H. Software Requirements: 

 Operating system (OS): Windows 

 Coding Language: Swings, Java- AWT, 

Networking 

 Data Base: MS Access / My Sql 

 Documentation: MS office 

 IDE: Eclipse Galileo 

 Development Kit: JDK 1.6 

I. Test Cases: 

 

 
Table 1: Test Cases 

III. CONCLUSIONS 

We have presented a decentralized access control technique 

with anonymous authentication, which provides user 

revocation and prevents replay attacks. The cloud does not 

know the identity of the user who stores information, but 

only verifies the user’s credentials. Key distribution is done 

in a decentralized way. It helps to provide resistance to the 

replay attack. 

A. Future Scope 

In future, we would like to hide the attributes and access 

policy of a user. 
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