
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 05, 2015 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 1246 

An approach to Maintain and Ensure the Consistency of Data in Multi 

Cloud Storage 
Udaya Theja.V

1
 Rajshekhar Ghogge

2 
Sangamesh

3 

1,3
M.Tech. Student 

2
Associate Professor 

1,2,3
Department of ISE 

1,2,3
Dr. AIT, Bangalore

Abstract— The protection of data stored on infrastructure 

provided by third party organization has been an important 

role for the service providers to store the data and provide 

security .Not only providing security is a role of the provider 

but also recovering from the attack i.e.  Recovering from the 

errors occurred to the data which is a critical part for the 

provider Method to recover from the errors is done through 

regenerating the code. The data encryption and decryption 

of data in order to avoid attacks and minimize the repair 

traffic is done in the user side only. The integrity of data is 

maintained through generating the MAC for each part of the 

code. The MAC is verified when the remote user requires 

the data. The verification of the MAC will play an important 

role remotely during a failure recovery. There will be a 

guaranty the data will be available to the user at all time. In 

this project the data is encrypted and it passed on to the 

trustee the trustee will divide the data into equal parts and 

generate the MAC for each part of the data. Then different 

parts of data are stored in different set of cloud servers 

which will be later downloaded by the user, example like in 

RAID level 6. If there is any attack like modifying the data 

or deleting a file from cloud server the data will be 

regenerated from the remaining cloud and single whole file 

of data is generated by the trustee and it will be available to 

the user based on the secret key provided by the user. 
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I. INTRODUCTION 

Cloud computing is a dynamic scalable resources as one of 

the service through the internet .Companies like Amazon 

and others will provide the cloud computing services .There 

will be a problem that the user may lose the control over 

their own data as the user will not be knowing the actually 

process. The data availability and accessing in a real word 

process is the responsibility of the cloud providers. The 

company will hire the cloud based on leasing service or 

complete purchase of the cloud storage servers for 

application data. The physical environment can be owned or 

managed by the company which hosts it there can be 

application programming interface or by an application 

which makes use of the API of the web management 

systems. Cloud storage service will be based on highly 

Virtual structure through a broader cloud computing through 

a interfaces and it can be extended to an important part 

which is an important utilized from an off-premises services 

the block storage of the data will be utilized as service in 

cloud computing services. 

 Cloud Computing has extraordinary capability of 

giving powerful computational energy to the general public 

at lessened cost. It gives customer constrained 

computational assets to outsource their enormous processing 

workloads to the cloud, AMD financially appreciate the 

expansive computational force, stockpiling, data 

transmission, and programming are partaken in way of pay-

per-utilization. Security is the primary issue that prevents 

the wide adoption of the promising computing model, 

especially for clients when their secret information is 

accessed and modified during the computation. Client 

expects security from cloud, since the data stored in the 

cloud must be secure and accessed by the authorized user. 

Utility-based usage model permits users to pay per use, just 

like alternative public-service corporation like electricity, 

with comparatively low investment on the top devices that 

access the cloud computing resources. Cloud users will 

request/rent resources as they become necessary, in an 

exceedingly far more scalable and elastic manner. A 

provision ought to be created in order that all resources are 

created on the market to the users to satisfy their likes. 

II. PROBLEM STATEMENT 

Cloud storage is an on-interest data contracting service 

model, and it gained popularity due to its versatility and its 

upkeep expense is low.. But security concerns remain as it is 

when data to be stored in the third party service provider. 

The client providers will look over the data consistency 

because if there is any accidental corruption of data and if 

the cloud service provider is compromised. The main reason 

of storing the data in clouds is that written once and rarely 

read by the user or the owner of the data. So it will be a 

useful to recover the data when any disaster occur like data 

is corrupted or the cloud is failed. There huge lot of archive 

data to be checked and whole checking of data is prohibited. 

 Cloud storage, all data is stored in a single cloud 

server will be prone to single point failure to the data stored 

in cloud and encounter the vendor lock-ins. So to overcome 

the possible solution is to divide the data and store in 

multiple cloud servers. Thus to overcome the failure of 

cloud we make use of other cloud servers which are 

surviving and write the reconstruct the data of the failed 

cloud servers. Single server has algorithms like POR and 

PDP cloud case. MR-PDP and HAIL can be extended to the 

integrity checks for a multi-server setting utilizing that 

duplication and eradication coding individually. Eradication 

coding (e.g., Reed-Solomon codes) has low overhead 

storage than the duplication with the fault tolerance. Field 

measurements will show that a large merchants will 

encounter a  disk/sector system commonly which may cause 

permanent loss.  

 To minimize the repair traffic in order to achieve 

this by reconstructing a entire file during repair operation as 

in EC codes but there is a chance of regenerating a particular 

chunk of corrupted data chunk stored in a cloud of the 

original file from the remaining the servers so that data 

consistency is maintained though preserving the repair 

traffic will save the bandwidth utilization same procedure 
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was applied in HAIL but it was based on per file basis and 

also the distributed data across the multiple  cloud  servers. 

So if anyone wants to repair the lost data so he may access 

the whole file to regenerate the lost data. 

III. RELATED WORK 

In existing systems there are many conceptual methods for 

the multiple cloud storage which are mainly based on the 

erasure codes and regenerate complete file to over the 

failure occurred. The procedures are as follows like HAIL 

would provide the data consistency and guarantee that data 

would be available to the users whereas RACS uses erasure 

codes to overcome the vendor lock in problems during 

switching from one cloud to other clouds it does when it 

come know that the cloud would fail so that data should 

move to another cloud. But in DEPSKY will take care of the 

fault by combing both the methods like encryption and 

erasure codes coding for stored data.  

Disadvantages of the existing system are as follows 

 If an organization wants to switch the data from 

one cloud server to another cloud there is guarantee 

that data will be lost and cannot be regenerated 

with a single cloud.  

 If the data has accidently deleted or corrupted or 

compromised by the attacker. 

 Main concern is that the data will be stored in third 

party cloud storage providers. 

 Corruption of data  due to failure of the cloud 

servers. 

IV. SYSTEM ARCHITECTURE 

Architecture will give an abstract idea of the product 

developed .The description of a system is organized in a 

way that it gives a genuine reason about the structure of the 

product like external view of product , relationship in 

between the modules of the product and overall system 

implementation. Now a day's formalized language is 

developed to describe about the architecture of the product. 

Architecture the working of work is described in a brief 

manner that loading of content into the text area of the user 

where the data is encrypted for the security purpose of the 

data of the user which he wants to upload to cloud servers. 

The data given by the data owner to the trustee that will split 

the file into required chunks of data packets which is stored 

into different cloud servers along with splitting file the 

secret key is generated for each file and the MAC will also 

be generated for the each different packets to maintain the 

integrity of the data. The cloud servers just store the data 

and retrieve the data whenever required by the trustee. 

  The data stored such that there is guarantee that 

data is available for the trustee whenever required. The main 

concept of the architecture is to regenerate the data 

whenever it is corrupted or its been deleted accidently or 

purposely. So at that time data is regenerated from the 

remaining cloud servers . Whenever the user requests the 

data from the cloud server the trustee will check that data is 

stored in cloud servers by owner of the data and if the data is 

not available he will check with the other cloud severs and 

regenerate the data needed by the user and he sends back to 

the user .so we satisfy the data the guaranty of the data 

availability. The integrity of the data is maintained through 

checking the MAC generated by the trustee to the particular 

data .If the MAC has been modified  then the trustee will 

regenerate the data the remaining  the cloud server so we 

will satisfy the integrity of the cloud data storage .In this 

architecture attacker part is also described how the data is 

modified in the cloud server or deleted from the cloud 

servers. Attacker has to specify the name of the file or cloud 

server he want to delete the data from or in cloud servers. 

Due to attacking method the data is also regenerate the data 

from the cloud servers. 

 
Fig. 1: System Architecture 

V. IMPLEMENTATION 

A program is divided into number of modules and they are 

processed independently each module may contain several 

routines .These modules are integrated on later stages to 

develop a successful product .Work has following modules, 

they are 

1) Data Owner 

2) Trustee  

3) Cloud server 

4) Remote User 

5) Threat Module 

Let us discuss in detail about each module. 

A. DATA OWNER 

In this module, the data owner will upload the data to cloud 

server but before uploading data the data owner will encrypt 

the data to be uploaded and the key for decryption will be 

shared to the trustee .The data owner is capable of 

manipulating the encrypted data file with the trustee 

permission to access the file this is need only after 

uploading the file to cloud servers. 
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Fig. 2: Data Owner 

B. Trustee 

The trustee module is an important module in this work 

which does all the controlling operations in this work .when 

a data owner will upload the data it will divide the into four 

equal parts and store it in the cloud servers. Before 

uploading the data to the cloud servers the trustee will 

generate a hash value for each part of the data divided for 

security purpose.  If the remote user wants to download the 

data the trustee will verify the remote user using secret key 

provided by the remote user if the secret key is valid the 

trustee will check for the cloud status such that data is not 

corrupted by the hacker or someone else if not then the 

trustee will integrate the data divided and will passed on the 

remote user. 

  If data is corrupted the trustee will regenerate the 

data from the remaining cloud server which are not 

corrupted and the data can be downloaded by the remote 

user. If the secret is wrong the trustee will not allow the 

remote user to download the required file. The regenerated 

will be passed on the remote user by making use of an extra 

cloud server .the hash value of the data is validated by the 

trustee only. 

 
Fig. 3: Trustee Upload Module 

 
Fig. 4: Trustee Download Module 

C. Cloud Server 

The cloud server module will manage the cloud to provide 

the cloud storage service. The trustee will store the data in 

cloud server. In this work we are using multiple clouds 

(CS1, CS2,CS3, and CS4) for sharing the data to the remote 

user. Each cloud server will have equal sized chunks of data 

of a single data file with hash value and a secret key is 

stored along with the data. Whenever the trustee requests the 

data the cloud server will send the chunks of data based on 

the file name given by the trustee to integrate or regenerate 

the data. 

 
Fig. 5: Cloud Server 

D. Remote User 

In the module the remote user can only access the data with 

the secret key based on credentials provided by the data 

owner to access the file. Trustee will integrate all the files 

and send it to the remote user on demand. 

 
Fig. 6: Remote User 

E. Threat Module 

The attacker will try to modify the data or permanently 

delete the file from the cloud servers. The unauthorized 

access to the cloud server will be considered as an attacker. 

 
Fig. 7: Threat Module 
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VI. TEST CASES 

No Action Input Expected Result Obtained Output 

1 Browse Option. Name of file 
Selected file Content should 

displayed in text area 
Obtained file content 

2 File Encryption. Source file. Selected File should encrypt. File is encrypted. 

3 Key Generation. Encrypted file. Key should be generated. Key is generated. 

4 Upload Operation Encrypted File 
The encrypted file is passed on to 

the trustee. 

The Encrypted file is given to 

the trustee 

5 Split File. 
The single large 

Encrypted file. 

The file Should be divided into 

equal parts 

The file is divided into equal 

parts. 

6 MAC Generation. Encrypted file and key. MAC should be generated. MAC is generated. 

7 Data Transmission. Divided packets of file. 
Each packet of file should be 

stored on to cloud server. 

Files are stored into different 

cloud servers. 

8 Request Secret key 
File name and Address 

of the trustee 

Generated secret key must be 

shared with the remote users. 
Key is generated 

9 
MAC and key 

Verification. 
Received File. 

MAC and Key should be verified 

for received file. 
MAC and Key are verified. 

10 File Decryption 
Received File with Key 

and MAC 
Received file should decrypt. File is decrypted. 

11 
File should be 

downloaded. 
Press Download Button. 

File is downloaded to particular 

destination 

Received file is downloaded to 

particular Destination. 

12 Modify file content 
File name and content to 

be modify 

File content should modified in 

attacker module 
File content is modified 

13 
Delete file from 

cloud server 

File name to be deleted 

and cloud server name 

File should be deleted from cloud 

server 

File is deleted from the 

specified cloud server 

14 MAC Verification. Modified File 
MAC of modified file should not 

be verified 
MAC is not verified 

15 
Regeneration of 

File 

Content from the 

surviving Cloud Server 

File should be regenerated and 

passed on to the trustee 

File is Regenerated and is 

transmitted to trustee. 

16 
File should be 

downloaded. 
Press Download Button. 

Regenerated File should be 

downloaded to particular 

destination. 

Regenerated file is 

downloaded to particular 

Destination. 

Table 1: Tect Cases

VII. CONCLUSION & FUTURE ENHANCEMENT 

I conclude that in recent years there has been a developing 

enthusiasm for the utilization of third party infrastructure to 

store the data in the form of dynamic scalable resource as 

service by cloud through internet. So the need of security is 

an important part for the data in cloud server .Concentrate 

on security concerns as data to be stored in the third party 

service provider. The client providers will look over the data 

consistency because if there is any accidental corruption of 

data and if the cloud service provider is compromised. The 

extreme objective of the security arrangements is to provide 

for example, authentication , confidentiality , integrity to the 

remote client we will be using a algorithm designs like 

Functional Minimum-Storage Regenerating -Data 

Consistency protection the algorithm will regenerate the 

data from the remaining cloud servers that are not attacked 

and reduce the repair traffic which reduces the bandwidth 

utilization . 

 The advantages of the work developed are which 

enable data consistency protect the data, taken care of fault 

tolerance, and economic recovery for stored data in cloud, 

Complete File need not be regenerated thus minimizing the 

bandwidth utilization for repair data, Data lost can be easily 

found. 

 I will be studying and extending the work to fault 

tolerance for the multimedia files with additional security 

features and avoid attacks to make more widely applicable 

in future enhancement. 
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