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Abstract— In recent years, iris recognition is becoming a 

very active topic in both research and practical applications. 

However, fake iris is a potential threat; there are potential 

threats for iris based systems. Iris Liveness Detection 

presents a classification of genuine and fake iris images 

based on dense Scale-Invariant Feature Transform (SIFT) 

and Linear Discriminant Analysis (LDA). Firstly, 

segmentation of the valid iris texture regions from the 

original iris images and normalization of the ring-shape iris 

regions into a unified coordinate system is done. Secondly, 

dense SIFT descriptors are extracted as the low level 

features for iris image classification to obtain the common 

components of texture primitives across different iris 

images. Then cluster the low level features using k-means 

and apply LDA for dimensionality reduction which takes 

advantages of unique dimensionality reduction in features 

compared to Hierarchical Visual Codebook (HVC). Lastly, 

Linear Support Vector Machine (SVM) classifier is 

employed to classify the genuine and fake iris images. 

Extensive experiments are conducted on a database 

containing fake and genuine iris images captured by iris 

devices. Experimental results show that the iris liveness 

detection can detect fake iris and genuine iris effectively. 
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I. INTRODUCTION 

Iris is the area of the eye where the pigmented or colored 

circle, usually brown, blue, rings the dark pupil of the eye. 

Over the past decade, automated personal identification 

based on biometrics has been receiving extensive attention 

due to increasing emphasis on security. Iris image 

classification classifies the iris image to an application 

specific category. This paper focuses on iris liveness 

detection which classifies the genuine and fake iris images. 

Iris recognition is playing an important role in many 

applications such as national ID card, border control, 

welfare distribution, missing children identification, 

banking, etc. 

Biometrics utilizes physiological or behavioral 

characteristics to accurately identify each subject [4]. 

Commonly used biometric features include face, finger 

prints, voice iris, retina, etc. Among these, finger print 

verification has been successfully used in law enforcement 

applications. Face recognition and speaker recognition have 

also been widely studied for a few years and then emerge 

the iris recognition for personal identification. Face is a 

changeable social organ displaying a variety of expressions. 

Iris is a thin, circular structure in the eye and it controls the 

diameter and size of the pupils. It is an annular part between 

pupil and the whole sclera as shown in Fig. 1. 

 
Fig. 1: Structure of Iris. 

The iris of the eye has been described as the ideal 

part of the human body for biometric identification for 

several reasons. It is an internal organ that is well protected 

against damage and wear by a highly transparent and 

sensitive membrane (the cornea). This distinguishes it from 

fingerprints, which can be difficult to recognize after years 

of certain types of manual labor. The iris is mostly flat, and 

its geometric configuration is only controlled by two 

complementary muscles that control the diameter of the 

pupil. This makes the iris shape far more predictable than, 

for instance, that of the face. The iris has a fine texture that 

like fingerprints. Like the fingerprint, it is very hard to prove 

that the iris is unique. However, there are so many factors 

that go into the formation of these textures that the chance of 

false matches for either is extremely low. Even genetically 

identical individuals (and the left and right eyes of the same 

individual) have completely independent iris textures. In 

classification, the class label may correspond to a group of 

subjects with similar properties of iris images i.e. group 

identity.  

 The steps involved in iris image classification are 

iris image preprocessing, feature extraction, encoding and 

iris image classification [1]. Iris liveness detection presents 

iris image classification based on k-means clustering. 

Dimensionality reduction is not unique using hierarchical 

visual codebook. So k-means clustering along with LDA is 

applied. SVM classifier is used to classify genuine and fake 

iris images. Fake iris patterns printed on contact lens, paper, 

plastic plates and glasses usually generate special high 

frequency information, so new methods are used to detect 

printed iris images via frequency analysis [3]. Quality based 

image measures were also used for iris liveness detection. 

State-of-the-art iris recognition methods include Gabor 

phase demodulation, ordinal measures [2], etc. 

II. IRIS LIVENESS DETECTION 

Iris image classification aim to classify an iris image to an 

application specific category. Iris liveness detection 

classifies the genuine and fake iris images. The steps 

involved in iris image classification are iris image 

preprocessing; low level feature extraction; k-means 

clustering and LDA; iris image classification. 
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A. Iris Image Preprocessing 

In order to improve and facilitate later processing, a primary 

processing is performed on iris images. This is the first step 

in iris image classification. It means the segmentation of 

valid iris texture regions from the original iris images and 

normalization of the ring-shape region into unified 

coordinate system. Segmentation plays an important role in 

an iris recognition system since success of the system in 

upcoming stages is directly dependent on the precision of 

this stage. The main purpose of segmentation stage is to 

localize the two iris boundaries namely, inner boundary of 

iris-pupil and outer one of iris-sclera and to localize eyelids 

[5]. Fig. 2 shows block diagram of segmentation stage. 

Segmentation stage includes three following steps:  

1) Localization of iris inner boundary (the boundary 

between pupil and iris).  

2) Localization of iris outer boundary (the limbic 

border between sclera and iris).  

3) Localization of boundary between eyelids and iris. 

 
Fig. 2 Block diagram of segmentation. 

Segmentation is a process of finding the most 

useful portion of the iris image for further processing [6], 

[7]. The localized iris is then normalized to a rectangular 

block with a fixed size radius being in correspondence to the 

width of the block and angular displacement θ being in 

correspondence with the length of the block as shown in Fig. 

3. Iris area is obtained as a normalized strip with regard to 

iris boundaries and pupillary center. 

 
Fig. 3: A model for normalization. 

B. Low Level Feature Extraction 

Feature extraction involves reducing the amount of 

resources required to describe a large set of data. When 

performing analysis of complex data one of the major 

problems stems from the number of variables involved. 

Analysis with a large number of variables generally requires 

a large amount of memory and computation power or 

a classification algorithm which overfits the training sample 

and generalizes poorly to new samples. Feature extraction is 

a general term for methods of constructing combinations of 

the variables to get around these problems while still 

describing the data with sufficient accuracy. The main aim 

to obtain common components across different iris images. 

Dense Scale Invariant Feature Transform (SIFT) is 

used as the low level features for image classification. A 

SIFT feature is a selected image region (also called 

keypoint) with an associated descriptor. Keypoints are 

extracted by the SIFT detector and their descriptors are 

computed by the SIFT descriptor. At first, the gradient 

information encoded in SIFT provides a generic description 

of local regions for all iris images. Then, histogram is 

derived from SIFT. SIFT descriptors are computed at local 

regions using a 16 × 16 window, and each window is 

divided into 4×4 cells. Image gradients within each cell are 

quantized into a 8-bin histogram, which results in a 128-D 

SIFT feature. The SIFT descriptors are densely extracted 

from the normalized iris images. Finally, 913 SIFT 

descriptors can be obtained from each normalized iris image 

as the statistical texture features for iris image classification. 

C. K-Means Clustering and Linear Discriminant Analysis 

K-means clustering is a method of vector quantization and is 

popular for cluster analysis. K-means clustering aims 

to partition n observations into k clusters in which each 

observation belongs to the cluster with the nearest mean, 

serving as a prototype of the cluster. The most common 

algorithm uses an iterative refinement technique. Due to its 

ubiquity it is often called the k-means algorithm 

Given an initial set of k means m1
(1)

,…,mk
(1)

  the 

algorithm proceeds by alternating between two steps. 

Assignment step: Assign each observation to the cluster 

whose mean yields the least within-cluster sum of squares 

(WCSS). 

Since the sum of squares is the squared Euclidean 

distance, this is intuitively the "nearest" mean. 

si
(t) 

= {xp:║xp-mi
(t)

║
2
≤║xp-mj

(t)
║

2
¥j, 1≤j≤k},      (1) 

where each xp is assigned to exactly one s
(t)

, even if 

it could be assigned to two or more of them. 

Update step: Calculate the new means to be 

the centroids of the observations in the new clusters. 

mi
(t+1) 

= 1/║si
(t)

║ ∑ xj€si(t) xj                (2) 

The objective of LDA is to perform dimensionality 

reduction while preserving as much of the class 

discriminatory information as possible. It is a method used 

in statistics, pattern and machine learning to find a linear 

combination of features that characterizes or separates two 

or more classes of objects or events. The resulting 

combination may be used as a linear classifier, or, more 

commonly, for dimensionality before later classification.  
LDA is closely related to analysis of 

variance (ANOVA) and regression analysis. It is also 

closely related to principal component analysis (PCA) 

and factor analysis. LDA works when the measurements 

made on independent variables for each observation are 

continuous quantities. 

D. Iris Image Classifications 

Support Vector Machines (SVM) classifier is used for iris 

image classification. An SVM classifies data by finding the 

best hyperplane that separates all data points of one class 

from those of the other class. The best hyperplane for an 

SVM means the one with the largest margin between the 

two classes. Margin means the maximal width of the slab 

parallel to the hyperplane that has no interior data points. 

The following Fig. 4 illustrates the working of SVM 

classifier.  

 
Fig. 4: Working of SVM classifier. 
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The support vectors are the data points that are 

closest to the separating hyperplane; these points are on the 

boundary of the slab. The Fig.4 shows these definitions, 

with + indicating data points of type 1 and – indicating data 

points of type –1. Thus the SVM classifier is used to predict 

the class labels. 

The following table shows the comparison of 

accuracy using HVC and LDA. Iris liveness detection using 

k-means clustering and applying LDA have greater accuracy 

than using HVC. 

Method Accuracy Sensitivity Specificity 

Liveness detection 

based on HVC 
85% 88% 82% 

Liveness detection 

based on k-means 

clustering and LDA 

 

91% 

 

84% 

 

98% 

 

Table 1: Comparison Table 

III. RESULT AND CONCLUSION 

This iris liveness detection groups the iris images into 

genuine and fake images. The first step in this method is to 

preprocess the iris image i.e. the segmentation and 

orientation of iris images. Then dense SIFT features are 

used for low level feature extraction. The features are then 

clustered by k- means and LDA is applied for 

dimensionality reduction. SVM classifier classifies the iris 

images. The output of the feature extraction and SVM 

classifier for genuine iris is displayed as shown in Fig. 5.  

 
Fig. 5 Feature extracted and classified Output in GUI. 

Clustering the low level features by k-means and 

applying LDA will reduce the dimensionality. Using HVC, 

the dimensionality reduction in features is unique. Therefore 

using k-means clustering and applying LDA can classify 

genuine iris and fake iris more effectively. By comparing 

HVC and LDA, LDA should have better accuracy.  
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