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Abstract— Cryptography is a process used for sending 

information in secret way. Goal of this process is to provide 

protection for information. There are many algorithms exist 

for this process. For cryptography there are algorithms like 

RSA, AES, and DES but here we are using only RSA 

algorithm which is used Encryption and Decryption key. 

Encryption is one way to ensure good security from 

unauthorized access in many fields like military 

communication and medical sciences[1].Image encryption, 

which basically has two stages: 1) In first stage, each pixel 

of image is converted to its equivalent eight bit binary 

number and in that eight bit number, the number of bits, 

which are equal to the length of password are rotated and 

then reversed; 2) In second stage, extended hill cipher 

technique is applied by using involutory matrix, which is 

generated by same password used in second stage of 

encryption to make it more secure[3]. 
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I. INTRODUCTION 

With the advent of technologies, the large numbers of users 

generate and exchange information in various fields such as 

in banking, defence, and financial institutions, e-shopping. 

The exchange of information requires a special security for 

the transmission of information over the insecure network 

and for the storage of information[4][5].So information 

security is becoming more important in data storage and 

transmission. 

Encryption is a process for converting plain text to 

cipher text. An original message (image) is known as 

plaintext and Coded message (image) is called cipher 

text[1][6][7]. Cryptography is the methods that allow the 

information to be sent in a secure form in such a way that 

only receiver able to retrieve the information. However the 

goal of cryptography is not only to provide confidential data 

but also it provides the solution to other problems such as 

authenticity, availability, integrity[4][5]. 

Cryptography has been categorized in two ways:  

 Secret Key Cryptography 

 Public Key Cryptography 

Secret key cryptography is also known as 

symmetric key cryptography which uses a single key to 

encrypt and decrypt the message, both the sender and the 

receiver know the same secret code. Messages are encrypted 

by the sender using the key and decrypted by the receiver 

using the same key. 

Public key cryptography is also known uses a pair 

of keys for encryption and decryption – a public key to 

encrypt the message, and a private key to decrypt it[13]. 

II. IMAGE ENCRYPTION TECHNIQUE: 

A. RSA algorithm: 

RSA is one of the first practicable public-key cryptosystems 

and is widely used for secure data transmission. In such a 

cryptosystem, the encryption key is public and differs from 

the decryption key which is kept secret. In RSA, this 

asymmetry is based on the practical difficulty of factoring 

the product of two large prime numbers, the factoring 

problem. RSA stands for Ron Rivest, Adi Shamir and 

Leonard Adleman, who first publicly described the 

algorithm in 1977. Clifford Cocks, an English 

mathematician, had developed an equivalent system in 1973, 

but it wasn't declassified until 1997.  

1) Operation: 

The RSA algorithm involves three steps: key generation, 

encryption and decryption. 

2) Steps for RSA algorithm: 

 Choose secret primes p and q and computes n = pq. 

 Choose e with (e, (p − 1) (q − 1)= 1. 

 Computes d with de ≡ 1(mod (p − 1) (q − 1). 

 Makes n and e public and keeps p, q, and d secret. 

 Encrypt m as c ≡ me(modn). 

 Decrypt by computing m ≡ cd(modn). 

3) Architecture of RSA Algorithm: 

According to this diagram, there we encrypt image using 

RSA algorithm to protect image from viewing and 

modifying by unauthorized users. In today’s world we 

communicate with one another through text messages and 

digital images.  

It is difficult for hackers to obtain the original 

image rather than text messages. 

 
Fig. 1: Structure 

There we used various steps to encrypt and decrypt 

the image using RSA algorithm: 

 Firstly we load image on which sender wants to 

perform encryption. 

 Apply RSA algorithm on the loaded image. 
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 Now the image is not in original form, it is in 

encrypted form known as cipher image. 

 Sender sends the encrypted image to the receiver 

on the open communication channel. 

Then receiver performs the same process to recover 

the original image. Now receiver decrypt image after 

applying RSA algorithm and apply private key as input to 

RSA Algorithm. 

B. Hill Cipher: 

Hill cipher is a polygraphic substitution cipher based on 

linear algebra. Invented by Lester S. Hill in 1929, it was the 

first polygraphic cipher in which it was practical (though 

barely) to operate on more than three symbols at once. 

1) Operation: 

Each letter is represented by a number modulo 26. (Often 

the simple scheme A = 0, B = 1, ..., Z = 25 is used, but this 

is not an essential feature of the cipher.) To encrypt a 

message, each block of n letters (considered as an n-

component vector) is multiplied by an invertible n × n 

matrix, again modulus 26. To decrypt the message, each 

block is multiplied by the inverse of the matrix used for 

encryption. 

The matrix used for encryption is the cipher key, 

and it should be chosen randomly from the set of invertible 

n × n matrices (modulo 26). The cipher can, of course, be 

adapted to an alphabet with any number of letters; all 

arithmetic just needs to be done modulo the number of 

letters instead of modulo 26. 

Consider the message 'ACT', and the key below (or 

GYBNQKURP in letters): 

 
Since 'A' is 0, 'C' is 2 and 'T' is 19, the message is 

the vector: 

 
thus the enciphered vector is given by: 

 
Which corresponds to a ciphertext of 'POH'. Now, 

suppose that our message is instead 'CAT', or:  

 
This time, the enciphered vector is given : 

 
which corresponds to a ciphertext of 'FIN'. Every 

letter has changed. The Hill cipher has achieved Shannon's 

diffusion, and an n-dimensional Hill cipher diffuse fully 

across n symbols at once. 

2) Decryption: 

In order to decrypt, we turn the ciphertext back into a vector, 

then simply multiply by the inverse matrix of the key matrix 

(IFKVIVVMI in letters). (There are standard methods to 

calculate the inverse matrix; see matrix inversion for 

details.) We find that, modulo 26, the inverse of the matrix 

used in the previous example is 

 
Taking the previous example ciphertext of 'POH', we get: 

 
which gets us back to 'ACT', just as we hoped. 

We have not yet discussed one complication that 

exists in picking the encrypting matrix. Not all matrices 

have an inverse (see invertible matrix). The matrix will have 

an inverse if and only if its determinant is not zero, and does 

not have any common factors with the modular base. Thus, 

if we work modulo 26 as above, the determinant must be 

nonzero, and must not be divisible by 2 or 13. If the 

determinant is 0, or has common factors with the modular 

base, then the matrix cannot be used in the Hill cipher, and 

another matrix must be chosen (otherwise it will not be 

possible to decrypt). Fortunately, matrices which satisfy the 

conditions to be used in the Hill cipher are fairly common. 

For our example key matrix: 

 
So, modulo 26, the determinant is 25. Since this 

has no common factors with 26, this matrix can be used for 

the Hill cipher. 

The risk of the determinant having common factors 

with the modulus can be eliminated by making the modulus 

prime. Consequently a useful variant of the Hill cipher adds 

3 extra symbols (such as a space, a period and a question 

mark) to increase the modulus to 29. 

3) Architecture of hill cipher Algorithm: 

 
Fig. 2: Structure 

There we used various steps to encrypt and decrypt 

the image using Hill encryption algorithm: 

 Firstly we load image on which   sender      wants 

to perform encryption. 

 Apply Hill encryption algorithm on the loaded 

image. 

http://en.wikipedia.org/wiki/Ciphertext
http://en.wikipedia.org/wiki/Invertible_matrix
http://en.wikipedia.org/wiki/Determinant
http://en.wikipedia.org/wiki/Prime_number
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 Now the image is not in original form, it is in 

encrypted form known as cipher image. 

 Sender sends the encrypted image to the receiver 

on the open communication channel. 

 Than receiver perform the same process to recover 

the original image. Now receiver decrypt image 

after applying Hill encryption algorithm. 
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