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Abstract— With the evolution Information and 

communication technology (ICT), the mechanism of 

governance has change. E-governance has evolve has a 

powerful tool to bring in transparency, reduce corruption 

and increase administrative efficiency. The movement 

received compliments with the evolution of cloud-

computing technology. The concept of cloud computing 

becomes important for each government to facilitate its way 

of work, increasing its productivity and all that leading to 

cost savings. Strategy of implementation differs from nation 

to nation for adoption of cloud computing. In this paper, we 

briefly analyze the India‟s initiative of implementing cloud 

computing technique “MeghRaj” and issues‟ pertaining to it. 
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I. INTRODUCTION 

Information and Communication Technologies are the key 

factor for global society development. Innovations in 

information and communication technology are always there 

in order to increase productivity, to change the way we 

work, to grow business economy, to share global knowledge 

and to have automated business processes and 

communications. 

“E-Government” refers to the use by government 

agencies, of information technologies (such as Wide Area 

Networks, the Internet, mobile computing) that have the 

ability to transform relations with citizens, businesses, and 

other arms of government. These technologies can serve a 

variety of different ends: better delivery of government 

services to citizens, improved interactions with business and 

industry, citizen empowerment through access to 

information, or more efficient government management [1]. 

The resulting benefits can be: increased transparency, 

greater convenience, revenue growth, cost reductions, better 

efficiency and performance. Governments have innumerable 

applications that can be automated to increase productivity 

and ease the decision-making and policy enforcement 

processes at a higher level. The E-gvoernance covers the 

following aspect of government processes: [12] 

 Government to Government (G2G): For instance, 

Administration Control, Employment Exchange. 

 Government to Enterprise (G2E):   The high level of 

law enforcement is one of the main characteristics for 

the G2E services.  

 Government to Business (G2B): For instance, 

Tendering/e-tenders/e-procurement, Tax collection and 

related activities. 

 Government to Citizen (G2C): For instance, 

Vehicle/Land Registration, License Issuing. 

With the e-government adoption of cloud 

computing, all government‟s services are virtualized. 

Because e-Government requires 24/7 hours infrastructure 

availability, with cloud computing this can be achieved. 

Also cloud computing application offers unlimited supply of 

data storage, CPU, memory and bandwidth. 

II. INTRODUCTION TO CLOUD COMPUTING 

Cloud computing is a revolutionary concept for many 

businesses, governments and citizens. Definition for Cloud 

computing is that “Cloud computing is a new way of 

delivering computing resources (network, services, servers, 

data storing), not a new technology” [ENISA, European 

Network and Information Security Agency]. The users, like 

businesses, customers, governments or others, can use an 

application without installation at any computers and can 

access to the required data via Internet access. 

Cloud computing is a relatively new business 

model in the convenient, on-demand network access to a 

shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications and services) that 

can be rapidly provisioned and released with minimal 

management effort or service provider interaction."  

Cloud computing can be classified into 4 types based on the 

location where the cloud is hosted. These four types have 

common traits, but they also have different key features. 

The four types of clouds on the basis of their host location 

are listed below. [12][13] 

 Public Cloud: Cloud provider dynamically allocates 

resources on a per-user basis through web application. 

This type, public cloud, allows unlimited access and 

unlimited data capacity for the consumers.  

 Private Cloud: The private cloud is known as an 

internal cloud. The private cloud computing is the next 

generation of virtualization. This type allows increased 

data security and customized IT network control.  

 Hybrid Cloud: Usage of both public and private cloud 

together.  

 Community Cloud: Organizations of the same 

community share computing infrastructure. This cloud 

may be managed by the organization or by a third-party. 
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Fig. 1: Types of cloud [17]

 

Cloud computing offers significant advantages, 

some of them are [3] [5]: 

 Users pay according to the model “pay-as-you-use”, 

avoiding capital investment 

 Scalability –access to the additional resources when 

they are needed 

 Availability – high available application, CPU, file 

system, network, storage space 

 Availability: The cloud is responsible to provide     

24x7 access of its service uptime to the consumers. The 

government agencies can get benefitted in a way that 

they do not have to maintain the infrastructure and 

hence no delays in the delivery of services to the users.  

 Disaster Recovery: The cloud service providers 

generally maintain their data centers at multiple 

locations that are geographically distributed. In case of 

any natural calamity, the data can be well recovered as 

multiple copies are being maintained. The important 

documents need not be taken care of from a physical 

storage point of view by the government agencies. 

 Transparency: As the cloud provides measurable 

services, activities of the users can be well audited 

against any type of misuse. This also helps provide a 

mechanism against corruption. There can be no 

unnecessary delays in the processing of documents. 

 Updation of Technology: Change is an inevitable 

process. The government has to handle many costs 

(software, network bandwidth, personnel training etc.) 

whenever there is a change or update in technology. 

Such costs can be greatly reduced on part of the 

government if these considerations are handled by the 

cloud provider. 

III. ARCHITECTURE OF CLOUD COMPUTING  

The concept of cloud computing would be clear by 

describing the cloud computing architecture. Cloud 

computing provides a set of services and can be represented 

as layered architecture. There are three architectural layers 

according to its provided services:  SaaS, PaaS and IaaS. 

 Software as a Service (SaaS): The capability 

provided to the consumer is to use the provider‟s 

application running on a cloud infrastructure. The 

applications are accessible from various client 

devices, such as a web browser. The consumer 

does not manage or control the underlying cloud 

infrastructure including network, servers, operating 

systems, storage, or even individual application 

capabilities, with the possible exception of limited 

user-specific application configuration settings. 

According to a Gather Group estimate, SaaS sales 

in 2010 reached $ $10 billion and were projected to 

increase to $12.2 in 2011. In the fourth quarter of 

2011, only 17 percent of organizations have 

replaced or plan to replace parts of their core 

business intelligence functions with clouds/SaaS 

offerings. Almost a third (27%) already uses or 

plans to use cloud/SaaS option to augment their 

business intelligence capabilities for specific lines 

of business or subject areas in the next 12 months. 

 Platform as a Service (PaaS): The capability 

provided to the consumer is to deploy onto the 

cloud infrastructure consumer-created or acquired 

Applications, created using programming 

languages and tools supported by the provider. The 

consumer does not manage or control the 

underlying cloud infrastructure including network, 

servers, operating systems, or storage, but has 

control over the deployed applications and possibly 

application hosting environment configurations. 

 Infrastructure as a Service (IaaS): The capability 

provided to the consumer is to provide processing, 

storage, networks, and other fundamental 

computing resources where the consumer is able to 

deploy and run arbitrary software, which can 

include operating systems and applications. The 

consumer does not manage or control the 

underlying cloud infrastructure but has control 

over: operating systems, storage, deployed 

applications, and possibly limited control of 
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selected networking components (e.g. host firewalls). [14] 

 
Fig. 2: shows architectural layer of cloud computing [2]

A. Current Intiatives: 

The Australian government‟s businesses activities are 

dependent upon the Information and Communication 

technologies. With cloud computing, services are delivered 

to the end user‟s devices on demand, but, when cloud 

computing concept is adopted for e-government working, 

there are different requirements concerning security and 

privacy required for the government transactions and 

services for the citizens [3] 

National Association of Software and Services 

Companies (NASSCOM) envisioned and launched 

eGovReach Portal -http://egovreach.in - a solutions 

exchange portal to foster closer interaction and connect 

between the Government Gov. of india launched the the 

portal, in August 2010. It has Been develop by NASSCOM, 

and is hosted on the  Cloud platform. The portal has built a 

rich directory of Service providers in the eGovernance 

ecosystem.  The portal   now   hosts   daily   updates   on   

tenders and opportunities  from  the  Central  and  State  

Governments, local bodies, municipalities, few public sector 

undertaking and banks. The portal also provides latest news 

stories on eGovernance, both at the Central and State levels 

[6]. 

The Vision Statement of the National e-

Governance Plan of the Government of India (NeGP) aims 

at making all the public services accessible to the common 

man in his/her locality  through  common  service  delivery  

outlets  and ensure  efficiency,  transparency  and  reliability  

of  such services at affordable costs to realize the basic 

needs of the common man [7]. 

Most Recent SMAC (Social, Mobile, Analytics, 

Cloud) technology in which Cloud analytics is a service 

model in which one or more key element of data analytics is 

provided through a public or private cloud.  Cloud analytics 

applications and services are typically provided through a 

subscription-based or utility (pay-per-use) model [16]. 

IV. INDIA: GI CLOUD “MEGHRAJ” FOR E-GOVERNANCE 

To harness the benefits of cloud technology, DeitY has 

launched a new initiative named as „MeghRaj‟ for creating a 

Government of India cloud (GI Cloud) computing 

environment at the national level. This initiative will not 

only optimize utilization of IT infrastructure, but also enable 

rapid deployment/replication of e-Gov services.[11] 

The focus of this initiative is to evolve a Strategy 

and implement various components including governance 

mechanism to ensure proliferation of Cloud in government. 

Formulation of the Cloud Policy is one of the primary steps 

that will facilitate large scale adoption of cloud by 

government. In order to drive this initiative a Task Force 

was constituted by Department of Electronics and 

Information Technology (DeiTY).[8] 

The key objective of these projects is:[9] 

 Optimum utilization of existing infrastructure 

 Rapid deployment and reusability: Any software made 

available by any government of department in India can 

be made available to other departments as well without 

additional costs. 

 Manageability and maintainability: It provides single 

point for maintaining Information & Communication 

Technology (ICT) infrastructure in India. 

 Scalability: According to the demands from the citizens 

of India, infrastructure of the government can be 

increased accordingly. 

 Efficient service delivery 

 Security: A security framework for the entire GI Cloud 

will lead to less environmental complexity and less 

potential vulnerability. 

 Increased user mobility 

 Reduced effort in managing technology 

 Ease of first time IT solution deployment 

 Cost reduction 

 Standardization: GI Cloud shall prescribe the standards 

around interoperability, integration, security, data 

security and portability etc. 

According to ShriSatyanarayana, Secretary DeiTY 

(Ministry of Communications & Information Technology),  

Cloud is culturally suitable for India as there is a preference 

for shared infrastructure and service, penchant for recycling 

& reuse and less concerns over piracy of data. “Government 
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of India has developed the first Data Center for public cloud 

through National Informatics Centre (NIC) and an App store 

where citizens can access more than 40 services”, he 

added[10] 

A. Architecture of GI Cloud: 

The GI Cloud is envisaged to consist of multiple National 

and State Clouds. The agencies responsible for operating 

and managing the National and State Clouds may engage 

Managed Service Providers (MSPs) for managing the 

respective cloud computing environments. 

These cloud computing environments will utilize 

the existing network infrastructure such as the SWANs, 

NKN, NOFN integration hubs as well as the internet. 

 
Fig. 3: Overview of GI Cloud

 

GI Cloud consisting of cloud computing 

environments at the national and state levels termed as 

„National Clouds‟ and „State Clouds‟ respectively. While 

one of the National Clouds will be built utilizing the 

infrastructure available under the National Data Centre(s), 

other National Clouds may also be established. These may 

be new or established by augmentation of the existing data 

centres available at state level. Based on demand assessment 

and taking into account security related considerations, 

government may also engage the services of private cloud 

providers.  

The willing state clouds built on state data centres 

can also associate themselves with the GI Cloud and publish 

their services in the GI Cloud Services Directory. 

Services provided by National Clouds would 

include infrastructure (compute, storage and network), 

platform, backup and recovery, infrastructure scaling of the 

State Clouds, application development, migration and 

hosting etc. Over a period of time, other clouds at the 

national level could also provide remote infrastructure 

management for the State Clouds. 

E-Governance progress by using applications 

which other agencies or departments have already developed 

and made available in the government cloud environment. 

The National Cloud and each of the other clouds at 

the national level are envisaged to host an „e-Gov AppStore‟ 

that will act as a common platform to host and run 

applications at National Clouds which are easily 

customizable and configurable for reuse by various 

government agencies/departments at Centre and States 

without investing effort in development of such 

applications. 

B. Main Issue Pertaining To GI Cloud: 

 Lack of common policies among states & centre will 

challenge application reuse. 

 Individual technology stacks and a lack of 

Infrastructure standardization will limit success. 

 The lack of a clear mandate or incentives will affect g-

cloud uptake.[9] 

SR.NO RISK/ISSUE DESCRIPTION 

1 Cloud standards 

Existing cloud standards pertaining to implementation, storage and 

migration need to be interpreted to understand their applicability for the GI 

Cloud environment. 

2 
Security and 

privacy 

Risk of compromise of confidential information and intellectual property 

(IP). Risk of inappropriate access to personal and confidential information 

3 Application design 

Traditional application design approaches are different from cloud based 

application design. All new applications must be designed keeping basic 

cloud design premises in mind. 

4 Integration with legacy environment 

Opportunity for customization of existing applications and services may be 

limited, leading to increased complexity in integrating with existing legacy 

environments. 
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5 Licensing 
Existing software licensing models may not facilitate cloud deployment 

especially from the point of cloud service delivery. 

6 Location of data 

The dynamic nature of cloud may result in uncertainty as to where data 

actually resides (or where it is in transit) at a given point in time. This raises 

concerns related to data ownership, accessibility, privacy and security. 

7 Portability 
Applications developed on one platform may not be portable to, or 

executable on another. 

8 Loss of control 

Loss of control may lead to resistance to change. As the need to maintain 

servers and other data centre infrastructure diminishes, the form of the IT 

function in government may change. 

9 Funding model 

Due to the different funding models like payper-use , subscription etc., some 

part of ICT capital budgeting will need to be translated into operating 

expenses (OPEX), as opposed to capital expenditure (CAPEX). This will 

affect budgeting for ICT and may have an effect on the ICT procurement. 

Table 1: Main Issue Pertaining To Gi Cloud [9]

C. Activities/Projects to be implemented under GI Cloud:-

[8] 

The various projects to be implemented in a phased manner 

as a part of this initiative are as follows: 

 Setting up of National & State Clouds - Cloud 

computing platforms at National and State levels 

 AppStore (e-RAAS, Reusable Application Availability 

Store)- Common platform to host and run applications. 

The overall objective of the National eGov AppStore is 

to create a market place of customizable and 

configurable applications that can be re-used by various 

government agencies/departments at Centre and States 

without investing time and effort in development of 

such applications. There would be minimum 20 

applications to be hosted annual on the AppStore. NIC 

has been identified as the implementing agency for 

eGov AppStore. 

 GI Cloud Services Directory - Single window or portal 

for GI Cloud service delivery 

 Common set of protocols, guidelines and standards for 

GI Cloud 

 Institutional mechanism - To operate and manage the 

GI Cloud environment. 

 Centre of Excellence - For awareness building, best 

practices creation, providing advisory services to the 

departments on cloud adoption, showcasing the cloud 

technologies, international collaboration and research 

and development. 

 Architecture Management Unit To bring out Common 

set of protocols, guidelines and standards for GI Cloud  

V. CONCLUSIONS 

We studied how E-governance will help increase 

administrative efficiency and also studied architecture of 

cloud computing and how it has upper hand over other Grid 

computing. It is observed that we can get better services 

than with traditional computing with reduced cost with help 

of cloud computing. 

We studied India‟s initiative “MeghRaj” and what 

are the issue pertaining to it. It seems security risk remains 

one of the major consideration as far as cloud computing is 

concern. Since the confidentiality of the information stored 

in cloud is one of the risk to be sort out. 
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