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Abstract— The single event upset (SEU), is an unintentional 

change of state in circuit element of any microelectronic 

device such as ASICs, and memory application. In this 

paper, error detection and correction in memory devices 

using MLDD (majority logic decoder/detector) method with 

cyclic redundancy check codes (CRC) is introduced. The 

MLDD is most suitable for memory application due to their 

large number of error correcting capability. The MLDD 

detects, whether a word has errors in the first iteration of the 

decoding, when there are no errors in the decoding end 

without completing the rest of the iteration. In view of most 

words in a memory the average decoding time is greatly 

reduced with error free data. In this paper presents an 

application of cyclic redundancy check (CRC). The CRC is 

very effective for error detection in memory devices and 

digital network. In this technique, this makes the minimal 

power consumption with quite overhead of memory usage. 

Key words: Single Event Upset, Cyclic Redundancy Check 

Codes, LDPC, Error Correction Codes 

I. INTRODUCTION 

Many communication channels subjected to channel noise, 

and thus noise may be introduced in transmission from the 

source to a receiver. Error detection techniques allow 

finding such errors, while error correction enables 

reconstruction of the data in many cases. 
A single event upset (SEU) is a change of state 

caused by ions or electro-magnetic radiation striking a 

sensitive node in a micro-electronics device, [4] for example 

a  microprocessor,  semiconductor memory power transistor. 

The state change is a result of the free charge created by 

ionization in or close to an important node of a logic 

element (e.g. memory "bit").. At deep sub-micron 

geometries, this affects  semiconductor devices in the 

atmosphere [7]. 
In this paper presents an error detection and 

correction using majority logic detector/decoder using cyclic 

redundancy check. Majority logic decodable techniques are 

suitable for memory applications due to their capability to 

detect and correct a large number of errors. 

 
Fig. 1: Memory system schematic with MLDD 

The general idea for achieving error detection and 

correction is to add some extra data (redundancy) to a 

message [8], which receivers can use to check stability of 

the delivered data, and to recover data determined to be 

corrupted. Error detection is required some detection 

algorithm. 

The MLD is based on a number of parity check 

equations which are orthogonal to each other, so that, at 

each iteration, each data bit only participates in one parity 

check equation, except the very first bit that contributes to 

all equations. For this reason, the majority outcome of these 

parity check equations decide the correctness of the current 

bit under decoding. 

In order to improve the decoding performance, 

alternative designs may be used. One possibility is to add a 

error detector by calculating the syndrome, so that only 

faulty bits are decoded. Since most of the code words will 

be error-free, no more correction will be needed, and hence 

the performance will not be affected. Although the 

implementation of an SFD decrease the average delay of the 

decoding process, but increases the complexity to the 

design.  

The SFD in detail is an XOR matrix which 

calculates the syndrome based on the parity check matrix. 

Each parity bit outcome is in a syndrome equation [6]. So, 

the complexity of the syndrome calculator increases with the 

size of the code. A error codeword is detected when at least 

one of the result bit is 1. 

II. EXISTING MLDD WITH PARITY CHECK CODES IN MLDD 

The parity check simplest and most popular error detection 
scheme. Append a parity bit to the end of the data. 
Eg: 
1010110  even parity 
1010111  odd parity 

The code construction LDPC methodology opted 
because of its regular structure promising for very high 
decoding speeds LDPC coding has many advantages 
including large coding gains, and less Computational 
complication [5].                                 

 
Fig. 2: Flow Diagrams of Parity Check Codes. 

http://en.wikipedia.org/wiki/Microprocessor
http://en.wikipedia.org/wiki/Semiconductor_memory
http://en.wikipedia.org/wiki/Ionization
http://en.wikipedia.org/wiki/Semiconductor
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This type of coding also has a more effective BER 

performance than other schemes, like the Reed Solomon 

codes. Another advantage is the ability to pipeline the 

decoder for high-speed implementations in order to reduce 

delay at the cost of registers and latency [9]. Yet another 

advantage is the smaller number of required iterations, and 

therefore lowers complexity, due to being able to deter mine 

if a code word is reached based on the parity-check matrix. 

Parallel architectures have higher throughput and lower 

power dissipation. This disadvantage can be overcome by 

combining different set cyclic codes and low density parity 

check codes [2]. Using parity-check matrix, this code has at 

least an order of magnitude less computational requirement 

than traditional error correcting methods that provide similar 

bit-error rate performance. In the decoding algorithm power 

and throughput optimization is achieved through 
exploitation of massive amount of parallelism, while 

maintaining the manageable core area [10]. Parity bits are 

used the  error detecting code. There are two kinds of parity 

bits: even parity bit and odd parity bit. Here the number of 

ones is counted in a given set of bits and if it is even, it is set 

to a 0. In odd parity, the parity bit is set to 1 if the number of 

ones (not including the parity bit)is even, the number of 

ones in the entire set of bits(including the parity bit)odd. 

When the number of set bits is odd, and then adds 0 to end 

of the data. 
 G = [Ik|P], define the matrix H=[P

T
|In k] (The size 

of His n x (n-k)).  

 It follows that GH
T
= 0.  

 Since c =mG, then cH
T
=mGH

T
= 0.  

The parity-check matrix [1] H can be establish by 

performing Gauss-Jordan elimination on H to obtain it in the 

form,  
H = [P

T
|In-k] 

Where P is a (n-k) x k binary matrix and In k is the 

size n-k identity matrix 

The generator matrix is, G= [ Ik|P] 

The matrix H is called a parity-check matrix [3]. 

Each row of H corresponds to a parity check equation and 

each column of H corresponds to a bit in the codeword. 

III. PROPOSED MLDD WITH CYCLIC REDUNDANCY CHECK 

CODES 

In this paper ML decoder introduced in, the proposed ML 

detector/decoder (MLDD) has been implemented using the 

cyclic redundancy check codes. The block diagram of 

MLDD is given in the fig.3.the MLDD consist of,  
 Cyclic shift register  

 Xor matrix  

 Majority gates  

 Xor gate (for correcting)  

 Control unit  

The inputs are stored in the cyclic shift register and 

shifted to the all taps. The intermediate values in each tap 

are then used to calculate the results of the check sum 

equations from the XOR matrix. After the initial step, in 

which the codeword is loaded into the cyclic shift register, 

the decoding process starts by calculating the parity check 

equations using the XOR matrix. The flow sequence of 

MLDD is given in the fig.5. The resulting sums are then 

forwarded to the majority gate for evaluating its correctness. 

 
Fig. 3: Block Diagram of MLDD 

i) Control unit ii) Buffer 

Finally, the parity check sums provide zero means 

the codeword has been correct. Here the additional hardware 

is performed for error detection shown in fig.4. 
The control unit which triggers the finish flag when no 

errors are detected and  

The output tristate buffers are high impedance 

unless the control unit sends the finish signal so that the 

current values of the shift register are forwarded to the 

output.  

A. Control Unit:  

 
Fig. 4: Control unit 

The control unit involve in the detection process. It uses a 

counter that counters counts up to three iteration. In these 

first three iterations, the control unit evaluates [1] the 

combining them with the OR1gate. 

Then in this value is fed into a three-stage shift 

register that holds the results of the last three cycles. In the 

third cycle, the second OR gate function evaluates the 

content of the detection register. When the result as 0. FSM 

sends out the finish signal indicating that the processed word 

is error-free. 

B. Cyclic Redundancy Check Codes (Polynomial Division): 

A cyclic redundancy check is one of the errors detecting 

method for memory and digital  networks and storage 

devices to detect accidental changes to raw data. Blocks of 

data entering to the systems get a short check value added, 

based on the remainder  of a polynomial  division of their 

contents. 

The process employs a shift register, which denote 

by CRC. CRCs are specifically designed to protect against 

common types of errors on communication channels, where 

they can provide fast and reasonable assurance of the 

integrity of content delivered. However, they are not 

http://en.wikipedia.org/wiki/Error_detection_and_correction
http://en.wikipedia.org/wiki/Telecommunications_network
http://en.wikipedia.org/wiki/Polynomial_long_division
http://en.wikipedia.org/wiki/Polynomial_long_division
http://en.wikipedia.org/wiki/Data_integrity
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suitable for protecting against intentional change of data. 

When stored beside the data, CRCs and cryptographic hash 

functions by themselves do not protect against intentional 

change of data. 

To compute an n-bit binary CRC, line the bits are 

representing the input in a row, and position the (n+1)-bit 

pattern representing the CRC's divisor (called a 

"polynomial") underneath the left-hand end of the row. Start 

with the message to be encoded: This is first padded with 

zeroes corresponding to the bit length n of the CRC. If the 

leftmost divisor bit is 0, do not anything. 

If the input bit above the leftmost divisor bit is 1, 

the divisor is  XOR into the input (in other words, the input 

bit above every 1-bit in the divisor is toggled). Then the 

divisor is shifted one bit to the right, and the process is 

continued until the divisor reaches the right-hand end of the 

input row Since the leftmost divisor bit zeroed all input bit is 

touched, when this process ends the only input bits row that 

can be nonzero are the n bits at the right - hand end of the 

row. The n bits are the remainder of the division action, and 

will also be the value of the CRC function. 

 
Fig. 5: flow sequence of MLDD 

The validity of a received message can easily be 

verified by performing the above calculation again, this time 

with the check bits added as a substitute of zeroes. The 

remainder should equal zero if there are no detectable faults. 

The selection of generator polynomial [11] is the most 

essential part of implementing the CRC algorithm. The 

polynomial must be chosen to make the most of the error-

detecting capabilities while minimizing total collision 

probabilities. 

IV. RESULT AND DISCUSSION 

In this paper the error is detect and correct then reducing the 

power of the system using cyclic redundancy check codes. 

Here the VHDL coding is used to check the result. 

 
Fig. 6(a): Error detection and correction using proposed 

method. 

 
Fig. 6(b): Power calculation using existing parity check 

codes. 

 
Fig. 6(c): Power calculations using proposed cyclic 

redundancy check codes. 

 
Fig. 6(d): The area calculation using existing parity check 

method. 

http://en.wikipedia.org/wiki/Polynomial
http://en.wikipedia.org/wiki/Exclusive_or
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Fig. 6(e): The area calculation using proposed cyclic 

redundancy check method. 

 AREA POWER 
ParityCheck 82%, 5%,11% 4.274W 

Method   

Cyclic 49%, 0%,50% 1.065W 
Redundancy   

Check Method   

Table 1: Comparison between results 

Here the 30 bit binary values are taken. The 

simulation is done in Xilinx 13.2 tool. The VHDL module is 

verified the result and the efficiency of the system can be 

determined by comparing the power and area of the existing 

and proposed method. The simulation results are given in 

the fig 6(a)-6(e). Here observed that the performance of the 

proposed cyclic redundancy check method is better than the 

existing parity check codes. The output results of both 

methods are compared in table 1. 

V. CONCLUSION 

In this project fault detection mechanism, MLDD has been 

presented based on cyclic redundancy check codes. The 

exhaustive simulation results show that the proposed 

technique is able to detect any input pattern. On the other 

hand, the MLDD error detector module has been designed in 

a way that is independent of code size. This makes its area 

overhead quite reduced compared with other approaches. 

The objective was to reduce the decoding time by stopping 

the decoding process when no errors are detected. The CRC 

error detection is reduced the power with little overhead of 

the memory. 
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