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Abstract— Data mining is the technique for extracting useful 

information from the database. It has been an increasing 

important tool for transforming data into information. Data 

mining techniques has been developed successfully to 

extracts knowledge in order to support a variety of domains 

marketing, weather forecasting medical diagnosis, and 

national security. But it is still challenge to mine certain 

kinds of data without violating the data owner’s privacy. 

Privacy preserving is developed as an important concern 

with reference to the success of the data mining. Privacy 

preserving data mining deals with protecting the privacy of 

individual data or sensitive knowledge without sacrificing 

the utility of the data. People have become well aware of the 

privacy intrusions on their personal data and are very 

reluctant to share their sensitive information. In recent years, 

the wide availability of personal data has made the problem 

of privacy preserving data mining an important one. A 

number of methods have recently been proposed for privacy 

preserving data mining. In this paper define on the various 

Privacy Preserving Data mining (PPDM) Techniques are 

available. But the mainly focus Data perturbation technique 

is a popular technique in privacy-preserving data mining. A 

major challenge in data perturbation is to balance privacy 

protection and data utility, which are normally considered as 

a pair of conflicting factors. We argue that selectively 

preserving the task/model specific information in 

perturbation will help achieve better privacy guarantee and 

better data utility. 
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I. INTRODUCTION 

Privacy preserving becomes an important issue in the 

development progress of data mining techniques[1]. Privacy 

preserving data mining has become increasingly popular 

because it allows sharing of privacy-sensitive data for 

analysis purposes. So people have become increasingly 

unwilling to share their data, frequently resulting in 

individuals either refusing to share their data or providing 

incorrect data. In turn, such problems in data collection can 

affect the success of data mining, which relies on sufficient 

amounts of accurate data in order to produce meaningful 

results. In recent years, the wide availability of personal data 

has made the problem of privacy preserving data mining an 

important one. A number of methods have recently been 

proposed for privacy preserving data mining of 

multidimensional data records.In this paper  are various 

Privacy Preserving Data mining (PPDM) Techniques[1][2]. 

Privacy Preserving Data mining techniques can be classified 

in to five approaches: Anonymization, Perturbation, 

Randomized Response, Condensation, Cryptography. But 

the mainly focus Data perturbation technique is a popular 

technique in privacy-preserving data mining. A major 

challenge in data perturbation is to balance privacy 

protection and data utility, which are normally considered as 

a pair of conflicting factors. We argue that selectively 

preserving the task/model specific information in 

perturbation will help achieve better privacy guarantee and 

better data utility[3]. 

In this perturbation approach, the distribution of 

each data dimension reconstructed independently. This 

means that any distribution based data mining algorithm 

works under an implicit assumption to treat each dimension 

independently. A data perturbation procedure can be simply 

described as follows. Before the data owner publishes the 

data, they change the data in certain way to disguise the 

sensitive information while preserving the particular data 

property that is critical for building meaningful data mining 

models[4]. 

II. RELATED WORK 

This chapter focuses on the review of various Privacy 

Preserving Data mining (PPDM) Techniques. Privacy 

Preserving Data mining based on Perturbation approach. 

Jian Wang et. al.[6], they have introduce several 

privacy preserving data mining technologies clearly and 

then proceeds to analyze the merits and shortcomings of 

these technologies. The privacy preserving data mining 

main five techniques are: first is K-Anonymity Approach 

While k-anonymity protects against identity disclosure, it 

does not provide sufficient protection against attribute 

disclosure. There are two attacks: the homogeneity attack 

and the background knowledge attack. Second is 

Randomized Response Techniques were developed in the 

statistics community for the purpose of protecting 

surveyor’s privacy. We briefly describe how RR techniques 

are used for single-attribute databases. Third is 

Condensation Approach uses a methodology which 

condenses the data into multiple groups of predefined size 

for each group, certain statistics are maintained. Fourth is 

Cryptographic Techniques this branch became hugely 

popular for two main reasons: Firstly, cryptography offers a 

well-defined model for privacy, which includes 

methodologies for proving and quantifying it. Secondly, 

there exists a vast toolset of cryptographic algorithms and 

constructs to implement privacy-preserving data mining 

algorithms. And last is Perturbation Approach the 

distribution of each data dimension is reconstructed 

independently. This means that any distribution based data 

mining algorithm works under an implicit assumption to 

treat each dimension independently. In many cases, a lot of 

relevant information for data mining algorithms such as 

classification is hidden in inter-attribute correlations.  

Twinkle Ankleshwaria et. al. [7], they have 

introduced Data perturbation is a popular technique for 

privacy preserving data mining. The major challenge of data 

perturbation is balancing privacy protection and data 

quality, which normally considered as a pair of contradictive 
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factors.  The privacy preserving perturbation main five 

techniques are: 

First is Random Noise Addition Technique is 

presented that privacy breaches as one of the major 

problems with the random noise addition technique and 

observed that the spectral properties of the randomized data 

can be utilized to separate noise from the private data. 

Second is Randomized Responses Technique and the 

geometric data transformation method are combined. Third 

is Condensation technique is to modify the original dataset 

into anonymized datasets so that this anonymized dataset 

preserves the covariance matrix for multiple columns. Forth 

is Random Rotation Perturbation Technique, the data matrix 

is multiplied by a random rotation matrix before publishing 

in order to preserve data privacy. Last one is Geometric 

Perturbation Technique This perturbation techniques is a 

combination of Rotation, Translation and Noise addition 

perturbation techniques. The geometric data perturbation 

can not only provide satisfactory privacy guarantee but also 

preserve modelling accuracy well. 

Stanley R. M. Oliveira et. al.[9], they have 

developed an revisit a family of geometric data 

transformation methods (GDTMs) that distort numerical 

attributes by translations, scalings, rotations, or even by the 

combination of these geometric transformations. Such a 

method was designed to address privacy-preserving 

clustering, in scenarios where data owners must not only 

meet privacy requirements but also guarantee valid 

clustering results. We offer a detailed, comprehensive and 

up-to-date picture of methods for privacy-preserving 

clustering by data transformation. We showed that our 

transformation data methods are simple, independent of 

clustering algorithms, preserve the general features of the 

clusters, and have a sound mathematical foundation.  

Stanley R. M. Oliveira et. al.[10], they have 

developed an family of geometric data transformation 

methods (GDTMs) which ensure that the mining process 

will not violate privacy up to a certain degree of security. 

We focus primarily on privacy preserving data clustering, 

notably on partition- based and hierarchical methods. Our 

proposed methods distort only confidential numerical 

attributes to meet privacy requirements, while preserving 

general features for clustering analysis. To our best 

knowledge this is the first effort toward a building block 

solution for the problem of privacy preserving data 

clustering.  

Bipul Roy,  et. al.[11], they have introduce a tree-

based data perturbation (kd-tree) that distorts confidential 

numerical attributes in order to meet privacy protection in 

clustering analysis. A potential problem with perturbation 

trees is that when the boundaries between data clusters are 

not axis parallel, perturbation trees could create groups 

within which data points are dissimilar. They consider the 

case in which confidential numerical attributes are distorted 

in order to meet privacy protect in clustering analysis.  To 

address privacy concerns in clustering analysis, we need to 

design specific data perturbation methods that enforce 

privacy without losing the benefit of mining. 

  Syed Md. arique Ahmad, et. al.[12],   they have 

developed an fuzzy based data transformation methods are 

proposed for privacy preserving clustering in database 

environment. In case one, a fuzzy data transformation 

method is proposed and various experiments are conducted 

by varying the fuzzy membership functions such as Z-

shaped fuzzy membership function, Triangular fuzzy 

membership function, Gaussian fuzzy membership function 

to transform the original dataset. In case two, a hybrid 

method is proposed as a combination of fuzzy data 

transformation approach specified in case one and Random 

Rotation Perturbation (RRP).  

 M. Naga Lakshmi et. al.[13],  they have developed 

an, privacy preserving clustering method is proposed for 

protecting the underlying sensitive attribute values when 

sharing the data for clustering over centralized data. The 

proposed method based on the concept of fuzzy logic and 

random rotation perturbation. This approach ensures secrecy 

of confidential numerical attributes without losing accuracy 

in results.  

Sara Hajian et. al.[14], They have introduce a novel 

approach for privacy preserving clustering (PPC) over 

centralized data. The proposed technique uses Haar wavelet 

transform (HWT) and scaling data perturbation (SDP) to 

protect the underlying numerical attribute values subjected 

to clustering analysis. Wavelets have been widely applied in 

different computer research areas such as image processing, 

computer vision, network management and data mining. As 

the best of our knowledge, HWT has not been used for 

privacy preserving clustering (PPC) yet. Special properties 

of this transformation such as Parseval’s theorem and 

efficient computation encouraged us to apply this kind of 

wavelet transforms to PPC parameter setting by user.  

Prasannta Tiwari  et. al.[15],  They have developed  

in the algorithm to accurately reconstruct the community 

joint density given the perturbed multidimensional stream 

data information. Any statistical question about the 

community can be answered using the reconstructed joint 

density. Our research objective is to determine whether the 

distributions of the original and recovered data are close 

enough to each other despite the nature of the noise applied. 

We are considering an ensemble clustering method to 

reconstruct the initial data distribution.  

Paul Sudeep G et. al.[16], They have developed a 

Randomization for perturbation of values. The 

Randomization method is a technique for privacy preserving 

data mining in which noise is added to the data in order to 

mask the attribute values of records. The noise added is 

sufficiently large so that individual record values cannot be 

recovered. Therefore, techniques are designed to derive 

aggregate distributions from the perturbed records. 

Subsequently, data mining techniques can be developed in 

order to work with these aggregate distributions. For this 

purpose we shall use the DBSCAN (Density Based Spatial 

Clustering of Applications with Noise) algorithm. 

DBSCAN's definition of a cluster is based on the notion of 

density reach ability. 

R. Udayakumar et. al.[17], In this paper, privacy 

preservation in data mining is done by using random 

projection and multiplicative data perturbation. It proves 

that after perturbation the statistical properties are 

maintained without changing dimensionalities and exact 

values. In this paper, we propose an alternative approach to 

perturb data using multiplicative noise. We make use of 

random projection matrices for constructing a perturbed 

representation of the data. Random projection refers to the 
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technique of projecting a set of data points from a high 

dimensional space to a randomly chosen lower dimensional 

subspace. The analysis shows that it is difficult to recover 

the exact values of any elements of the data even when the 

secret random matrix is disclosed.  

Jie Liu et. al.[18],  They have propose a kind of 

random response method of geometric transformation- the 

combination of the random response technology and the 

geometric transform algorithm. The algorithm is designed to 

solve the shortage of low privacy protection of the 

geometric transform algorithm. It can protect the privacy 

numerical data. 

Theoretical analysis and experimental results show 

that at the same time cost, the algorithm can get better 

privacy protection than the previous algorithms, and would 

not affect the accuracy of mining results.  

Charu C. Aggarwal et. al.[19],  they have a 

discuses  is a typical multi-dimensional perturbation 

technique, which aims at preserving the covariance matrix 

for multiple columns. Thus, some geometric properties such 

as the shape of decision boundary are well preserved. 

Different from the randomization approach, it perturbs 

multiple columns as a whole to generate the entire 

“perturbed dataset”. As the perturbed dataset preserves the 

covariance matrix, many existing data mining algorithms 

can be applied directly to the perturbed dataset without 

requiring any change or new development of algorithms. 

G. Manikandan  et. al.[20],  they have developed an 

hybrid approach for achieving privacy during the mining 

procedure. The first step is to sanitize the original data using 

a geometrical data transformation. In the second stage this 

sanitized data is normalized using a min-max normalization 

approach before publishing.. In future, this work can be 

extended with the use of other normalization techniques 

such as z-score normalization and decimal scaling in the 

second step. 

Keke Chen et. al.[21], they have propose the 

Geometric Data Perturbation (GDP) method. In this paper, 

we describe several aspects of the GDP method. We present 

a random geometric perturbation approach to privacy 

preserving data classification. Random geometric 

perturbation includes the linear combination of the three 

components: rotation perturbation, translation perturbation, 

and distance perturbation. Geometric perturbation can 

preserve the important geometric properties, thus most data 

mining models that search for geometric class boundaries 

are well preserved with the perturbed data. Geometric 

perturbation perturbs multiple columns in one 

transformation, which introduces new challenges in 

evaluating the privacy guarantee for multi-dimensional 

perturbation. We propose a multi-column privacy evaluation 

model and design a unified privacy metric to address these 

problems. We also thoroughly analyze the resilience of the 

rotation perturbation approach against three types of 

inference attacks: naive inference attacks, ICA-based 

attacks, and distance-inference attacks. With the privacy 

model and the analysis of attacks, we are able to construct a 

randomized optimization algorithm to efficiently find a good 

geometric perturbation that is resilient to the attacks.  

III. FRAMEWORK FOR PRIVACY PRESERVING DATA MINING 

In figure 1, framework for privacy preserving Data Mining 

is shown [4]. Data from different data sources or operational 

systems are collected and are pre-processed using ETL 

tools. This transformed and clean data from Level 1 is stored 

in the data warehouse. Data in data  warehouse is used for 

mining. In level 2, data mining algorithms are used to find 

patterns and discover knowledge from the historical data. 

After mining privacy preservation techniques are used to 

protect data from unauthorized access. Sensitive data of an 

individual can be prevented from being misused. 

 
Fig. 1: Framework of privacy preserving data mining [4] 

IV. PRIVACY PRESERVING DATA MINING (PPDM) 

TECHNIQUES  

The various Privacy Preserving Data mining (PPDM) 

Techniques. Privacy Preserving Data mining techniques can 

be classified into five approaches: Anonymization, 

Perturbation, Randomized Response, Condensation, 

Cryptography.[4] 

A. Anonymization based approach 

This method is used to protect respondents' identities while 

releasing truthful information. While k-anonymity protects 

against identity disclosure, it does not provide sufficient 

protection against attribute disclosure. Limitation of this 

approach there are two attacks: the homogeneity attack and 

the background knowledge attack. Because the limitations 

of the k-anonymity model stem from the two assumptions. 

First, it may be very hard for the owner of a database to 

determine which of the attributes are or are not available in 

external tables. The second limitation is that the k-

anonymity model assumes a certain method of attack, while 

in real scenarios there is no reason why the attacker should 

not try other methods. 

B. Condensation Approach 

This approach works with pseudo-data rather than with 

modifications of original data, this helps in better 

preservation of privacy than techniques which simply use 

modifications of the original data. Limitation of this 

approach The use of pseudo-data no longer necessitates the 

redesign of data mining algorithms, since they have the 

same format as the original data. 

C. Randomized Response  

The randomization method is a simple technique which can 

be easily implemented at data collection time. It has been 
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shown to be a useful technique for hiding individual data in 

privacy preserving data mining. The randomization method 

is more efficient. However, it results in high information 

loss. Limitation of this approach Randomized Response 

technique is not for multiple attribute databases. 

D. Cryptographic 

Cryptography offers a well-defined model for privacy, 

which includes methodologies for proving and quantifying 

it. There exists a vast toolset of cryptographic algorithms 

and constructs to implement privacy preserving data mining 

algorithms. Limitation of this approach is especially difficult 

to scale when more than a few parties are involved. Also, it 

does not address the question of whether the disclosure of 

the final data mining result may breach the privacy of 

individual records. 

E. Perturbation Approach 

Independent treatment of the different, attributes by the 

perturbation approach. Limitation of this approach The 

method does not reconstruct the original data values, but 

only distribution, new algorithms have been developed 

which uses these reconstructed distributions to carry out 

mining of the data available. 

V. PRIVACY PRESERVING DATA MINING PERTURBATION 

APPROACH 

Data perturbation is a popular technique in privacy-

preserving data mining. A major challenge in data 

perturbation is to balance privacy protection and data utility, 

which are normally considered as a pair of conflicting 

factors. We argue that selectively preserving the task/model 

specific information in perturbation will help achieve better 

privacy guarantee and better data utility. In this approach, 

the distribution of each data dimension reconstructed 

independently. This means that any distribution based data 

mining algorithm works under an implicit assumption to 

treat each dimension independently. A data perturbation 

procedure can be simply described as follows. Before the 

data owner publishes the data, they change the data in 

certain way to disguise the sensitive information while 

preserving the particular data property that is critical for 

building meaningful data mining models. 

 
Fig. 2: Data perturbation Technique [5] 

The problem we are interested in can be stated as 

follows. An organization has a private database and wishes 

to make it publicly available for data analysis while keeping 

the original data records private. To achieve this goal, this 

organization transforms its database into another form and 

only releases that. A third party data miner or a researcher 

can analyze and discover useful patterns of the original data 

from only the transformed data. This is generally referred to 

as the census model, as illustrated by Figure 4. In this 

perturbation approach, the distribution of each data 

dimension reconstructed independently. This means that any 

distribution based data mining algorithm works under an 

implicit assumption to treat each dimension independently. 

A data perturbation procedure can be simply described as 

follows. Before the data owner publishes the data, they 

change the data in certain way to disguise the sensitive 

information while preserving the particular data property 

that is critical for building meaningful data mining 

models[5] 

 
Table 1.Comparision of different perturbation techniques[7] 

Authors, 

Journol ,year 

Title 

 

Methodology 

/ Algorithm 
Advantages Disadvantages 

Stanley R. M. 

Oliveira 

Journal of 

Information and 

Data Management 

2010. 

[10] 

Privacy 

Preserving 

Clustering by 

Data 

Transformation 

Hybrid Data 

Perturbation 

Method, Random 

pro- 

jection. Privacy-

preserving 

clustering, 

the distorted database must 

preserve the main features 

of the clusters mined from 

the original database and  

An appropriate balance 

between clustering accuracy 

and privacy must be 

guaranteed. 

The main problem is that 

such a method strongly 

introduces changes in the 

distance of points in the 

Euclidean space leading to 

the crucial problem of 

misclassification. 

Bipul Roy 

IJCAIT,2014 

[11] 

Performance 

Analysis of 

Clustering in 

Privacy 

Preserving Data 

Mining 

tree-based 

perturbation, 

kd-tree technique 

microaggregation 

the method is both efficient 

and effective, due to the 

recursive divide and 

conquers technique adopted 

with microaggreagation.  

Higher computational time 

complexity which could be 

inefficient for large data 

sets. 

They do not apply data 

clustering as they have 

limitations when the 

perturbed attributes are 

considered as a vector in 

the Euclidean space. 
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Syed Md. arique 

Ahmad,IJSER,2014 

[12] 

A Fuzzy Based 

Approach For 

Privacy 

Preserving 

Clustering 

fuzzy based data 

transformation, 

Random Rotation 

Perturbation, 

K-Means 

Our main aim is to reduce 

this processing time and at 

the same time provide an 

optimum solution to the 

problem of privacy pre-

serving. method gives lower 

misclassification error for 

all the member functions 

and for all  datasets. 

Fuzzy logic has been 

considered as an attractive 

method for data distortion 

which can reduce the 

information loss. 

Jie Liu, 

IEEE, 2010 

[18] 

Privacy 

Preserving 

Clustering by 

Random 

Response Method 

of Geometric 

Transformation 

random response 

method 

of geometric 

transformation, 

cluster mining 

high degree of privacy 

protection and can get 

correct mining and It can 

protect the privacy 

numerical data. the quantity 

of data that will be mined 

are identified, which can 

transform data in the 

protection of privacy while 

maintaining the similarity 

between data objects 

low privacy protection 

degree, choose only 

numerical attributes and It 

makes more difficult to 

conclude the original data. 

Charu C. Aggarwal 

Springer, 2004 

[19] 

A Condensation 

Approach to 

Privacy 

Preserving 

Data Mining 

Condensation 

multi-dimensional 

data records, 

perturbation 

Method 

This 

approach uses a 

methodology which 

condenses the data into 

multiple groups of 

pre-defined size.and 

For each group, a certain 

level of statistical 

information about 

different records is 

maintained. 

The group, it is not 

possible to distinguish 

different records from 

one another. 

G. Manikandan, 

Middle-East Journal 

of Scientific 

Research 

2013 

[20] 

Hybrid Privacy 

Preserving 

Approach in Data 

Mining 

a geometrical data 

transformation, K-

Means, Min-Max 

normalization 

Min-Max normalization is 

that it   preserves the 

relationships among the 

data values. 

It is without knowing the 

range of the original data, 

the actual sensitive data can 

never be identified and the 

privacy is preserved. 

It is easy to understand a 

translation in only low-

dimensional space. 

However, it does not 

preserve inner product 

according to the definition 

of inner product 

Keke Chen 

IEEE 

2012 

[21] 

Geometric data 

perturbation for 

privacy 

preserving 

outsourced data 

mining 

 

Data perturbation 

,Geometric data 

perturbation · 

Privacy evaluation 

methods are effective and 

provide acceptable values in 

practice for balancing 

privacy and accuracy and 

were performed to measure 

accuracy while protecting 

sensitive data. 

 

Translation always 

preserves distances; 

however, it does not 

preserve inner Product 

according to the definition 

of inner product. The 

major  issue brought by 

distance perturbation is the 

trade off between the 

reduction of model 

accuracy and 

Multiplicative 

Transformation For large 

dataset. 

Table 2: A survey of privacy preserving data mining based on perturbation approach 

VI. CONCLUSION 

Privacy preserving is an important issue in the data mining 

techniques. Privacy preserving data mining has become 

increasingly popular because it allows sharing of privacy-

sensitive data for analysis purposes. Data perturbation 

techniques are one of the most popular models for privacy 

preserving data mining. It is especially useful for 

applications where data owners want to participate in 

cooperative mining but at the same time want to prevent the 

leakage of privacy-sensitive information in their published 

datasets. Typical examples include publishing micro data for 

research purposed or outsourcing the data to the third party 

data mining service providers. In this paper reviewed 



Privacy Preserving Data Mining based on Perturbation Approach: A Survey 

 (IJSRD/Vol. 3/Issue 05/2015/226) 

 

 All rights reserved by www.ijsrd.com 971 

different Perturbation Techniques for Privacy Preserving 

and compared them using different evaluation criteria. 

According to the data set any one can choose from 

perturbation techniques available and preserve privacy of 

data sets. 
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