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Abstract— Using cloud storage, users can remotely store 

their data and enjoy the on-demand high-quality applications 

and services from a shared pool of configurable resources 

available over the cloud, without the need for the client to 

maintain local data storage. However in cloud computing, 

since the data is stored anywhere across the globe, the client 

organization has less control over the stored data. The 

proposed application or software will provide data integrity 

verification by using Merkle Hash algorithm and provide 

encryption/decryption using AES algorithm. With the 

character of low maintenance, cloud computing provides an 

efficient solution for sharing resources available in the 

cloud. But sharing data in a multi-owner group has to 

provide security to the data stored in order to prevent 

unauthorized access by data users. In this paper, we propose 

secure data storage with enhanced third party auditing 

scheme for dynamic multi owner groups in the cloud. 

Finally Load balancing scheme is used to retrieve the data 

from cloud in order to minimize overhead of cloud server. 
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I. LITERATURE REVIEW 

Data outsourcing in Cloud Computing is fast becoming 

economically viable for large enterprises. In fact, this data 

outsourcing is ultimately retrieving user’s control over its 

own data and does not provide any assurance on data 

integrity and availability. On behalf of cloud user, a third 

party auditor (TPA) who has resources and experience that a 

user does not have can be emplaced to audit the integrity of 

large data storage. But user data privacy is still exposed to a 

TPA, which is required to be secured against unauthorized 

leakage. Wang and Shermanetal have proposed a public 

auditing system of data storage security by developing a 

privacy preserving auditing protocol. By which auditor can 

audit without having knowledge of user’s data contents. 

Wang and Sherman also proposed a batch auditing protocol 

where multiple auditing tasks from different users can be 

performed simultaneously by a TPA. A public auditing 

scheme consisting four algorithms (KeyGen, SigGen, 

GenProof, Verify Proof) has been used. KeyGen is run by 

the user to set up the scheme. SigGen is used to generate 

verification metadata. We also implemented the cloud data 

security for the members of the multi owner group by 

retrieving private key from all the owners belonging to more 

than one group. 

A. Introduction 

There is criticism about privacy in cloud model, because of 

the fact that administrator have access to data stored in the 

cloud. They can unintentionally or intentionally access the 

client data. Traditional security or protection techniques 

need reconsideration for cloud. Except for private cloud 

where organization does not have control over the 

equipment, the progress of cloud is seems little slow, 

because organizations think instead of compromising on the 

security of the data, they are still willing to invest in buying 

private equipment to setup their own infrastructure. Security 

issues which are of concern to the client since he/she is 

storing the data or files over the third party service provider. 

To overcome those difficulties, our objective is to ensure the 

enhanced secure cloud storage. More specifically the 

contributions of this paper are the following: 

1) Cloud security has been ensured by using the 

Merkle Hash Tree algorithm which splits the data 

contents to be uploaded into various parts and 

which would be stored in cloud. Even the storage 

part will be the encrypted form of data. 

2) Third party service provider maintains privacy 

preserving auditing to correct the data integrity 

issues.  

3) In order to access whatever data that has been 

stored in cloud that would made via key 

authentication schema. 

4) Owing to these sort of works, the workload would 

be rectified by using Load Balancing schema. 

The rest of the paper is organized as follows: 

Section II explains the Secured cloud storage using MHT. 

The Privacy Preserving auditing to ensure data integrity 

would be explained in Section III. Section IV contains the 

key authentication for cloud access. The load balancing 

concept would be explained in Section V. VI section deals 

with the simulations and results. The final section concludes 

the paper. 

II. SECURED CLOUD STORAGE USING MERKLE HASH TREE 

ALGORITHM 

A Merkle tree is a tree where the value associated with a 

node is a one-way function of the values of the leaf nodes. 

Merkle hash trees are used in cryptography due to their 

simplicity and versatility. We propose a technique for 

traversal of Merkle trees for various tradeoffs between 

storage and computation.  The total space required is 

bounded by 1.5 log2 N/log log N hash values, and the worst-

case computational effort is 2 log N/log log N hash function 

evaluations per output. This problem is pointed out in [1, 

11] but no solution has been provided so far. Our algorithm 

balances the number of leaves that are computed in each 

round. Inner nodes are computed as required and since their 

cost is negligible compared to leaves, the worst case time 

required by our algorithm is extremely close to the average 

case time.  

Algorithm 1: tree hash (maxheight) 

1) Set leaf = 0 and create empty stack. 
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2) Consolidate if top 2 nodes on the stack are at the 

same height: 

 Pop node value Pleftfrom stack. 

 Pop node value Prightfrom stack. 

 Compute Pparent= hash(Pleft||Pright). 

 If height of Pparent= maxheight, output Pparentand 

stop. 

 Push Pparentonto the stack. 

3) New Leaf Otherwise: 

 Compute Pleaf= LEAF-CALC(leaf). 

 Increment leaf. 

4) Loop to step 2. 

Algorithm TREEHASH requires a total of 

2maxheight − 1 computational units for a tree of height 

maxheight, assuming we count hash computations and 

LEAF-CALC computations equally. Fortunately, due to the 

fact that nodes are discarded when no longer needed, 

TREEHASH only requires storage of maxheight+ 1 hash 

values at any stage. This is because at most one height may 

have two pebbles; the rest have at most one each. This 

bound is important in situations where a larger algorithm 

computes TREEHASH incrementally, applying some 

number of computational units to the iteration of steps 2 to 4 

above, and modifying the state of the algorithm’s stack. 

Such intermediate pebbles in the stack are said to comprise 

the tail of the node calculation. For a node n at heighth0, we 

express this bound as Space Tail(n) ≤ h0 + 1.  

A. Key Generation 

The values of the left-most set of stacked existing sub trees 

are computed and stored. Each associated node has a value, 

a position, and a height. In addition, a list of sub trees for 

each level i< L, each initialized with an empty stack for use 

in the modified TREEHASH algorithm. Recalling the 

indexing of the leaves, indexed by leaf ∈ {0, 1, . . .N − 1}, 

we initialize a counter position Merkle tree leaf which is to 

be computed next. 

Algorithm 2: Key-Gen and Setup 

1) Initial Subtrees For each i∈ {1, 2, . . .L}: 

 Calculate all (non-root) pebbles in existing subtree 

atlevel i. 

 Create new empty subtree at each level i (except 

For i = L), with leaf position initialized to 2
ih

. 

2) Public Key Calculate and publish tree root. 

B. Advanced Encryption Standard 

1) (AES) Algorithm 

AES is a block cipher with a block length of 128 bits. 

Encryption consists of 10 rounds of processing for 128-bit 

keys. Advanced Encryption Standard (AES) is the current 

standard for secret key encryption. AES uses the same key 

for both encryption and decryption. The key which is used 

for encryption is also known as the cipher key is also the 

same size as the block. The encryption/decryption can be 

done via symmetric key or asymmetric key. In symmetric 

algorithms, both parties share the secret key for both 

encryption/decryption, and from privacy perceptive it is 

important that this key is not compromised, because 

cascading data will then be compromised. Symmetric 

encryption/decryption requires less power for computation. 

On the other hand asymmetric algorithms use pairs of keys, 

of which one key is used for encryption while other key is 

used for decryption. Generally the private key is kept secret 

and generally held with the owner of data or trusted 3rd 

party for the data, while the public key can be distributed to 

others for encryption. The secret key can't be obtained from 

the public key. In our case since the encryption/decryption is 

performed on trusted 3rd party server, symmetric key is 

used, and it delegates the burden of key management to the 

trusted 3rd party. If key management where to be done at 

clients end it would mean, 

1) Either they have to remember the big key 

2) Store the key in all devices/machine which will be 

used to access the cloud services, which make user 

device a bottleneck. 

3) Individual owner has to take the responsibility of 

sharing the key with specific authorized group of user 

which he/she define. While on the other hand using 

symmetric key encryption the master key or private 

key usage which would be stored in security cloud 

provider per user gives the client the advantage like, 

 Freedom from remembering any key. 

 Client can use any device/machine to access the data 

stored in cloud. 

 The client need not worry as to how the data will be 

shared securely, the client just need to define the 

individual whom he/she wants to share the data with. 

Constants: intNb = 4;  

int Nr = 10, 12, or 14;  

Inputs: array in of 4*Nb bytes  

array out of 4*Nb bytes  

array w of 4*Nb*(Nr+1) bytes  

Internal work array: state, 2-dim array of 4*Nb bytes, 4 

rows and Nb cols 

Algorithm 

void Cipher(byte[ ] in, byte[ ] out, byte[ ] w) f 

byte[ ][ ] state = new byte[4][Nb]; 

state = in; // actual component-wise copy 

AddRoundKey(state, w, 0, Nb - 1);  

for (int round = 1; round < Nr; round++) f 

SubBytes(state);  

ShiftRows(state);  

MixColumns(state);  

AddRoundKey(state, w, round*Nb, (round+1)*Nb-1);  

gSubBytes(state);  

ShiftRows(state);  

AddRoundKey(state, w, Nr*Nb, (Nr+1)*Nb - 1);  

out = state;  

III. PRIVACY PRESERVING BY THIRD PARTY AUDITING 

To securely introduce an effective third party auditor (TPA), 

TPA performs multiple auditing tasks simultaneously and it 

should be able to efficiently audit the cloud data storage. 

The third party auditing process should bring in no new 

vulnerabilities towards user data privacy. Extensive security 

and performance analysis shows the proposed schemes are 

provably secure and highly efficient. In our proposed system 

we use the technique of TPA auditing to provide more 

security to the data stored in the cloud. It allows the user to 

know the information about the data stored in the cloud. The 

TPA doesn't even allow the cloud service provider to read 

the user data. The TPA performs auditing by checking or 

verifying the data either by randomly or manually. The 

verification is made with the help of top hash key value. The 
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top hash value is generated for the first time when the data 

owner uploads the data into the cloud where the data is 

stored in an encrypted form. The top hash value is obtained 

based on the hash key values for the individual parts of data 

which has been generated by merkle hashing .The generated 

top hash will be in encrypted form which will be stored in 

the database.  The manual auditing occurs when TPA checks 

the data with request from the owner. Then TPA will 

generate the top hash value and verifies with the existing top 

hash value in the database. If it matches then the data is 

meant to be secure otherwise the TPA will intimate an alert 

message to the owner's mobile or to his email-id with which 

he/she has been registered with the cloud server. In case of 

random auditing the TPA will check and verify the top hash 

value randomly without data owner's request and if the top 

hash value doesn’t matches then TPA will provide an alert 

message.  

IV. KEY AUTHENTICATION FOR CLOUD DATA ACCESS 

In order to provide authentication each data owner is 

provided with a private key when he/she registers with cloud 

by obtaining the required details. After verifying the details 

the cloud will generate a private key to each of the data user 

who has registered. Each member is said to be have a 

different key with which he/she can provide access to the 

uploaded data. Since we are implementing multi owner 

concept, three members together are considered as a group. 

While accessing the files of data owners within the same 

group, first the data user has to make a request to the cloud 

server which in turn makes request to the data owner. Now 

the data or file is retrieved only after getting private keys 

from all the members of the group. In case if the data user 

from one group is requesting to access data that belongs to 

the data owner of the other group then first the user has to 

make request to the cloud server which makes request to the 

data owner of some other group, here in this case the cloud 

will retrieve the files only after getting private keys from all 

the data owners belonging to both the groups such that in 

order to provide a valid key authentication before providing 

access to the files stored in the cloud. 

V. DATA RETRIEVAL WITH LOAD BALANCING CONCEPT 

The load balancing concept handles the increase and 

decrease in capacity and adapts its distribution decisions 

based on the capacity available at the time a request is made. 

It facilitates networks and resources by providing a 

maximum throughput with minimum response time. While 

retrieving the files the cloud server uses various sub servers’ 

to find and retrieve the files, by which the server with more 

workspace is assigned with more task. So thus with load 

balancing the work load with retrieval of files can be 

reduced. 

VI. SIMULATIONS AND RESULTS 

In this section, we present experiments and evaluation that 

we undertook in order to quantify the efficiency of secured 

cloud storage in modeling and simulating Cloud computing 

environments. The experiments were conducted on a 

machine having configuration: 1.86GHz with 1MB of L2 

cache and 1 GB of RAM running a standard Microsoft 

Window version7 and JDK 1.6. To evaluate the security 

issues in build to evaluate the overhead in building a Cloud 

computing environment called dropbox that consists of a 

TPA, a user group, we performed series of experiments. The 

number of clients in a particular group that need to upload 

data. As of now measures evaluate the computing power 

requirement and security issues requirements to instantiate 

the Cloud simulation infrastructure, no attention was given 

to the user workload experiment was varied from 100 to 

100000.  

But in these experiments the goal of these tests 

above requirements that has been satisfied and attention was 

given to the user workload. Figure 1 shows the amount of 

time and the amount of memory is required to instantiate the 

experiment when the number of hosts in a user group 

increases.  

 
Fig. 1: Time to memory 

Regarding time overhead related to simulation 

instantiation, the growth in terms of time increases 

exponentially with the number of clients/machines. 

Currently, we are investigating the cause of this behaviour to 

avoid it in future versions of it. The next test aimed at 

quantifying the performance of core components when 

subjected to user workloads such as VM creation, task unit 

execution. A single CPU core (1000MIPS), 1GB of RAM 

memory and 2TB of storage. Scheduling policy for VMs 

was Space-shared, which meant only one VM was allowed 

to be hosted in a host at a given instance of time. We 

modelled the user (through the TPA) to request creation of 

50 VMs having following constraints: 512MB of physical 

memory, 1 CPU core and 1GB of storage. The application 

unit was modelled to consist of 500 task units, with each 

task unit requiring 1200000 million instructions (20 minutes 

in the simulated hosts) to be executed on a host.  

 
Fig. 2: Memory Usage in Resource Instantiation 

VII. CONCLUSION AND FUTURE ENHANCEMENT 

In this paper, we designed secured data storage in cloud and 

concentrated mainly on security, integrity, and availability of 

data. It reliefs the client from maintaining any kind of key 

information and allowing the client for using any browser 

enabled device to access the cloud services. It allows the 

client to verify the integrity of the data stored on download 
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or retrieval of its own stored data in cloud. The client can 

share the data securely with specific band of people without 

any overhead of key distribution. Further this idea can be 

enhanced by implementing the secured multi owner concept 

as and application to the cloud users so that the uploaded 

data is secured.   Thus research analysis shows that our 

paper will ensure the security in cloud systems. 
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