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Abstract— The art of information hiding has received much 

attention in the recent years as security of information has 

become a big concern in this internet epoch. As sharing of 

sensitive information through a common communication 

channel has become unavoidable, Steganography is the 

science and art of hiding information. It has gained much 

attention. Steganography means hiding a secret message (the 

embedded message) within a larger file (source cover) in 

such a way that an observer cannot detect the presence of 

contents of the hidden message. Different types of carrier 

file formats can be used, but digital images are the most 

popular one because of their frequency on the Internet. In 

this paper, we are providing a comprehensive survey over 

the Spread Spectrum Image Steganography Hiding Text in 

Digital Data. 
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I. INTRODUCTION 

Steganography or Stego as it is often referred to in the IT 

community, which means, "covered writing" that is derived 

from the Greek language. Steganography is defined by 

Markus Kahn as follows, "Steganography is the science and 

art of communicating in a way which hides the existence of 

the communication. In opposite of Cryptography, where the 

enemy is allowed and able to detect, intercept and modify 

messages without being able to violate certain security 

premises guaranteed by a cryptosystem, the main moto of 

Steganography is to hide messages inside other harmless 

messages in a way that does not allow any enemy to even 

detect that there is a second message present". 

In a digital world, Steganography and 

Cryptography are both intended to protect information from 

parties to which we don’t want to share the information. 

Both Steganography and Cryptography are excellent means 

by which to accomplish this but neither technology alone is 

perfect and both can be broken. It is for this reason that most 

experts would suggest using both to add multiple layers of 

security. Steganography can be used in a large amount of 

data formats in the digital world of today. The most popular 

data formats used are .bmp, .doc, .gif, .jpeg, .mp3, .txt and 

.wav. Mainly because of their popularity on the Internet and 

the ease of use of the steganographic tools that use these 

data formats. These formats are also popular due to the 

relative ease by which redundant or noisy data can be 

removed from them and replaced with a hidden message. 

Steganography can be used to hide important data 

inside another file so that only the parties intended to get the 

message even knows a secret message exists. To add 

multiple layers of security and to help subside the "crypto 

versus law" problems is mentioned previously, it is a good 

decision to use Cryptography and Steganography together. 

As we have discussed earlier, neither Cryptography nor 

Steganography are considered "turnkey solutions" to open 

systems privacy, but when we are using both technologies 

together, it can provide a very acceptable amount of privacy 

for anyone connecting to and communicating over these 

systems. 

 
Fig 1: Data Hiding Scheme (Intelligent Multimedia Data 

Hiding- Springer-ebook) 

Steganography equation is “Stego-medium = Cover 

medium + Secret message + Stego key”. The general model 

of data hiding can be described in Fig 1. The embedded data 

is the message that one wishes to send secretly. 

II. CLASSIFICATION OF STEGANOGRAPHY METHODS 

Steganography methods can be classified mainly into six 

categories. 

 
Fig 2: Classification of Steganography Methods 

 Substitution methods substitute redundant parts of 

a cover with a secret message (spatial domain). 

 Transform domain techniques embed secret 

information in a transform space of the signal 

 (frequency domain) 

 Spread spectrum techniques adopt ideas from 

spread spectrum communication. 

 Statistical methods encode information by 

changing several statistical properties of a Cover 

and use hypothesis testing in the extraction process. 

 Distortion techniques store information by signal 

distortion and measure the deviation from the 

original cover in the decoding step. 

 Cover generation methods encode information in 

the way a cover for secret communication is 

created. 

The Spread Spectrum Image Steganography (SSIS) 

of the present invention is a data hiding/secret 

communication steganographic system which uses digital 

imagery as a cover signal. The method on which we are 

doing survey i.e. Spread spectrum, it provides the ability to 

hide a significant quantity of information bits within digital 
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images while avoiding detection by an observer. The 

message is recovered with lowest error probability due the 

use of error control coding. Spread spectrum image 

Steganography payload is, at a minimum, an order of 

magnitude greater than of existing watermarking techniques. 

Furthermore, the original image is not needed to extract the 

hidden message. The proposed receiver need only possess a 

key in order to reveal the secret message. The existence of 

the hidden information is virtually undetectable by human or 

computer analysis. At last, SSIS provides resiliency to 

transmission noise, like which found in a wireless 

environment and low levels of compression. 

III. LITERATURE REVIEW 

In Reference [1], Ki-Hyun Jung et. al [2014] this proposed 

the semi-reversible data hiding method based on 

interpolation and LSB substitution. The interpolation 

method has been preprocessed before hiding secret data for 

the purpose of higher capacity and good quality. Then, the 

LSB substitution method was applied for embedding secret 

data. The cover image with the scaled down size and secret 

data could be extracted from the stego-image without the 

need of any extra information. The experimental results 

showed that the average PSNR was 43.94 dB and the 

capacity was 393,216 bits when k=2. In the case of k=3, we 

demonstrated that the PSNR and capacity were 37.54 dB 

and 589,824 bits, respectively. 

In Reference [2], Mehdi Hussain et.al. [2013] gave 

an overview of different Steganography techniques its major 

types and classification of Steganography which have been 

proposed in the literature during last few years. We have 

critical analyzed different proposed techniques which show 

that visual quality of the image is degraded when hidden 

data increased up to certain limit using LSB based methods. 

And many of them embedding techniques can be broken or 

shows indication of alteration of image by careful analysis 

of the statistical properties of noise or perceptually analysis. 

In Reference [3], Atallah M. et. al. [2012] proposes 

a new Steganography technique was presented, implemented 

and analyzed. The proposed method hides the secret 

message based on searching about the identical bits between 

the secret messages and image pixels values. The proposed 

method was compared with the LSB benchmarking method 

for hiding the secret message which hide the secret message 

directly in the least two significant bits of the image pixels. 

In Reference [4], Mamta Juneja et. al. [2014] 

proposed technique achieves the goal of an implementation 

of new steganography approach for images which integrates 

three new techniques a) Hybrid feature 

(line/edge/boundary/circle) detector technique integrating 

Canny and Enhanced Hough transform for bifurcating an 

image into edge and smooth areas b) Two Component based 

LSB Substitution Technique for hiding encrypted messages 

in edges of images c) Adaptive LSB substitution technique 

for hiding messages to smooth areas. It achieves the target 

of 50% hiding capacity and Imperceptibility(PSNR value) 

with minimum MSE(mean square error)while hiding more 

data on edges than smooth areas as edges being high in 

contrast, color, density, frequency and other noise 

disturbances can tolerate more changes in their pixel values 

than smooth areas. 

In Reference [6], Chan CK et. Al. [2004] proposed 

a data hiding scheme by simple LSB substitution. By 

applying an optimal pixel adjustment process to the stego-

image obtained by the simple LSB substitution method, the 

image quality of the stego-image can be greatly improved 

with low extra computational complexity. The worst case 

mean-square-error between the stego-image and the cover-

image is derived.  

In Reference [7], Ming-Ni WuMin-Hui Lin 

proposed the LSB substitution and genetic algorithm (GA) 

to develop two different optimal substitution strategies: one 

is the global optimal substitution strategy and the other is 

the local optimal substitution strategy. The experimental 

results confirm that our methods can provide better image 

quality than the simple LSB and Wang et al.’s method do 

while provide large hiding capacity. 

IV. CONCLUSION 

In this paper, we are providing a comprehensive survey over 

the Spread Spectrum Image Steganography Hiding Text in 

Digital Data. Different Authors gives their different method 

for Hiding data. All the authors try to increase the security. 

Also give an overview of different Steganography 

techniques its major types and classification of 

Steganography which have been proposed in the literature 

during last few years. 
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