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Abstract— IDS are gradually becoming a key part of 

defense system that is used to identify malicious activities in 

a computer system. Traditional Intrusion Detection System 

(IDS) requires centralized mechanism to monitor normal 

and suspicious entities and activity node. In this paper, 

classifies the detailed description of intrusion detection 

systems (IDS) that have been introduced for MANETs. The 

aim of this paper is to survey the recent works carried out on 

IDS techniques using fuzzy logics and models in MANETs 

and analyzes their effectiveness. In addition, the results 

successes in the literature are also discussed and suggest 

some new dimension for the future works on IDS. 
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I. INTRODUCTION 

A Mobile Ad hoc Network is an automatic formation of, 

self-configured collection of, mobile nodes for pretending 

the intrusion that works without an aid from any centralized 

management or fixed infrastructure. The eventual objective 

of MANETs is to offer dynamic, self-healing and self-

constructing system for mobile devices .A dynamic network 

is constructed within the nodes of same radio frequency 

range of MANET to enable the communication among 

them. In the absence of fixed network routing equipment, 

every node in the network acts as host and a router.  

The self-organized dynamic constructions of 

MANETs are prone to various network attacks [2], which 

has been gained focus by many studies over security of 

MANET. These network attacks are highly challenging for 

data transmission since, it requires complete cooperation 

between the MANET nodes to forward messages. 

Encryption of data and authentication of mobile nodes alone 

could not provide total security [3]. Hence, MANETs need 

to have an Intrusion Detection System to monitor the 

fraudulent activities and to take necessary actions to prevent 

the network from attacks. Moreover, the intrusion detection 

system could easily identify the attempts made by any 

outsiders who are intending to break the network and also 

prevents from users privileges violations [4].[3] [5] and [6] 

says, intrusion detection in MANET has been an attractive 

research topic and many MANET IDS inventions have been 

proposed. But still, the traditional intrusion detection system 

could not be applied directly over MANET.  

The objective of this paper is to review the recent 

IDS models and works carried out in MANETs and to 

examine their results against several parameters. This paper 

emphasize on the efficiency of existing IDS that was tested 

over different hostile environments.   

II. MANETS (MOBILE AD HOC NETWORKS) 

MANET is a dynamic network that is formed by a collection 

of mobile nodes that work together to achieve a specific task 

or goal. Nodes in the MANETs are usually connected 

through wireless communication. MANETs are indeed very 

essential for military and public services, to get connected 

with other people while even on the move. MANETs are 

implemented in army from the year 1970s for the successful 

execution of the operation by transferring information and 

commands in the war field [6].Emergency and premeditated 

operations heavily rely up on the effective communication 

among the different parties involved .Since, the deployment 

of MANET is fast and simple, it has become the most 

preferable communication network in emergency situations 

[15]. As an outset, the features that are accomplished 

through MANET do not require any fixed infrastructure. 

Moreover, MANET allows Sharing of information and 

resources between the nodes in peer to peer networks. A 

network must be designed more secured when they share 

information via or with unfriendly environments [7]. Troops 

on the ground cannot afford to be compromised or loose 

network coverage. Such networks are targeted by a wide 

range of attacks such as unfair use of transmission channel 

by a compromised node, black hole, packet replication, 

routing loops, wormhole and Denial of Service [4]. These 

attacks could compromise the sole purpose of MAENTs.  

Hence, there is need for inventing MANET attacks detection 

and prevention methods and techniques. 

 
Fig. 1: MANET Architecture 

III. POTENTIAL MANET ATTACKS 

1) Black Hole Attack denotes to the places in the network, 

which silently discards the arriving or leaving packet 

without notifying the source that the message did not 

reach its receiver. Black holes are undetectable, when 

the topology of the network is examined, and can only 

be detected by observing the lost traffic. 

2) Packet Replication attack stale packets are replicated by 

the attackers for consuming extra battery power 

resources and bandwidth available to the nodes and also 

causes unnecessary slip-up in the routing process. 

3) Wormhole Attack is quite severe, and consists in 

recording traffic from one location of the network and 

replaying it in a different location. The tunnel between 

two colluding location is referred to as a wormhole. 

Wormhole attack is difficult to detect, and is more 

vigorous even in a network where authentication, 
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confidentiality, non repudiation, and integrity of packets 

not addressed. 

4) Routing cache poisoning attack is a passive attack that 

can happen in Dynamic Source Routing due to immoral 

mode of changing DSR routing table. Each machine 

maintains a route cache that holds information 

regarding routes that have become known to the node in 

the recent past. This happens while data stored in 

routing table at routers is altered, deleted, or injected 

with fake information.  

5) Routing Table Overflow attack, imaginary nodes are 

generated by the attackers. The objective is to generate 

sufficient routes to prevent new routes from being 

created or to overwhelm the protocol implementation.  

IV. INTRUSION DETECTION SYSTEM 

Traditional intrusion prevention techniques such as 

authentication and encryption techniques, alone do not 

provide sufficient security to the network. Those techniques 

suffer from lot of weaknesses, as the system becomes more 

complex, which could bring in more security issues. A novel 

proposal is to introduce the intrusion detection system as 

additional wall defense wall to protect the network from 

MANET attacks. IDS keenly observe the network for 

initiating a response to an incoming threat which could 

potentially minimize the damage. IDS task is to observe user 

and program activities to capture and analyze suspicious 

activities. IDS detection can be categorized as follows [10]: 

A. Anomaly Detection:  

The system keeps the profiles of the user and makes a 

comparison of captured data with the stored profiles. When 

there is a deviation of any activity from the base stream, it 

cautions the administrators to initialize a response recovery.  

B. Misuse Detection:  

The system holds the traditional patterns of known attacks 

and compares them with the captured data. Intrusion is 

found when there is a match in the pattern. But, this system 

suffers in detecting newer attacks. 

C. Specification-based Detection:  

Characterizes an arrangement of imperatives that portray the 

right operation of a system or protocol. It then, monitors 

execution of the system with respect to the constraints 

defined. 

V. IDS PROTOTYPES 

Depending on network structures, the prototype of the 

MANET can either be organized as flat or multi-layered. 

The ideal IDS prototype for the MANET could be 

categorized as: Standalone IDS, Distributed and 

Collaborative IDS, Hierarchical IDS, and Mobile Agent for 

IDS 

A. Standalone Prototype:  

In this type, IDS independently runs on every node for 

monitoring the intrusions.  These IDSs do not share any data 

and do not mingle with any IDSs over the network. This 

prototype is more appropriate for flat network structures 

B. The Distributed and Collaborative Prototype:  

This prototype has the rule that each machine in the 

MANET should contribute them in detecting the intrusion 

and response through an IDS agent running on them [11]. 

The agent is accountable for detecting and gathering local 

actions and data to recognize conceivable intrusions, as well 

as originating a response autonomously. 

C. The Hierarchal Prototype:  

This type is an extended version of the distributed and 

cooperative IDS prototype. This design is proposed for 

multi-layered network structures where the network is split 

into clusters. The prototype has cluster heads, and in some 

situations act as control points that are like switches, routers, 

or gate ways in wired networks.  

D. The Mobile Agent for IDS Prototype:   

This type uses mobile agents to perform specific task on a 

nodes on behalf of the owner of the agents. This prototype 

permits the distribution of the intrusion detection tasks. 

There are many benefits using mobile agents for intrusion 

detection.  

 
Fig 2 .IDS Prototypes 

VI. RELATED WORK 

This paper reviews the implementation of fuzzy logic in 

intrusion detection system.  

Ireland [12], described an IDS approach based on 

fuzzy genetic algorithms. The algorithm designed by the 

author randomly generated improved fuzzy rules in the 

training phase. A record could either be an attack or normal 

activity was passed into a rule and was matched to one block 

of the rule. The parameters of each block measured the 

degree of certainty of an attack using the trapezoidal fuzzy 

rule shape. The sum of the degrees of certainty from each 

block was then compared with a threshold to determine if 

the record represented an attack or normal behavior. The 

detection rate of the proposed algorithm was up to 99%.  

Jongsuebsuk [13], detected unknown new network 

types using fuzzy genetic algorithm approach. In this paper, 

the genetic algorithm made fuzzy rule to learn new attacks 

by itself. The author applied the fuzzy genetic algorithm 

approach in real-time intrusion detection system 

implementation. The data is detected right after it arrived to 

the detection system. Moreover, this technique had high 

detection rate and robust. The experiment could address 

various denials of service (DoS) attacks and Probe attacks 

are considered. The proposed IDS improved the in terms of 

detection time, detection rate and false alarm rate. This work 

obtained the average detection rate approximately over 97%. 

Hassan [14], designed a fuzzy genetic algorithm for 

Intrusion Detection to efficiently detect various types of 

intrusions within a network. The proposed fuzzy logic-based 

system was able to detect the intrusions in the networks as 

the rule base holds a better set of rules. The experiments and 
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evaluations were performed with the KDD Cup 99 intrusion 

detection benchmark dataset. The experimental results 

highlighted that the achieved higher accuracy rate in 

identifying Denial of service with 85.70% whether the 

records were normal or abnormal ones and obtained 

reasonable detection rate. 

Nagarajan [15], designed a fuzzy logic-based 

system for effectively identifying the intrusions within a 

network. The author used an automated strategy for 

generation of fuzzy rules, which was obtained from the 

definite rules using frequent items. The experiments and 

evaluations of the system were experimented with the KDD 

Cup 99 intrusion detection dataset and the achieved results 

had higher precision of 90% in identifying all types of 

attacks.  

Susitna [16], proposed a novel fuzzy genetic 

algorithm (FGA) for intrusion detection. The FGA 

introduced a fuzzy classifier; whose knowledge base was to 

design fuzzy if then rules and improved by a genetic 

algorithm. The method was tested with KDD'99 intrusion 

dataset and compared with other existing techniques 

described in the literature. They were able to achieve 95.3% 

in their approach.  

Siddiqui [17], proposed fuzzy logic technique to 

identify network attacks and to find out the malicious 

behavior of nodes. The author provided security in Mobile 

Ad hoc Network. AODV algorithm was used. The algorithm 

was implemented using Mat lab& its results show its 

effectiveness. 

Reference 

No 
Title 

Proposed 

Method 
Merits Accuracy Demerits 

[12] 

Intrusion Detection 

with Genetic 

Algorithms and Fuzzy 

Logic 

Fuzzy Genetic 

Algorithm 

 Had higher detection 

rate 

 Good at detecting 

unknown attacks, Dos 

and user to root 

attacks 

99% 

 The experiment was 

conducted only for 

detecting Dos and user to 

root attacks 

[13] 

Network Intrusion 

Detection with Fuzzy 

Genetic Algorithm for 

Unknown Attacks 

Fuzzy Genetic 

Algorithm 

 Detected 

new/unknown 

network attacks with 

higher accuracy 

 The system was very 

faster 

97% 

 Low detection rate of 

HTTP Flood, IP Scan, 

Null Scan unknown 

attacks 

[14] 

Network Intrusion 

Detection System 

Using Genetic 

Algorithm and Fuzzy 

Logic 

Genetic 

Algorithm 

with fuzzy 

logic 

 The system was made 

to update for new 

rules 

 Cost effective and 

adaptive 

85.70% 

 Hard to generate rules for 

high dimensional data 

 Generates false alarms 

[15] 

Network Intrusion 

Detection System 

Using Fuzzy Logic 

Fuzzy Logic 

 Effective in detecting 

various intrusion 

detection in computer 

networks 

90% 

 Low detection rate with 

90% and focused only on 

four types of attacks such 

as Probe, Dos, U2R, R2L 

[16] 

Intrusion Detection 

System using Fuzzy 

Genetic Approach 

Fuzzy Genetic 

Approach 
 Effective and adaptive 95.3%  Time consuming 

Table 1: Summary of the Review 

Figure 3 represents the obtained accuracy of the 

proposed algorithms of reviewed articles. The reference 

number is taken in x axis and the accuracy of the proposed 

algorithm is represented in y axis as shown below. 

 
Fig. 3: Accuracy of the proposed methods 

VII. CONCLUSION 

As the use of MANET has greater than before, the security 

in MANETs has also become more important. Due to the 

inconsistencies with static infrastructure, and dynamic 

topology some unfriendly networks still remain as a biggest 

challenge for protecting MANETs.  Currently there are 

many IDS attempts have been made using fuzzy logic. The 

results achieved by those algorithms were up to 99%. But 

still, the accuracy varies between attacks. Hence, in future 

this work could have extended to propose a fuzzy logic 

algorithm for gray whole attacks. 
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