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Abstract— A wireless sensor network (WSN) is mainly 

made of appropriated manually working sensor to screen 

both physical and natural conditions like temperature, 

sound, weight, etc.  And it collect the data from the all the 

node and pass their information by the network to a base 

station. Now a day’s many modern sensor systems are bi-

directional, and it likewise control of sensor movement. 

Remote sensor systems is mainly developed with the 

motivation of military applications like war zone 

observation; today wireless sensor system are mainly 

utilized as a part of mechanical and customer applications 

like   monitoring process of industry and health  monitoring 

control industries and  so  on. So Numerous calculations are 

as of now exits with many security limitations in remote 

sensor organize yet with numerous restriction. Case in point 

key upkeep is an incredible issue confronted in less security 

level is a noteworthy issue of private key encryption systems 

despite the fact that key support is hard .So by enhancing the 

security of this calculation we can take care of this issue. 

Key words: Chirp Z-Transform, Discrete Cosine Transform 

(DCT) Wavelet Transforms (WT) And Singular Value 

Decomposition (SVD) 

I. INTRODUCTION 

Remote Sensor Networks (WSN) are entering right now 

measures in the IT biological system and a rich space for 

examination movement which incorporates equipment 

and framework outline, organizing, information 

administration, appropriated calculations, programming 

models, security and social components [1], [2], [3]. The 

fundamental of wireless sensor network is to develop 

small sensing devices; which are able to do detecting a 

few progressions of communicating and 

incidents/parameters with many different gadgets, over a 

short or long particular geographic zone for many 

particular purposes like surveillance, target following, 

ecological checking and so on. Today's sensors are 

capable for monitoring  pressure, humidity ,temperature, 

soil cosmetics, clamour levels, vehicular development, 

lighting conditions, the vicinity or unlucky deficiency of 

specific sorts of items or substances, mechanical anxiety 

levels on connected articles, and different properties [4]. 

If there should arise an occurrence of remote sensor 

organize, the correspondence is mostly among the 

sensors is done utilizing handsets. This sort of appealing 

components of the remote sensor systems pulled in 

numerous scientists to take a shot at different issues 

identified with these sorts of systems. Then again, while 

the wireless sensor network and routing strategies and 

modelling are getting much preference, the research in 

security issues are yet to discover more interest in focus. 

In this paper, we proposed the new algorithm for cutting 

edge remote sensor organizes and examine the critical 

parameters that require broad examinations. 

Remote sensors network are mainly blends of 

little sensor which correspond with one another with the 

use of wireless communication. Wireless sensors 

networks are appropriated system which consist of 

resources furthermore, remote gadgets called sensor 

hubs. Every sensor hub are capable of monitoring some 

physical marvel (e.g., weight, light, mugginess, 

temperature) inside the range of organization. The 

gathered data from all the nodes are sent to a central 

station. The correspondence scope of remote sensors 

hubs is constrained to some specific meters and so all the 

sensor node cannot communicate with each other. 

Some essential components of sensor systems 

are: 

 Self-organization. 

 Short-range broadcast communication and 

multi-hop routing.  

 Dense deployment and cooperative sensors. 

 Frequently changing topology, due to fading and 

node failures. 

 Limitation in computational resources, such as 

energy and memory [2]. 

II. WIRELESS SENSOR NETWORK (WSN) 

Wireless sensor systems (WSN) [2], [3], [9] permits to 

do observing and give the security man-made and 

common habitats to incredible level of clarity and 

granulites. This perceptibly observing is conceivable by 

and accomplished by putting 100's to 1000's of tiny 

remote sensors hubs remote, in destination zone for 

sensing fields and powers. For this, every single sensor hub 

contains sensors, constrained information handling ability, 

information and vitality stockpiling, and handset which is 

most probably wireless  which allows to empowering 

them to frame a system and cooperate. In order for 

deployment  many sensors in mass the sensor hubs must 

be disposable and ought to likewise have the portability, 

simple to send and utilize, reasonable and keep up. 

These components of WSN make it exceptionally 

flexible and open for extensive variety of uses. Remote 

sensor systems were begun in the military with sensor 

hubs. The first report organizations of little, pager 

measured hubs [5] for air pollution monitoring and for 

environmental monitoring [6]. Military applications are 

also developed in wireless sensor network which includes 

target tracking, detecting radiation [7], and biological. 

Architecture of sensor node is as given below 
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Fig. 1: Architecture of sensor node 

III. STUDY OF SYMMETRIC KEY CRYPTOGRAPHY 

ALGORITHMS 

There is numbers of unbalanced calculations yet from 

every one of them I have suggested few of the essential 

calculation like DES, AES, RC5, RC6 and we will briefly 

discuss AES Algorithm as the proposed algorithm is the 

advance version of AES algorithm. 

A. AES (Advance Encryption Standard) 

This algorithm consists of four steps which are shown 

below. 

B. Encryption Process 

 Substitute byte 

 Shifting of rows 

 Mix Column 

 Add Round Keys 

C. Decryption Process  

 Inverse Shifting of row 

 Inverse Substitute bytes 

 Inverse Add Round Keys 

 Inverse Mix Columns 

D. Substitute Bytes: 

In this step bytes are substituted from the S-box and then the 

new matrix would be created so that this step can be 

achieved which is shown in the below fig. 

 
Fig. 2: Substitute Bytes 

As shown in Fig 2. x,y would be loaded in the same 

way which is shown in fig and this how the substitute bytes 

will form a new matrix and output of it is given to next step 

which is shift rows 

E. Shift Rows: 

This type is just the simple permutation which is done as 

described below. 

 The first row of current state isn’t changed 

 The second row is shifted 1 byte to left in a round 

way. 

 The third row is shifted 2 bytes to left in a round 

way. 

 The fourth row is shifted 3 bytes to left in a round 

way. 

 
Fig. 3: Shift Rows 

F. Mix Columns: 

It involves the mixing of column by multiplying the 

message matrix to constant matrix as shown in the below 

fig. 4.   

 
Fig. 4: Mix Column 

As shown in fig the encryption is done in this 

way and decryption of the same is done in the same way 

so that is hard to break and here the computation cost 

decreases so that it is the step where maximum energy is 

consumed. 

G. Add Round Key 

In this step there is XOR multiplication is done with key 

matrix so key is being XOR with the message matrix at 

this very moment in below image. 

 
Fig. 5: Add Round Keys 
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Here k matrix is the text which needs to be 

encryption and w is the matrix of  key which private of 32 

bit which is being XOR at with k matrix and in this way the 

add key will occur and in the decryption process again the 

XOR will occur so that the original text can be obtained. 

For 32-bit encryption this process is repeated ten 

times for 64-bit encryption it is repeated twelve times. 

IV. PROPOSED ALGORITHM: M-AES 

This algorithm consists of four steps which are shown 

below. 

A. Encryption Process 

 Substitute bytes 

 Shift row 

 Diagonal Inverse 

 Add Round Key 

B. Decryption Process 

 Inverse Add Round Key 

 Diagonal Inverse 

 Inverse Shift row 

 Inverse Substitute bytes 

In the proposed algorithm the three steps will be working 

same as the original AES algorithm which is explained. 

Below the new step is Diagonal Inverse it will inverse the 

diagonal of the matrix which in there in fig. 3. Which will 

increase the security and complexity will be reduced. 

Mix Column step is removed from the algorithm 

and new step Inverse Diagonal is introduced as mix 

column involves multiplication which increases the 

complexity of the algorithm and energy consumptions is 

more in existing algorithm .So this new algorithm would 

help to improve the security and will decrease the 

complexity in WSN environment. 

V. RESULTS 

 
Fig 6: Security Comparison 

Above graph shows the Security level of all the algorithm 

and proves the security of M-AES is higher than all the 

private key algorithm and AES and less than the public key 

algorithm. The graph is made on the basis of avalanche 

effect. 

 
Fig 7: Execution Time Comparison 

Energy is directly proportion to the complexity 

Therefore more the energy more the complexity. This graph 

shows that the execution time of M-AES algorithm is lowest 

than with comparison of AES and RSA. It proves that M-

AES consumed less energy and quicker than AES as well as 

RSA. 

 
Fig 8: Energy Consumption 

Above result graph clearly shows consumption of 

energy. Here we can observe that M-AES consumed less 

energy than AES and RSA. M-AES is quicker than both 

AES and RSA. Less energy consumption quietly increases 

life-time of sensor network also provide higher security than 

existing AES and RSA. 

VI. SUMMARY AND CONCLUSION 

Aim of this paper to provide brief overview of latest and 

updated progress in Remote sensors network and then 

showing the new result of M-AES algorithm. At in the first 

place, the working of sensors node is portrayed with a 

sensor’s structural engineering and after that all the security 

problems are depicted in subtle element with an illustration. 

Here we discussed symmetric key algorithms from which 

AES algorithm is discuss in detail with each and every 

phase. Finally we proposed our own algorithm which is 

implemented with increase in security and decrease in 

complexity of existing AES and is provide very rich 

algorithm to wireless sensor network .This proposed 

algorithm helps to achieve to cover almost all issues of 
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wireless sensor network. It makes sensor network more 

secure and enhance life-time of sensor networks by reducing 

computation and saves energy. 
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