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Abstract— File transfer has been an essential process over 

huge period of time. These files which are being transferred 

may contain textual data, graphical data or multimedia files 

with audio or video content. To make this transfer of files 

happen, a very well-established protocol called File Transfer 

Protocol (FTP) is been developed in the 1980s to allow two 

computers to transfer files over the internet. But FTP in its 

basic form is not secure as the conversation between client 

and server is performed in plain text—all communication 

between the two parties is sent unprotected, over the 

internet. To overcome limitations of FTP, two mechanisms 

to secure file transfer are been introduced; one is ―Secure 

Shell File Transfer Protocol (SFTP)‖ and the other is ―File 

Transfer Protocol over Secure Socket Layer (FTPS)‖. 

Though SFTP and FTPS are the two terms which are often 

confused with each other, but they differ in many aspects. 

So motive of this paper is to study how SFTP and FTPS 

discriminate from each other through their functionalities 

and mode of operations and to conclude which one is better 

than other in various aspects.                                             
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I. INTRODUCTION 

File Transfer Protocol (FTP) is a standard network protocol 

and it is used to transfer different types of files from one 

host to another host over a TCP/IP-based network. FTP is 

built on client-server architecture and uses two separate 

channels for the communication namely, control and data 

channels between the client and the server. FTP users may 

authenticate themselves, normally on the basis of a 

username and password. 

Generally speaking, FTP in its basic form is not 

secure as data is transmitted without any encryption, FTPS 

takes the security to an upper level in that it allows you to 

secure all or part of a session by giving an option to 

negotiate on security measures, and the SFTP protocol is 

used to ensure that all file transmission will be secured 

efficiently.  

File transfer over the network using FTP protocol 

takes roots in year 1980, when the first RFC for FTP 

protocol was published. FTP provides facility to upload, 

download and delete files, create and delete directories, read 

directory contents. Though FTP is very popular, it has 

certain disadvantages like lack of the uniform format for 

directory listing and presence of the secondary connection 

for data transfer. Security in FTP is provided by 

implementing SSL/TLS protocol for channel encryption as 

defined in RFC 2228, which turned as secured version of 

FTP, called FTPS. 

Later in UNIX systems another security standard 

has grown, which was SSH family of protocols. The primary 

function of SSH was to secure remote shell access to UNIX 

systems. Later SSH was extended with file transfer protocol 

– first SCP (in SSH 1.x), then SFTP (in SSH2). Version 1 of 

the SSH protocol was outdated, insecure and thus SCP is not 

used anymore and SFTP gained popularity. 

II. FILE TRANSFER PROTOCOL (FTP) 

File Transfer Protocol (FTP) [1] is a standard network 

protocol used to transfer computer files on TCP-based 

network such as the Internet. FTP is built on client-server 

architecture and uses separate control and data connections 

between the client and the server. It is based on a 

specification defined in 1985 by the Internet Engineering 

Task Force in RFC 959 and was originally designed for use 

in private scientific and research networks. FTP uses two 

connections to send data. Authentication data (e.g. 

usernames and passwords) is exchanged on a command 

channel. Once the authentication is completed separate 

channel is established to transfer Data files. FTP is 

commonly used to transfer Web page files from their creator 

to server, also commonly used to download programs and 

other files to local computer from other servers.  

The objectives [2] of FTP are: 

1) To promote sharing of files (computer programs and/or 

data) 

2) To encourage indirect or implicit (via programs) use of 

remote computers 

3) To shield a user from variations in file storage system 

among hosts 

4) To transfer data reliably and efficiently. 

A typical FTP session operates using two channels: 

a command (or control) channel and a data channel. As their 

names imply, the command channel is used for transmitting 

commands as well as replies to those commands, while the 

data channel is used for transferring data. Normally 

command channel will use port 21. The port that will be 

used as the data channel can differ depending on which data 

transfer mode is being chose. If active mode is selected, then 

the data channel will normally be port 20. But if passive 

mode is selected, then the port that will be used will be a 

random port. 

A. Active Mode FTP: 

Active mode was introduced in the early days of computing 

when mainframes were more common and attacks to 

information security were not as prevalent. An active mode 

connection is carried out as follows: 

- A user connects from a random port on a file transfer 

client to port 21 on the server. It sends the PORT 

command, specifying what client-side port the server 

should connect to. This port will be used later on for the 

data channel and is different from the port used in this 

step for the command channel. 

- The server connects from port 20 to the client port 

designated for the data channel. Once connection is 
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established, file transfers are then made through these 

client and server ports. 

B. Passive Mode FTP: 

In passive mode, the client still initiates a command channel 

connection to the server. However, instead of sending the 

PORT command, it sends the PASV command, which is 

basically a request for a server port to connect to for data 

transmission. When the FTP server replies, it indicates what 

port number it has opened for the ensuing data transfer. 

Passive mode connection is carried out as follows: 

- The client connects from a random port to port 21 on 

the server and issues the PASV command. The server 

replies, indicating which (random) port it has opened 

for data transfer. 

- The client connects from another random port to the 

random port specified in the server's response. Once 

connection is established, data transfers are made 

through these client and server ports. 

 
Fig. 1: FTP Active Mode 

 
Fig. 2: FTP Passive Mode 

III. FILE TRANSFER PROTOCOL OVER SECURE SOCKET 

LAYER (FTPS) 

FTPS (also known as FTP-ES, FTP-SSL and FTP Secure) 

[3] is an extension to the commonly used File Transfer 

Protocol (FTP) that adds support for the Transport Layer 

Security (TLS) and the Secure Sockets Layer (SSL) 

cryptographic protocols. In 1994, the Internet browser 

company Netscape developed and released the application 

layer wrapper, Secure Sockets Layer. This protocol enabled 

applications to communicate across a network in a private 

and secure fashion, discouraging eavesdropping, tampering, 

and message forgery. The SSL protocol was eventually 

applied to FTP, with a draft Request for Comments (RFC) 

published in late 1996.  

FTPS [4] is an extension to the FTP protocol that 

allows secured, authenticated communication to take place 

on the control and the data channel using SSL protocol. 

Methods of implementing security: 

- Explicit: The explicit method is a legacy compatible 

implementation where FTPS-aware clients can invoke 

security with an FTPS-aware server without breaking 

overall FTP functionality with non-FTPS-aware clients. 

- Implicit: The implicit method requires that all clients of 

the FTPS server be aware that SSL is to be used on the 

session, and thus is incompatible with non-FTPS-aware 

clients. 

IV. SECURE FILE TRANSFER PROTOCOL (SFTP) 

In computing, the SSH File Transfer Protocol (also Secure 

File Transfer Protocol or SFTP) [5] is a network protocol 

that provides file access, file transfer, and file management 

functionalities over any reliable data stream. This protocol 

[6] provides secure file transfer (and more generally file 

system access) functionality over a reliable data stream, 

such as a channel in the SSH2 protocol. 

It was designed by the Internet Engineering Task 

Force (IETF) as an extension of the Secure Shell protocol 

(SSH) version 2.0 to provide secure file transfer capabilities. 

This protocol [6] assumes that it runs over a secure channel, 

and that the server has already authenticated the user at the 

client end, and that the identity of the client user is 

externally available to the server implementation. SFTP 

protocol allows for a range of operations on remote files – it 

is more like a remote file system protocol. An SFTP client's 

extra capabilities include resuming interrupted transfers, 

directory listings, and remote file removal. SFTP attempts to 

be more platform-independent. The protocol itself does not 

provide authentication and security; it expects the 

underlying protocol to secure this. SFTP is most often used 

as subsystem of SSH protocol version 2 implementations, 

having been designed by the same working group. The 

Internet Engineering Task Force (IETF) working group 

"Secsh" that was responsible for the development of the 

Secure Shell version 2 protocol (RFC 4251) also attempted 

to draft an extension of that standard for secure file transfer 

functionality. As development work progressed, the scope of 

the Secsh File Transfer project expanded to include file 

access and file management. 

V. DETAILED COMPARISON 

With SFTP, a connection can be authenticated using two 

different techniques.  In case of basic authentication, client 

may only require a user id and password to connect to the 

SFTP server.  The important point is that using SFTP the 

user-ids and passwords will be transmitted in encrypted 

format, which is an ultimate advantage over standard FTP. 

In addition to the password SSH keys can also be used to 

authenticate SFTP connections. With public key-based 

authentication, client have to generate a SSH private key 

first and then public key beforehand. If client wish to 

connect to a trading partner’s SFTP server, client have to 

send his SSH public key to them, which they will load into 

their server, which in future will help them to associate with 

client’s account.  Whenever client wish to connect to their 

SFTP server the client software at his side will send his 

public key to the server for authentication, if those keys can 

be matched with supplied user-id and password then 

authentication will succeed. 
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With FTPS, a connection can be authenticated 

using a user id, password along with the certificate(s).  Just 

like SFTP, the user-ids and passwords can be transmitted in 

an encrypted format using FTPS. Whenever client wants to 

connect trading partner’s FTPS server, FTPS client software 

will first examine that whether server’s certificate is trusted. 

The certificate is considered as trusted if it is signed by well-

known certificate authority (CA) like DigiCert, GlobalSign, 

Comodo etc. or if it is self-signed and its copy is stored at 

clients trusted key store.   

SFTP only have to open a single default port 22 

through the firewall, which will be used for initial 

authentication, command transfer as well as data transfer. 

While on the other hand FTPS needs multiple ports 

for communication which make it very difficult to patch 

through the tightly secured firewall. FTPS uses the default 

port 21for authentication and passing commands, but for 

every file transfer request or directory listing request another 

port number need to be open. Due to which a wide range of 

ports need to be opened at the firewall to allow all FTPS 

connections, turning into security risk of the network. SFTP 

and FTPS both possess very secure strong authentication 

options, though SFTP is much easier to port through 

firewalls. 

Detailed differentiation between these protocols 

based on data transfer procedure, security aspects and 

firewall settings can be given as follows: 

A. FTP 

The FTP [7] (File Transfer Protocol) protocol has been used 

from long time.  It was initially proposed in RFC 114 which 

is eventually evolved into RFC 959 which is the standard 

that is followed by FTP clients and servers today. 

1) Data Transfer Procedure 

The FTP protocol uses two separate channels to transfer data 

known as the command channel and data channel. The 

command channel is usually implemented on server port 21 

and is responsible for accepting client connections and 

handling the exchange of simple commands between an FTP 

client and server.  Commands like USER and PASS which 

are used for authenticating the FTP user are exchanged on 

command channel. The command channel is kept open until 

the client sends the QUIT command to disconnect, or it is 

disconnected by server forcibly due to the inactivity in the 

connection, or due to other technical reasons. 

The data channel runs [7] using on-demand 

temporary ports listening on the server (passive mode) or on 

the client (active mode) and is responsible for exchanging 

data in the form of directory listings and file transfers. The 

data channel gets open when commands like LIST (for 

directory listing), STOR (for file upload) and RETR (for file 

download) are sent using command channel. Unlike the 

command channel which remains open during the entire 

FTP session, the data channel is closed once the transfer of 

data is complete.  A range of data channel ports must be 

used when concurrent file transfers or directory listings to be 

done.  

2) Security Aspects 

Using FTP both the command and data channels are 

established in unencrypted format.  Any data sent over these 

channels can be easily intercepted and read. FTP channels 

are prone to man man-in-the-middle attack which can be 

done using ARP poisoning and a packet sniffer.  

3) Settings to Be Made At Firewall 

- Server – Set [7] inbound connections on port 21.  

Define passive port range (e.g. 2000-2500) for file 

transfers and directory listings and allow inbound 

connections on passive port range.   

- Client - Set outbound connections to port 21 and 

passive port range defined by server.  

Many firewall issues encountered when using FTP are 

caused by a poor understanding of FTP's two modes: the 

active mode and the passive mode. The settings that have to 

be done on server-side firewall or client-side firewall will 

largely depend on which mode is chosen.  

B. FTPS 

When the FTP [7] protocol was initially drafted security was 

not a concern.  Since then many things have changed and 

sending data over any public network without encryption is 

considered very risky and in some cases prohibited. In order 

to address this issue a set of security extensions to the 

original FTP protocol were proposed in RFC 2228 that 

protect FTP data as it travels over the network using SSL 

encryption. 

1) Data Transfer Procedure 

The data exchange is carried out in the same way as it is 

carried out in FTP that is using two separate channels 

known as the command channel and data channel.  

2) Security Aspects 

Secure variants of FTP include FTPS Implicit SSL and 

FTPS Explicit SSL.  Both utilize SSL encryption. 

a) FTPS with Implicit SSL Mode: 

In implicit SSL mode, prior to any data exchange, a required 

SSL session is established between client and server. The 

compulsion for using SSL is made under this mode, if any 

client makes an attempt to establish a connection without 

using SSL is refused by the server. FTPS implicit SSL 

services usually implemented on port 990. Although still in 

use today, FTPS Implicit SSL is considered by many to be 

out of date when compared to FTPS Explicit SSL. 

b) FTPS with Explicit SSL mode: 

In explicit SSL mode [7] the client and server negotiate the 

level of protection used. This is very important because the 

server can support both unencrypted FTP and encrypted 

FTPS sessions on a single port.  In an explicit SSL session 

the client first establishes an unencrypted connection to the 

FTP service. By sending the AUTH TLS or AUTH SSL 

command the client requests the server to switch the 

command channel to an SSL encrypted channel before 

sending any user credentials. When the SSL channel is 

established successfully, the client sends user credentials to 

the FTP server. Further, all the commands and user 

credentials sent to the server during the FTP session are 

automatically encrypted by SSL channel. Similar to the way 

in which the command channel may be protected, the level 

of protection used on the data channel is negotiated between 

the client and server using the PROT command. 
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3) Settings to Be Made At Firewall 

- Server- Set [7] inbound connections on port 21 and / or 

990.  Define passive port range (e.g. 2000-2500) for file 

transfers and directory listings and allow inbound 

connections on passive port range. 

- Client - Set outbound connections to port 21 or 990 and 

passive port range defined by server. 

C. SFTP 

This protocol [6] is designed so that it could be used to 

implement a secure remote file system service, as well as a 

secure file transfer service. SFTP [7] is often confused with 

FTPS and vice-versa even though these protocols share 

nothing in common except their ability to securely transfer 

files.   SFTP is actually based on the SSH (Secure Shell) 

protocol which is best known for it's use in providing secure 

access to shell accounts on remote servers.  

1) Data Transfer Procedure 

Unlike FTP/S, SFTP does not utilize separate command and 

data channels.  Both data and commands are transferred in 

specially formatted packets via a single connection.   

2) Security Aspects 

All data [7] sent between client and server is encrypted 

using an agreed upon encryption cipher. SFTP sessions can 

also be further protected through the use of public and 

private keys, which offer an alternative form of 

authentication known as public key authentication. This can 

be used as an alternative to or in conjunction with the 

traditional form of authentication of usernames and 

passwords. 

3) Settings to be made at Firewall 

- Server – Set [7] inbound connections on port 22. 

- Client - Set outbound connections to port 22 

VI. CONCLUSION 

This paper has presented a differentiation between the 

overall functionalities of both secure file transmission 

mechanisms. In general, SFTP is technologically superior to 

FTPS. As usual, the answer of which one is to be 

implemented depends on what are ultimate goals and 

requirements of the user. Of course, it's a good idea to 

implement support for both protocols, but they are different 

in concepts, in operational commands, and in many other 

things. 

It's a good idea [8] to use FTPS when there is a 

server that needs to be accessed from personal devices 

(smart-phones, PDAs, tablets etc.) or from some specific 

operating systems that have support for FTP but don't have 

SSH/SFTP clients. If there is a need to build custom security 

solution, SFTP is probably the better option. 

As for the client side, the requirements are defined 

by the server(s) that client plans to connect to. When 

connecting to Internet servers, SFTP is more popular 

because it's supported by Linux and UNIX servers by 

default. 

If a software developer needs to implement file 

transfer capability in the .NET application, then there is 

built-in support for FTPS in the .NET framework but .NET 

Framework doesn't include any support for SSH or SFTP. 

For private host-to-host transfer [8], one can use 

both SFTP and FTPS. For FTPS, client would need to 

search for a free FTPS client and server software or 

purchase a license for commercial one. For SFTP support, 

client can install an OpenSSH package that provides free 

client and server software. 
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