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Abstract— In the last few years communication technology 

has been improved, which increase the need of secure data 

communication. For this, several scientists have applied 

much of their time and also efforts in an attempt to the 

purpose of finding appropriate ways for information hiding. 

Hiding Capacity plays a vital role in efficient covert 

communication. This is achieved by Steganography. 

Steganography is the science of hiding information that 

involves all the techniques used to exchange the secret 

message with low distortion of the cover medium. It can be 

described as the unseen communication study of that 

generally deals with the ways of the hiding existence of the 

communicated information. The hidden message may be 

text, image, audio, video, etc. Steganography which 

overcome each other’s weaknesses and create challenging 

for the intruders to attack or steal important data is being 

suggested. This paper also defines the basic ideas of the 

steganography. In this paper, we survey on different 

steganography methods for data encrypting. Steganography 

is a method that permits the one to hide the information 

within an image while adding few noticeable modifications. 

and also The LSB (least significant bit) based method is a 

popular kind of steganographic algorithms in the spatial 

domain. The advantage of the LSB is its simplicity to embed 

the bits of the message directly into the LSB plane of cover-

image and many applications use this method. In this paper 

we try to give an overview of different LSB methods and 

there advancements.                  
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Steganalysis                          

I. INTRODUCTION  

Now a day’s communication is the basic need for every 

person and we want the secrecy of our data. We use the 

several ways to communicate like the internet and telephone 

for sharing and transferring the information. Every day and 

day a huge or big amount of data is being lost.It is not safe 

at certain levels. Then we use the two mechanisms for 

secure data transfer. 

- Cryptography 

- Stegnography 

A. Cryptography 

In cryptography, a message is concealed in encrypted form. 

With the help of encryption that is known to sender and 

receiver. Transmission message can be easily decrypt by the 

attacker,then we use the stegnography.[8]  It is the process 

of concealing the information in a carrier such as text,image 

,voice ,video or protocol but sometimes data itself is needed 

more then itself the hiding of data is needed then we used 

that technique is called stegnography.It is the technique of 

hiding some significant and crucial data with in Other 

insignificant or trivial data is called stegnography. 

B. Stegnography 

Stegnography is the art and science of converting the 

communication where it facilitates hiding of a data that is to 

be kept secret inside other data. [5]The term stegnography 

derived from greek words “stego” means “cover “ and 

graphy means “writing”. It means covered writing while 

cryptography protects the content of data as compared to the 

stegnography hides the data So that middle persons cannot 

see the data. In stenography various techniques have been 

used historically.some examples are as followed character 

marking,invisible ink, pin pictures, typewriter correction 

ribbon. The advantage of stenography is that it can be active 

by parties who have Something to lose should the 

circumstance of their top-secret communication be 

discovered.It is a subset of words of the global information 

are used to the onvey the hidden information. Stegnography 

conceals the existence of data. It results itself  the 

concealment of the secret data historically,the sender used 

methods such As invisible ink ,tiny pin pictures on specific 

characters ,minute variations between handwritten 

characters ,pencil marks on handwritten characters. 

Steganographic Terms [9]: 

- Cover File:It is a file in which hidden information 

will be stored.  

- Stego Medium: Medium through which the 

information is hidden.  

- Message: The data to be hidden or extracted.  

- Steganalysis: Identify the existence of message.  

II. APPLICATION 

Few applications of the steganography are[9]: 

- Defense Organizations: Security from enemies 

- Intelligence Agencies: Security of person’s private 

information 

- Government Agencies: Store critical data like 

criminal record Smart Identity Cards: Personal 

information is embedded into photo. 

- Medical: Patient’s details are embedded within an 

image. 

 
Fig. 1: Stegnography diagram 
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III. TYPES OF STENOGRAPHY 

Different type  of stegnography may be divided into four  

main categories: 

- Text  

- Images  

- Audio  

- Protocol 

A. Text Stegnography 

It  is the most important kind of stegnography. It hides the 

secret message in every n letter of each word of the  text 

document but text stegnography is not used in digital images 

because of the rapid growth of Internet and different type of 

file format it has decreased importance.And its basic reasons 

is that it has a very minor quantity of redundant information. 

B. Image Stegnography 

Images are the most popular covered images or objects for 

stegnography.It embedded secret message into covered 

image with shared key to generate a stego image and it send 

to the receiver then unauthenticated user can not identify the 

concealment of message. In image stegnography pixel 

intenstities are used to hide the data. 

C.  Audio Stegnography 

It select the channel to hide the information in audio form.it 

is masking .It utilizes the properties of human ear to the 

purpose of the hide the information secretive. This method 

hides the data in wav, mp and au sound files. 

These methods are 

- Low bit encoding  

- Phase coding  

- Spread space-time.  

D. Protocol Stegnography 

In protocol stegnography may be defined as the protocol is 

the set of rules in which we hide the information in TCP/IP 

packet header in some fields that can never be used.[8] 

 
Fig. 2: Type of Stegnography[9] 

IV. CLASSIFICATION OF STEGANOGRAPHIC CATEGORIES  

Steganography is classified into 3 categories, 

- Pure steganography where there is no stego key. It 

is based on the assumption that no other party is 

aware of the communication. 

- Secret key steganography where the stego key is 

exchanged prior to communication. This is most 

suspectible to interception.  

- Public key steganography where a public key and a 

private key is used for secure communication. 

A. Classification of Steganographic Methods  

Steganography methods can be classified mainly into six 

categories, although in some cases exact classification is not 

possible [10]. 

 
Fig. 3: Show Stegnography Methods 

- Substitution methods substitute redundant parts of 

a cover with a secret message (spatial domain).  

- Transform domain techniques embed secret 

information in a transform space of the signal 

(frequency domain)  

- Spread spectrum techniques adopt ideas from 

spread spectrum communication.  

- Statistical methods encode information by 

changing several statistical properties of a cover 

and use hypothesis testing in the extraction process.  

- Distortion techniques store information by signal 

distortion and measure the deviation from the 

original cover in the decoding step. 

- Cover generation methods encode information in 

the way a cover for secret communication is 

created. 

V. FEATURES OF STEGANOGRAPHIC TECHNIQUES  

Steganographic techniques have various features which 

characterises their strengths and weaknesses. Features 

include: 

A. Embedding Capacity 

It refers to the amount of data that can be inserted into the 

cover-media without deteriorating its integrity.  

B. Perceptual Transparency 

It is necessary that to avoid suspicion the embedding should 

occur without significant degradation or loss of perceptual 

quality of the cover media.  

C. Robustness 

It refers to the ability of embedded data to remain intact if 

the stego-image undergoes various transformations such as 

scaling, rotation, cropping or compression.  

D. Tamper Resistance 

It refers to the difficulty to alter or forge a message once it is 

embedded in a cover-media, such as replacing a copyright 

mark with the one claiming legal ownership.  

E. Computational Complexity  

Computational complexity of steganography technique 

employed for encoding and decoding is another 

consideration and should be given importance.[11] 
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VI. IMAGE BASED STENOGRAPHY TECHNIQUE 

Image stegnography is the Most Popular technique of 

stegnography .in this secret message is hidden into digital 

pictures with some hiding method we will Focus only on 

image stegnography in which image files is to  succeded 

The visual stegnography   in image stegnography in which 

its technique involve hiding a message in another form like 

as an image An audio or video file .[2]it we will Focus only 

on image stegnography in which image files is to  succeded 

The visual stegnography has three components 

- Carrier image 

- message 

- key . 

It imparts secret message into cover image with 

shared key to generate a stego image .we have many 

different file format like bmp,jpeg.stegnography divide into 

many categories like as text,images,audio ,video 

,protocol.we have two image first one is covered image and  

second is embedded message then it will Form a stego 

image .in image stegnography image are the most popular 

covered images .in image stegonography divided into two  

categories transfer domain and image domain Based 

stegnography  It gives such technique like LSB(Least 

Significant bit),Random pixel embedding ,PVD(Pixel value 

difference), Discrete Courier Transform(DCT),spread 

spectrum, masking ,filtering ,statistical technique etc . 

VII. LSB STEGNOGRAPHY 

LSB(least significant bit) stegnography is  simple technique 

approach in which it embedded the information in secure 

format.inThis method embedding is done by replacing the 

LSB of image with secrete message bit. It hidden message is 

transformed to stream of bits which replace the LSB s of 

pixel values in the cover image.it s  advantage of LSB 

Stegnography have High message payload .lsb stegnography 

is only suitable for image stored in bitmap or losslessly 

compressed[3] .In LSB image are mainly two type 1.8 bit 

image or gray scale image 2.24 bit imageIn 8-bit images 

maximum numbers of colours that can be present are only 

256 colours 2.  All pixel in the images has value of  24 bit in 

which every 8 bit value refers to three colours red, blue and 

green.  Every day and day 24 bit image is popularly used 

because it uses the RGB color scheme it  has more than 

16000 color combination .it is robust and provided less 

security .but in gray scale is provided the secured data .but it 

has 256 color present combination  in it.  

This approach is very simple. In this method the 

least significant bits of  all of the bytes embedded image is 

replaced with a bits of the secret message. The LSB 

embedding approach has become the base of many 

techniques that hide messages within  imge format.. LSB 

embedding can be applied in particular data domains - for 

example, embedding a hidden message into the color values 

of RGB bitmap data, or into the frequency coefficients of a 

JPEG image. LSB embedding can also be applied to a 

variety of image data formats and  itstypes. Therefore,Now a 

day’s LSB embedding is one of the most important 

steganographic techniques  example of a grid for the 3 

pixels of a 24-bit image can be as follows: 

(00101101 00011100 11011100) 

(10100110 11000100 00001100) 

(11010010 10101101 01100011) 

When the no. 200, which binary illustration is 

11001000, is embedded into  LSB of this part of the image, 

the resulting grid is as follows: 

(00101101 00011101 11011100) 

(10100110 11000101 00001100) 

(11010010 10101100 01100011) 

The amount was embedded into the first 8 bytes of 

the grid, only the 3 underlined bits needed to be altered 

according to embedded message. 

Following fig shows the lest significant bit hiding 

technique[9] 

 
Fig. 4:  Technique of Hiding LSB 

Benefits of the least significant bit  technique It is 

the easiest technique in between all the steganographic 

approaches. A huge majority of the freely accessible 

steganography software makes use of the least significant bit  

replacement, but there is a more significant reason: it can be 

achieved without any different tools at all. We can consider 

it as worthy of the study because of its widespread use. 

Drawbacks of least significant bit  technique These 

approaches are based on the false assumption that least 

significant bit  plane of natural images is the random 

enough, thus are appropriate for document hiding. Such 

assumption is not always true, particularly for images with 

more smooth regions. 

A. PVD 

In this method, two consecutive pixels are selected for 

embedding the data. The payload is determined by checking 

the difference between two consecutive pixels and it serves 

as a basis for identifying whether the two pixels belongs to 

an edge area or smooth area.  

B. Spread Spectrum Technique 

The concept of spread spectrum is used in this technique. In 

this method the secret data is spread over a wide frequency 

bandwidth. The ratio of signal to noise in every frequency 

band must be so small that it become difficult to detect the 

presence of data. Even if parts of data are removed from 

several bands, there would be still enough information is 

present in other bands to recover the data. Thus, it is 

difficult to remove the data completely without entirely 

destroying the cover.It is a very robust technique mostly 

used in military communication.  

C. Statistical Technique 

In the technique message is embedded by changing several 

properties of the cover. It involves the splitting of cover into 

blocks and then embedding one message bit in each block. 

The cover block is modified only when the size of message 

bit is one, otherwise no modification is required.  
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D. Transform Domain Technique 

In this technique; the secret message is embedded in the 

transform or frequency domain of the cover. This is a more 

complex way of hiding messages in an image. Different 

algorithms and also transformations are used on image for 

the purpose of hide message in it. Transform domain 

techniques are broadly classified such as  

1) Discrete Fourier transformation technique (DFT)  

2) Discrete cosine transformation technique (DCT)  

3) Discrete Wavelet transformation technique (DWT)  

4) Lossless or reversible method (DCT)  

5) Embedding in coefficient bits  

E. Distortion Techniques 

 In this technique the secret message is stored by distorting 

the signal. A sequence of modification is applied to the 

cover by the encoder. The decoder measures the differences 

between the original cover and the distorted cover to detect 

the sequence of modifications and consequently recover the 

secret message.  

F. Masking and Filtering 

These techniques hide information by marking an image. 

Steganography only hides the information whereas 

watermarks becomes a portion of the image. These methods 

embed the data in the more important areas rather than 

hiding it into the noise level. Watermarking methods can be 

applied without the fear of the image destruction because of 

the lossy compression as they are more integrated into the 

image. This method is basically used for 24-bit and 

grayscale images. 

VIII. RSA ALGORITHM 

RSA is designed by Ron Rivest, Adi Shamir, and Leonard 

Adleman in 1978. It is one of the best known public key 

cryptosystems for key exchange or digital signatures or 

encryption of blocks of data. RSA uses a variable size 

encryption block and a variable size key. It is an asymmetric 

(public key) cryptosystem based on number theory, which is 

a block cipher system. It uses two prime numbers to 

generate the public and private keys. These two different 

keys are used for encryption and decryption purpose. The 

sender encrypts the message using receiver public key and 

when the message gets transmitted to receiver, then the 

receiver can decrypt it using his own private key [13, 14]. 

RSA operations can be decomposed in three broad steps; 

key generation, encryption and decryption. RSA has many 

flaws in its design therefore not preferred for the 

commercial use. When the smallest values of p & q are 

selected for the designing of key, then the encryption 

process becomes too weak and one can be able to decrypt 

the data by using random probability theory and side 

channel attacks. Padding techniques are required in such 

cases increases the system’s overheads by taking more 

processing time [12].  

Key Generation Procedure [15]  

1) Choose two distinct large random prime numbers p 

& q such that p ≠ q.  

2) Compute n= p × q.  

3) Calculate: phi (n) = (p-1) (q-1).  

4) Choose an integer e such that 1<e< n Ciphertext: 

C= Pe mod n.  

3.1.3 Decryption Ciphertext: C Plaintext: P=Cd mod n. 

IX. LITERATURE SURVEY 

Adnaan Ahmed (2014 ) et al at present that securely transfer 

secret message In invisible manner.in this paper, it proposed 

a method for stegnography in which stego image and secret 

key has no absolutely or fully distortion or curve of images. 

Image is not depend on the  size of cover  image and secret 

message. It hides the larger image in smaller image.The 

proposed method will also use the AES encryption for 

secure  Transfer of stego key and its basic purpose is to 

secure transfer of secret data for covered images and 

encrypted data.It takes the combination of cryptograpy and 

stegnography for  highly secured data .Its two layer 

encryption increased the highly secure transfer of data.now a 

days its proposed method is more secure and secure for data 

transfer and communication compared to other 

technologies.[1] 

Md.Rashedul Islam (2014 ) et al at present that it 

proposed technique based on bit map image For better 

security it added the AES cryptography its new 

stegnography technique hide the large data In bit map image 

using the filtering based algorithm. this mehod improved the 

least significant bit Method for hiding the information in 

images its proposed method that hide the large data in single 

data Image preserve advantage and rejectthe disadvantage of 

the conventional  lsb methods .Its method used the theory of 

the status examination for insertion and also retrieval of 

message. there are the various size of data stored inside the 

image and PSNR value is calculated for each image. In LSB 

stegnography  replace message bit with LSB message bit. 

but it replace only status of bit[2] 

Manu Devi(2014) et al at present that improved 

stegnalysis methods in which we use grayscle map contains  

LSB stegnography or not. It proposed a new techniques for 

information security its research  was aimed towards the 

evaluation and improvement of a novel and enhanced data 

hiding method  Based on LSB.It presents a stegnography 

method for embedding secret message bit in lsb of 

nonadjacent and random pixel location  in edges of images 

and 1-3-4 lsbs of red, green,blue component of randomly 

selected pixels across soft areas The hidden message 

security is very high as compared to additional methods 

.image feature is also superior .the entropy  ,MSE ,and 

capabilities are improved with acceptable PSNR compared 

to the existing alogorithm.we can increase the hiding 

capacity of image by using all the pixels.[3] 

Mr.Madhusudan Mishra(2014) et al at present that 

employs rsa alogorithm with  1024 bits key size for the 

secret data encryption before inserting it into cover image  

and f5 stegnographic technique to hide the encrypted 

messsge inside the covered image imperceptibility.It 

proposed an image stegnography scheme which based on f5 

algorithm that hides the encrypted message inside cover 

images indistinguishable.It provides high capacity,fast speed 

and prevent visual  And statistical attacks.It combines  

public key cryptography with digital image  stegnography .It 

used the f5 algorithm in which it hides the message into 

random Discrete courier transform.It provides a new 

technique for secret communication which based on public 

key stegnography[4] 
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Linjie guo (2014)  presents a new stegnography 

technique in which its gave uniform embedding for efficient 

jpeg stegnography .It present new distortion function is also 

called as embedding distortion function obtainable for the 

both side Knowledgeable and non side knowledgeable for 

secure jpeg stegnography .It determined the best codeword 

for given messsge with minimal distortion.it provide more 

secure  axnd efficient jpeg stegnography . It provides 

minimal distortion that implement jpeg stegnography with 

high embedding efficiency.[5] 

Jjtindra kaur 2013 presnted   a approach of  

maximum embedding capacity  of image in a way that in a 

way that maximum possible neighboring pixels analyzed for 

their frequencies ,to determine amount of the knowledge to 

be added in the all pixel. it provides a smooth insertion of 

data into carrier images and reduces the error estimation and 

aircraft insertion required to minimal.In this paper it 

provides a paper back  approach of  image stegnography 

based on LSB (least significant bit ) and RSA encryption 

method for lossless jpeg images it used rsa algorithm in 

image Stegnography .This paper introduces the concept of 

image stegnography with RSA algorithm in this secret 

message involve into small Matrix of size 8*8 Insert into 

input images .It supported secret data in lossless jpeg images 

.[6] 

 Zohreh Fouroozesh(2014) et al at present the 

improvement of least significant bit and it analyze the 

LSBMR  Algorithm and the edge adaptive image 

stegnography it conducted the several experiment on these  

Algorithm on a set of 200 images and it shows the 

development can be made by applying certain image  

processing method called sobel edge detection to find edge 

of images that can hold all the secret information.[7] 

X. CONCLUSION 

According to the cover medium type, steganography can be 

classified into text, image, video, and audio. The most 

commonly used is the image steganography due to the vast 

use of images through the Internet and the difficulty of 

figuring out the difference between the original image and 

the stego-image by human eyes. In this paper, a literature 

survey on the image steganography techniques is presented. 

In Image Domain, we discussed the most powerful 

technique called LSB to hide information. LSB is the most 

widely used technique for steganography. Some researchers 

have also used the techniques like water marking, distortion 

technique, spatial technique, LSB, MSB in their work and 

provided a strong means of secure information transmission. 

We also discussed the tool called Invisible Secret to perform 

Steganalysis. Finally this paper ends with application of 

steganography. To overcome few problems, this new 

algorithm is implemented based on least significant bit 

embedding algorithm (LSB) for hiding secret messages in 

the edges of the image. The algorithm ELSB hides data in 

edge pixel.We encrypt message using RSA algorithm for 

better security on the basis of prime numbers.The 

implemented algorithm is applicable to all kinds of images 

and can be used in covert communication, hiding secret 

information like copyrights, trade secrets and chemical 

formulae. 
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