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Abstract— The aim of Privacy Preserving Distributed Data 

Mining is to extract relevant knowledge from large amount 

of data while protecting at the same time sensitive 

information .Due to personal interests , medical databases or 

business interest privacy is needed .Due to privacy 

infringement while performing the data mining operation 

this not often possible to utilize large databases for scientific 

or financial research. For better decision making we need to 

perform multi-party computation by combining the database 

of two or more than two parties ,which can not guarantee 

security .To address this problem ,several privacy preserving 

distributed data mining techniques are used .In this paper 

Apriory based distributed, privacy preserving Frequent Item 

set Mining algorithms are designed to fit in the Secure 

Multiparty Computation model for privacy preserving 

computation. 
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I. INTRODUCTION 

A. Privacy:  

Privacy is the ability to control the view .Being able to 

control who knows what about us ,and when .Threats to 

privacy due to the Internet ,Distributed databases ,data 

mining .Information privacy or data privacy or data 

protection is the relationship between collection and 

dissipation of data. 

B. Distributed Database:  

A  distributed database is a database in which storage 

devices are not all attached to a common processing unit 

such as the CPU .It may be stored in multiple computers 

,located in the same physical location or may be dispersed 

over the a network of interconnected computers .A 

distributed database system consists of loosely-coupled sites 

that share no physical components. E.g. Cloud Data 

Distributed databases use a client/server architecture to 

process information request. Two basic schemes for 

distributed datasets are: homogeneous i.e. Horizontal 

partition and heterogeneous distribution i.e. vertical 

partition[1]. 

C. Data Mining:  

Data mining refers to extracting or “mining” knowledge 

from large amounts of data. The term is actually a wrong 

name. Usually the Mining of gold from sand or rocks is 

referred to as gold mining rather than sand or rock mining. 

So more appropriately the data mining should have been 

named “knowledge mining from data”. There are some other 

terms which can be used in a similar or slightly different 

meaning to data mining, like data/pattern analysis, data 

archaeology,  knowledge mining from data, knowledge 

extraction,  and data dredging [2]. 

The main objective in PPDDM (Privacy Preserving 

Distributed Data Mining) is to develop algorithms for 

modifying the original data in some way or to design an new 

architecture for  multi- party data mining , so that the private 

data and private knowledge remain private even after the 

mining process. 

II. PROBLEM STATEMENT 

Different data holders who are located at different places 

want to undertake a joint data mining task to obtain certain 

global patterns that will benefit them all while at the same 

time they each are reluctantly to disclose their private data 

sets to one another during the execution of the computing. 

This kind of problem is commonly referred to as privacy-

preserving distributed data mining. We consider the 

following privacy problem :more than two  data owner 

parties want to collaboratively build a global decision by 

performing data mining on the union of their database 

without revealing privacy, and request different degree of 

privacy protection for sensitive values and non-sensitive 

values , e .g  : User1 has a private database D1 and  User2  

has private database D2 . User1 and User2 want to jointly 

perform the mining to find the association rules on D1∪ D2 

without disclosing the contents of their private database to 

each other ? 

Let us first take a look at two real-world examples 

of distributed data mining with different privacy constraints: 

1) Scenario 1:  

Multiple competing supermarkets, each having an extra-

large set of data records of its customer‟s buying behaviors, 

want to conduct data mining on their joint data set obtain 

certain global patterns that will benefit them . These 

companies are competitors in the market, so they do not 

want to disclose too much about their customer‟s 

information with each other, but definitely they know the 

results obtained from this collaboration could bring them an 

advantage over other competitors. 

2) Scenario 2:  

Success of homeland security aiming to counter terrorism 

depends on combination of strength across different mission 

areas, effective international collaboration and information 

sharing to support coalition in which different organizations 

and nations have to share some, but not all, information. 

Thus Information privacy becomes an extremely important; 

all the parties of the collaboration promise to provide their 

private data to the collaboration, but neither of them want 

each other or any other party to learn much about their 

private data.  

Each scenario shows a set of challenges .Scenario 1 

is an example of heterogeneous collaboration, while 

scenario 2 refers to a task in a homogeneous cooperation 

setting. Technology alone cannot address all of the Privacy 

Preserving Distributed Data Mining (PPDDM) scenarios [3]. 

III. PRIVACY PRESERVING TECHNIQUE 

Our view of privacy preserving data mining and 

computational model derived from a multi-party approach. 
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For a survey of privacy preserving data mining see e.g. [6] 

and [7], and on general multi-party computation see [8] and 

[9]. 

The basic idea of Secure Multiparty Computation 

(SMC) is that a computation is secure if at the end of the 

computation, no party knows anything except its own input 

and the results (privacy). One way to view this is to imagine 

a trusted third party - everyone gives their input to the 

trusted party, who performs the computation and sends the 

results to the participants. But this is not likely to happen in 

real-world applications, thus we use and create algorithms 

where the same result can be achieved without using a 

trusted party. Besides privacy, security requires (and not 

defined by) the followings as well: correctness - each party 

is guaranteed that the output that it receives is correct; 

independence of inputs – corrupted parties must choose their 

inputs independently of the honest parties‟ inputs; 

guaranteed output delivery - corrupted parties should not be 

able to prevent honest parties from receiving their output; 

fairness - corrupted parties should receive their outputs if 

and only if the honest parties also receive their outputs. 

Another parameter that must be defined relates to the actions 

that corrupted parties are allowed to take. There are two 

main types of adversaries: semi honest adversaries – even 

corrupted parties correctly follow the protocol specification, 

however, could attempt to derive as much additional 

information as possible from internal states and/or the result; 

malicious adversaries - the corrupted parties can arbitrarily 

deviate from the protocol specification. In the followings we 

shall work in the semi-honest model [10].  

A. Privacy Preserving Apriori Algorithm 

The privacy preserving version for p >= 3 parties has been 

reviewed in [11], here we would like to give an outline of 

previous works. Before we go on to the main algorithm, we 

need to introduce the Secure Union and the Secure Sum 

SMC protocols Secure Sum. Now each participant holds 

onto a number of their own, and they would like to privately 

compute the sum of their inputs. Main Party generates a 

random number R, adds to its local value and sends it to the 

next party. All participants add their local value to the 

received number. At last Main Party receives the sum, 

subtracts R from the result and broadcasts the result. 

Now we are ready to put together the privacy 

preserving apriori algorithm. Let denote the ith party by Pi, 

the number of parties is p, PM is the Main Party. Each 

participant has a private transaction database DBi. We are 

given a support threshold s. The goal is to discover all 

globally frequent item sets, i.e. the ones satisfying the 

support threshold in the united database. Furthermore no 

party should be able to learn contents of a transaction 

(basket), or any specific value of support at any other party 

unless that information is revealed by the knowledge of 

one‟s own data and the final result. For example, if a rule is 

supported globally but not at one participant‟s own database, 

we can deduce that at least one other party supports the item 

set. 

1) Identify all the candidate item sets - Secure Union 

2) Repeat until no more frequent item sets are 

produced. 

3) Verify if each item(set) satisfies the support 

threshold 

(Secure Sum), if yes store as frequent. 

4) PM generates the new candidate item sets same 

way as in the non-multi-party case. 

5) PM broadcasts all frequent item sets 

IV. OVERVIEW OF PROPOSED APPROACH 

 
Fig. a): Overview of the proposed approach 

We consider scenario where two or more data owner party 

want to perform association rule mining on the union of 

their database and collaboratively build a global decision 

without revealing privacy with each other. Hear we take one 

coordinator whose task is to perform coordination between 

the distribute databases , so that we can consider the 

distributed databases as a virtually combined database, e.g. 

coordinator sends minimum threshold value and confidence 

value to all the data base holder based on which they will 

finds the association between the attributes and finds some 

association rules and then they will sends result to the 

coordinator, It will merges association rules generated by 

different data owners  and it will gives the final result. Here 

the data mining algorithm executed on local machine and 

we don‟t need to do any kind of data sharing so the privacy 

of the data will be preserved. Here Coordinator generates 

the pair of private and public key. Further it sends public 

key to all the data holders. After performing computations 

the data holders performs the encryption of result by the 

public key of data owner and encrypted result to the 

coordinator. So in this way this approach provides 

authentication, integrity and non-repudiation. 

A. Aim: 

 
Fig. b): Overview of Problem 

As show in above figure suppose we perform 

mining on the 10,000 record and save the result of mining as 

r1  and then we divide the record in 5 parts and perform the 

mining of 2000 records individually and then merges the 

result of individual mining and save the result as r2. Here 

the result r2 should be match with the result  r1 
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B. Flow Chart 

 Steps 1: Coordinator first decides the mining criteria 

and sends it to all participant using asymmetric key 

encryption  

 Step 2: Each site performs data mining individually on 

their local machine. 

 Step 3: Coordinator collect the result of data mining. 

 Step 4: If any site fail to perform mining then it will 

starts mining from beginning and coordinator will wait 

until the completion of execution. 

 Step 5: Finally coordinator will merges the 

 
Fig. c): Flow chart 

V. SOLUTION FOR ASSOCIATION RULE MINING 

A. Apriori Algorithm. 

In general, a data set that contains k items can potentially 

generate up to 2k-1 frequent itemsets, excluding the null set. 

To reduce this we can reduce the number of candidate 

itemsets, i.e. eliminate some of the candidate itemsets 

without counting their support value. Apriori is the first 

association rule mining algorithm that pioneered the use of 

support-based pruning to systematically control the 

exponential growth of candidate itemsets. The use of 

support for pruning candidate itemsets is guided by the 

Apriori Principle. This follows from the antimonotonicity of 

the support as set function, namely if an itemset is frequent, 

then all of its subsets must also be frequent. 

The pseudo-code for the frequent itemset 

generation part of the Apriori algorithm is shown in 

Algorithm 1.  

At step 5 of Algorithm 1 candidate generation is 

being executed. There are several functions existing to 

satisfy this step. Here we show one possible solution for this 

problem, the Fk-1 x  Fk-1 Method. The candidate generation 

procedure in the apriori-gen function merges a pair of 

frequent (k-1)- itemsets only if their first k - 2 items are 

identical. Let A = {a1, a2,…., ak-1} and B = {b1, b2, bk-1}  

be a pair of frequent (k-1)-itemsets. A and B are merged if 

they satisfy the following conditions: ai = bi (for i = 1, 2,…., 

k-2) and ak-1 ≠ bk-1.     

Algorithm 1 Frequent itemset generation of the 

Apriori algorithm. 

Let Ck denote the set of candidate k-itemsets and Fk 

denote the set of frequent k-itemsets 

1) k = 1. 

2) Fk = { i / i ϵ I Λ σ ({i}) ≥ N x minsup}. {Find all 

frequent 1-itemsets}  

3) Repeat 

4) k = k + 1 

5) Ck =apriori-gen(Fk-1). {Generate candidate item-

sets} 

6) For each transaction t ϵ T do  

7) Ct =subset(Ck; t). {Identify all candidates that 

belong to t }  

8) for each candidate itemset c ϵ Ct  do  

9) σ(c) =  σ(c) + 1. {Increment support count} parties 

10) Fk = {c|c ϵ Ck Λ (c) ≥ N x minsup}. {Extract the 

frequent k-itemsets}  

11) until Fk = Φ  

12) Result=  U Fk 

 Step 1: Find locally frequent item sets in each partition 

using Apriory algorithm. 

 Step 2: Check the global support for only the locally 

frequent item set 

Following figure (3.2.1) show the concept of 

finding the global support in privacy preserving manner. 

 
Fig. d): Solution for association rule mining 

As show in figure coordinator generates the 

random number „r‟ and it will forwards it to Site 1, Site 1 

performs the sum of random number „r‟ with local support 

count „n1‟ i.e. „r+n1‟ and so on. So no one site can 

recognize the support count of another site and we can find 

the global support count. 

 

Fig. e): Example 

VI. CONCLUSION & FUTURE WORK 

As per the current scenario, mostly cryptographic solutions 

to problems related to Privacy Preserving Distributed Data 

Mining are  guess of or semi  honest  party  or Trusted Third 
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Party  model. But in physical world applications, the  pure 

semi honest or Trusted Third Party  scheme is  found in rare 

case. Here we tried to remove the semi-honest third trusted 

party. Proposed work provides the method through which 

we can find the association rule from distributed database 

without revealing the privacy. This is the most efficient 

method to provide privacy preserving distributed data 

mining. For the future work we can create more robust and 

stable application for the PPDDM. Now a day we can use 

Service Oriented Architecture (SOA) to build the more 

robust and scalable application. 
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