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Abstract— Biometric is a science for verification or
identification of individuals by employing a person’s
physiological and behavioral traits. All unibiometrics has
their own drawback and no unibiometrics system offers
100% of accuracy and a hacker can easily fool a single
biometric trade. For solving these problem is through a
combination of different biometrics trades are used in
different level of fusion. And it is also difficult to spoof
multi biometric system, because in this system, have to fool
more than one biometrics. This paper present summery of
data fusion schemes that are used in biometrics and
advantage and disadvantage of those schemes.
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I. INTRODUCTION

Biometrics is the science of establishing the identity of an
individual based on the physical, chemical or behavioral
attributes of the person.[1] The use of biometrics in modern
worldhas been reinforced by the need for large scale
identity management system whose functionality relies on
tha accurate determination of individual’s identity.

Example of these applications includes resource
sharing, access granting, and authentication of user.
Although for most users and operating environments that no
major problems, several scenarios and unwieldy users exist.
Table no. 1 summarizes some drawbacks of known
biometric systems. This list is skipped situations where the
user is not. Changes in the environment sufficient
collaboration, or some inevitable occur (different lighting,
background noise, etc.). Obviously, in these situations, data
fusion may also facilitate the recognition process and other
problem with biometrics is spoofing attacks, a unibimetric
system can be fooled easily [2].

The combination of different system can improve
the security level of any system.

In all cases, the system can be classified as[3] :
- Unimodal biometric system: it relies on a single
biometric characteristic.
- Multimodal biometric system: It uses multiple
biometric  characteristics, like  voice plus
fingerprint; or face plus iris

A. Characteristics of Biometric:

Following are the characteristics of biometric:

1) Universality: Every person should have the biometric
characteristic.

2) Uniqueness: No two persons should be the same in
terms of the biometric characteristic.

3) Permanence: The biometric characteristic should be
invariant over time.

4) Collectability: The biometric characteristic should be
measurable with some (practical) sensing device.

5) Acceptability: The particular user population and the
public in general should have no (strong) objections to
the measuring/collection of the biometric characteristic.

Biometrics Weakness
Cannot distinguish identical siblings,
Face s L
Religious or cultural prohibitions
Physical size of acquisition device,
Hand : .
Physical contact required,
Retina Requires user training gnd cooperation,
High user resistance
. Potential user resistance,
Iris . -
Requires user training,
Physical contact required (a problem in some
Fingerprint cultures),
Association with criminal justice
. Unstable over time, Changes with time,
Voice . L9,
illness stress or injury,
. Unstable over time, Occasional erratic
Signatures L
variability,

Performance: Refers to the level of accuracy and speed of
recognition of the system given the operational and
environmental factors involved.

Il. ANATOMY OF MULTIBIOMETRIC SYSTEM

Based on the nature of the sources of biometric information,
a multibiometric system can be classified intofive categories
which are multi-sensor, multi-algorithm, multi-sample,
multi-instance and multi-modal systems. The scenario of
multibiometric systems is depicted as in Fig.1.
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Fig. 1: Anatomy of MultiBiometrics System
Fig. no 1 weakness of unibiometrics

Multi-sensor systems: multi-sensor system employs
multiple sensors to capture single biometric trait of an
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individual[4]. The example of this system is using two
different cameras for taking image of subject and processing
that image with same procedure.

Multi-algorithm systems: multi-algorithm system
employs multiple feature extraction or classification
algorithms, different algorithms process same data capture
from sensor, In this system multiple algorithms help to
improve the performance And this will cause a complex
system[5].

Multi-sample system: multi-sample systems use
multiple samples derived from same biometric acquired by a
single sensor[6]. The same algorithm processes each of the
sample and the individual results are fused to obtain an
overall result. Advantage is to avoid poor performance due
to the slack properties of sample in only one sample is used.
Multi-instance systems: In this system, the biometric
information has been extracted from the multiple instances
of the same body trait. The example of this system is using
left and right index finger and iris of an individual [7].

Multi-modal systems: multi-modal systems use the
evidence of multiple biometric traits to extract the biometric
information of an individual.[8] These different biometric
traits can come from a variety of modalities such as finger
and hand or face. the multi-model system is better due to
presence of multiple independent biometrics. however, the
drawback of this system is due to presence of multiple
biometrics require different sensor for each biometry trait.

I11. DATA FUSION LEVEL

The important issue to designing multibiometric system is to
determine the sources of information and combination
strategies. Depending on the type of information to be fused,
the fusion scheme can be classified into different levels.
According to Sanderson and Paliwal [9], the level of fusion
can be classified into two categories, fusion before matching
(pre classification) and fusion after matching (post
classification) as shown in fig 2

Fusion In Biometrics
l | |
{ \’
Belore Matching After Maiching
Sensor Level Feature Level Score Level Decision Level

Fig. 2: classification of Data fusion in Biometrics

A. Sensor Level:

In this level, the digital input signal is the result of sensing
the same biometric characteristic with two or more sensors.
Thus, it is related to unimodal biOmetrics:Figure 3 shows an
example of sensor fusion that consists of sensing a speech
signal simultaneously with two different microphones. The
combination of the input signals can provide noise

Input
—> Sensor

Feature Extraction

Fusion .—7 ;
digital data

Inpur Sensor

B. Feature Level:

This level can apply to the extraction of different features
over a single biometric signal (unimodal system) and the
combination of feature levels extracted from different
biometric characteristics (multimodal system). An example
of a unimodal system is the combination of instantaneous

Feature

Fig. 3: sensor

cancellation, blind source separation [4], etc. Another
example is face recognition using multiple cameras that are
used to acquire frontal and profile images in order to obtain
a three-dimensional face model, which is used for feature
extraction. Although this fusion level is useful in several
scenarios, it is not the most usual one.

Matching Decision S
; _, Score Decision
DataBase |

level fusion

and transitional information for speaker recognition PI.
Figure 4 shows an example that consists of a combination of
face and fingerprint at the feature level [10]. This
combination strategy is usually done by a concatenation of
the feature vectors extracted by each feature extractor. This
yields an extended size vector set. Some drawbacks of this
fusion approach are.: There is little control over the
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contribution of each vector component on the final result,
and the augmented feature space can imply a more difficult
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classifier design, the need for more training and testing data,
etc.
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Fig. 4: Data fusion on Feature Level

C. Score Level Fusion:

In score level fusion, the match outputs from multiple
biometrics are combined together to improve the matching
performance in order to verify or identify individual as
shown in Fig. 5 [11]. The fusion of this level is the most
popular approach in the biometric literature due to its simple
process of score collection and it is also practical to be
applied in multibiometric system. Moreover, the matching
scores contain sufficient information to make authentic and
imposter case distinguishable [12]. However, there are some
factors that can affect the combination process hence
degrades the biometric performance. For example, the
matching scores generated by the individual matchers may

input
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not be homogenous due to be in the different scale/range or
in different probability distribution. In order to overcome
this limitation, three fusion schemes have been introduced
i.e. density-based schemes; transformation-based scheme;
and classifier-based scheme [13]. This scheme usually
achieves optimal performance at any desired operation point
and estimate the score density function accurately. However,
this scheme requires a large number of training samples in
order to perfectly approximate the density functions.
Moreover, it requires more time and effort for the
operational setting compared to the other schemes. On the
other hand, the transformation-based scheme is commonly
applied for the score normalization process.
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Fig. 5: Score Level Fusion
After the normalization procedure, several where the background noise increases and then reduce

combination schemes can be applied [7].The combination
strategies can be classified into three main groups[14]:

1) Fixed rules: All the classifiers have the same relevance.
An example is the sum of the outputs of the classifiers;
Trained rules: Some classifiers should have more
relevance on the final result. This is achieved by means
of some weighting factors used.

Adaptive rules: The relevance of each -classifier
depends on the instant time. This is interesting for
variable environments. (For instance, a system that
combines speech and face can detect those situations

2)

3)

the speech classifier weight. Similarly, the face
classifier weight is decreased when the illumination
degrades or there is no evidence that a frontal face is
present).

D. Decision Level:

In decision level fusion two independent biometrics systems
give their decision and after that fused that decision and give
result. For example two system hand and fingerprint gives
their result that it recognized or not that result is fused with
different condition classifier and generate actual result.
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Fig. 5: Decision Level Fusions

IV. CONCLUSION

Unibiometric system faces many problems, for solving those
problems, fused data in different level and used a effective
scheme of fusion that give a optimum results. How source of
information can be give a new scheme of fusion. Level of
fusion is also present in this paper, performance of fusion
can be further improved if an appropriate fusion strategy is
used especially for the system which is working in
uncontrolled environment hence , , a different weighting in
fusion is applied to maximize the performance of
multibiometric system . From the study of different type of
fusion scheme weighted score level fusion is comparatively
better scheme and it also solve the problem of noise in data,
upper bound of identification , spoof attacks on system.
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