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Abstract— Mobile malware has been growing in scale and 

complexity due to popularity of smartphones worldwide. 

Android is one of the most popular mobile operating system, 

which makes it more suitable to target with malware apps. 

There are schemes are provided for static malware analysis 

based on permission based analysis or dynamic malware 

analysis based on system calls. Despite current detection 

measures in place, more robust solution for malware 

detection is required. We have here described a hybrid study 

for the detection of malicious applications. In our study, we 

have suggested combination of static and dynamic malware 

analysis techniques to detect Android malware applications. 

Permission based filtering techniques can be effective to 

uncover well-known malwares. Then we can apply dynamic 

analysis scheme to identify certain behaviors of obfuscated 

malwares. In our scheme, we are monitoring dynamic 

behavior of application to uncover their malicious behavior 

along with static analysis consisting of reverse engineering 

of Apps. By combining both static and dynamic behavior, 

we can device a powerful framework to detect malicious 

apps on Android platform. 
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I. INTRODUCTION 

Android has millions of mobile devices across more than 

190 countries [1] worldwide. It's the one of the mostly used 

mobile operating system and still growing more and more. 

Also, reason for its popularity is Android market. Google 

play store provides millions of app to please android users. 

Unfortunately, the popularity of this platform also attracts 

malware developers. Lots of well known malwares have 

been seen in the past. The malwares spread quickly in the 

Android market and cause financial loss or privacy leaking 

for mobile users. The openness of Android market allows 

malwares being published on the third-party Android 

markets without much inspection. This promotes the growth 

of Android malware. 

Android is an open source operating system for 

mobile devices based on Linux kernel developed by Google. 
Unfortunately, the popularity of this platform also attracts 

malware developers. The malwares spread quickly in the 

Android market and cause financial loss or privacy leaking 

for mobile users. Malware applications (Apps) perform their 

malicious acts to alter device operation, retrieve sensitive 

information or gain access to systems settings. Apps that 

causes accidental damage due to some deficiency doesn’t 

considered as malwares.  
There is no specific type of malware app 

categorization; still malwares can be generalized in three 

groups as discussed. First, Mobile worms may be 

transmitted via text messages (SMS) or MMS and typically 

do not require user interaction for execution. Second, Trojan 

Apps always requires user interaction to be activated. Once 

activated, these malwares can cause serious damage by 

infecting and deactivating other applications or the phone 

itself, making it paralyzed after a certain period of time or a 

certain number of operations. They can do unauthorized 

access of data synchronization with calendars, email 

accounts, notes, and any other source of information before 

it is sent to a remote server. Third kind of malware known as 

spyware, presents a threat to mobile devices by collecting, 

using, and spreading user’s personal or sensitive information 

without the user's knowledge. 

In this paper, we propose hybrid scheme which is 

combination of static and dynamic malware analysis. We 

extracts harmful permissions and system API calls from apk 

by reverse engineering and dynamic by monitoring run time 

behavior of Apps on simulator. We used around 500 

malware samples published by Android Malware Genome 

Project [2] and 300 benign apps collected from the official 

Google Android Market [3]. The details of our scheme are 

given in section II.   

II. DESIGN 

Our scheme combines both static and dynamic malware 

analysis techniques. Table I shows some comparison 

between static and dynamic malware analysis.   

Functions Static Analysis Dynamic Analysis 

Analysis 

mode 

Analyze app in offline 

mode. 

Analyze app while 

in execution. 

Malware 

analysis 

 

Various reverse 

engineering tools i.e. 

ApkTool and Dex2Jar 

are used to retrieve 

source code from apk of 

apps. 

Various reverse 

engineering tools 

i.e. ApkTool and 

Dex2Jar are used to 

retrieve source code 

from apk of apps. 

Here, we check for 

declared permissions in 

AndroidManifest.xml 

file. 

Analysis is based 

on pattern checking 

of system calls and 

execution paths. 

Analysis is done from 

suspicious patterns of 

certain malware family. 

Dynamic privacy 

leaks and power 

consumptions are 

monitored to detect 

malicious behavior 

of apps. 

System APIs calls are 

analyzed to detect 

malicious behavior of 

apps. 

 

Limitatio

ns 

In case of code 

obfuscation this method 

can’t be effective. 
As runtime 

behavior of apps is 

needs to be 

analyzed it can 

increases overhead 

on actual device. 

Native code can’t be 

analyzed in case of 

bytecode analysis. 

Can’t detect new 

malware families 

Table 1: Comparison of static vs. dynamic analysis 
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Android provides more than 150 permissions, 

which developers have to declare in AndroidManifest.xml 

file used in their apps, in order to invoke any Android API 

successfully. Android’s permission based security system 

restricts unauthorized access to possibly harmful APIs on 

device which can cause security and privacy threat to user 

data. For example, no App can access users’ contacts on 

device unless it has declared READ_CONTACTS or send 

SMS unless App has declared SEND_SMS permission in its 

manifest file. Many literatures have discussed Android 

permission system [4], [5], [7]. Thus, these permissions are 

useful and effective to reveal the potential risks of Apps 

being installed. Not all of these permissions are harmful. In 

Table II, we have listed possible harmful permissions used 

in our experiment.  

Permission Group Permission Name 

Location 

ACCESS_COARSE_LOCATION 

ACCESS_FINE_LOCATION 

INSTALL_LOCATION_PROVIDER 

LOCATION_HARDWARE 

Network 

ACCESS_NETWORK_STATE 

ACCESS_WIFI_STATE 

CHANGE_NETWORK_STATE 

CHANGE_WIFI_MULTICAST_STATE 

INTERNET 

Calls and SMS 

CALL_PHONE 

CALL_PRIVILEGED 

READ_SMS 

RECEIVE_SMS 

SEND_SMS 

WRITE_SMS 

Packages 

KILL_BACKGROUND_PROCESSES 

INSTALL_PACKAGES 

DELETE_PACKAGES 

DELETE_CACHE_FILES 

CLEAR_APP_USER_DATA 

Miscellaneous 

BATTERY_STATS 

READ_FRAME_BUFFER 

RECEIVE_BOOT_COMPLETED 

WAKE_LOCK 

Table 2: List of possible harmful permissions [16] 

Apart from permission based analysis, we are 

analyzing sdk API calls which can lead to malicious actions. 

Here only those Apps can make API calls which have 

requested relevant permissions in manifest file. Table III, 

lists such APIs which are used in our experiment.   

API name Purpose 

getLastLocation() 
To request the last known 

location. 

requestLocationUpdates() 
To request regular updates 

about a device's location 

getFromLocation() 

To get a street address 

corresponding to a 

geographical location 

getActiveNetworkInfo() 

Returns details about the 

currently active default data 

network 

getNetworkInfo() 

Returns connection status 

information about a 

particular network type. 

getActiveNetworkInfo() 

To get an instance that 

represents the current 

network connection 

updateNetwork() 

Update the network 

description of an existing 

configured network. 

getConfiguredNetworks() 

Return a list of all the 

networks configured in the 

supplicant 

sendTextMessage() To send single SMS. 

sendMultipartTextMessage() 
To send long messages in 

multiplarts. 

DexClassLoader() 

This can be used to execute 

code not installed as part of 

an application. 

openConnection() 
To open connection to 

specific URL 

execute() 
To execute HTTP request of 

all type. 

getDeviceId() 
To get device ID from 

android 

Table 3: Android APIs Used In Our Experiment 

 
Fig. 1: Architecture of Hybrid Malware Analysis 

Static malware analysis includes analysis of source 

code which is retrieved from apk of Apps using various 

reverse engineering techniques. In our work, we have used 

Apktool [17] to retrieve AndroidManifest.xml from apk. 

Apktool is capable of retrieving all the resources, layouts, 

libs and manifest file from apk. However we cannot get 

actual source code using this Apktool. Once we have 

retrieved AndroidManifest.xml file from apk, we will 

extract all permissions from that. For our analysis, we have 

extracted only permissions those are mentioned in Table II. 

In order to get source code from apk, we had used Dex2jar 

[18] and Jad [19] tools. All the classes of Android project 

are bundled in Classes.dex inside apk. Dex2jar is used to 

convert this dex file to jar. We get all complied classes of 
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source code bundled in jar using Dex2jar. To get actual java 

class from this jar, we have to use any java decompilation 

tool. Jad is very famous and efficient java decompiler. Using 

Jad, we can get actual java source code of apk. Then, we can 

extract API calls from source code mentioned in Table III. 

Apart from requested permissions and API calls, we are 

extracting IP, domain or URL to determine if App is making 

request to any malicious server or advertising server. 

Dynamic malware analysis is based on the 

behavioral features of the applications which require 

running the applications in a controlled or isolated 

environment. For dynamic analysis we are using Trace [21] 

to collect runtime traces from Android emulator. Using 

Trace we can collect run time data of app, from which we 

will extract System API calls. Thus, if any app is making 

malicious action at run time can also be identified. To start 

monitoring dynamic behavior of App, first we have to install 

it on Android emulator. Once we have App running on 

device, we will run App for testing its all features. To make 

this process automated, we were using tool called Monkey 

runner [20]. Monkey runner tool is provided by Android 

SDK itself. This tool executes App for given number of 

commands. As we have App running on emulator, we can 

start method profiling and collect Trace logs from DDMS. 

After we get Trace logs for our App, we will extract API 

calls, domain and IPs from log file and add them to our 

dataset.  

After we have collected data from both static and 

dynamic analysis, we will apply classification algorithm on 

our dataset to classify App whether it is malicious or benign. 

In our work, we have applied J48, Random Tree and 

NaiveBayes classification algorithms on our dataset to get 

better results.  

III. EXPERIMENTAL EVALUATION  

We have applied our study on around 800 apks. Based on 

the our experiment, we found that more than 40% Apps 

requesting for ACCESS_WIFI_STATE, SEND_SMS, 

RECEIVE_SMS. We have listed frequently requested 

permissions by Apps in Table IV. 

Permission name Used (%) 

ACCESS_COARSE_LOCATION 22.22 

ACCESS_WIFI_STATE 42.85 

ACCESS_NETWORK_STATE 25.39 

CHANGE_WIFI_MULTICAST_STATE 28.57 

DELETE_PACKAGES 9.52 

RECEIVE_SMS 49.20 

SEND_SMS 49.20 

WAKE_LOCK 15.87 

WRITE_SMS 15.87 

Table 4: Top average permissions used by Apps 

 J48 Random Tree Naïve Bayes 

TPR (%) 91.5 93.9 82.9 

FPR (%) 21.0 20.2 12.5 

Table 5: Evaluation Results 

As we can see from Table V, our study gives better 

result with decision tree based algorithm like Random Tree 

and J48 classifier, compared to Naïve Bayes classifier. Also, 

we can see that from Table IV that average usage of 

SEND_SMS and RECEIVE_SMS is equal. From this we 

can predict, these two permission are used in pairs. 

IV. RELATED WORK 

There are two approaches to analyze and detect malware: 

static analysis and dynamic analysis. Static analysis is used 

to find some suspicious patterns of certain malware by 

reverse engineering. This method works on the application 

source code or binaries. Dynamic analysis is based on the 

behavior features of the applications which requires running 

the applications in a controlled or isolated environment. In 

Table VI, we have listed various malware analysis schemes 

suggested by various authors. 

Solution 

Name 
Classification Scheme 

Crowdroid 

[5] 

It performs clustering algorithms on activity 

and behavior data of running apps to 

classify them as benign or malicious. 

DroidRanger 

[6] 

It extracts behavioral signatures of known 

malware samples, and then detects new 

samples of known malware families using 

the behavioral signatures. 

TaintDroid 

[8] 

It uses taint analysis to report potential 

privacy leaks at runtime. 

Aurasium [9] 

It repackages apps to add user-level 

sandbox and security policies so that the 

app’s runtime behavior can be restricted. 

AppFence 

[10] 

It modifies Android OS to protect private 

data from being leaked by providing and 

imposing fine-grained privacy controls on 

existing apps. 

SCanDroid 

[11] 

It extracts security specifications from the 

app’s manifest and checks whether data 

flows through the app are consistent with 

the stated specifications. 

Stowaway 

[12] 

It aims to identify overprivileged Android 

apps by comparing the required and 

requested permissions based on mapping 

API calls used to permissions. 

AdRisk [13] 

It systematically studies large number of 

popular ad libraries used in Android apps to 

evaluate the potential risks. 

DNADroid 

[14] 

It  detects cloned Android apps in the 

markets by comparing similarities of 

program dependency graphs. 

RiskRanker 

[15] 

It detect Android malware using a set of 

vulnerability specific-signatures and control 

flow and intra-method data flow analysis 

looking for suspicious behavior signatures. 

Table 6: Related Work 

V. CONCLUSION 

Android has become very famous mobile application 

platforms. Thus malwares are spreading quickly in the 

Android market and causing financial loss or privacy 

leaking for mobile users due to the openness of Android 

market. Here, we have proposed a hybrid framework for 

detecting malicious apps on android platform. Permission 

and API based static analysis scheme can be helpful to 

detect existing known malwares. Also, we can apply 

dynamic analysis for monitoring runtime behavior of apps. 

From the study of literatures and experiments, we came 

concluded that combining both techniques can be found 
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very effective and efficient for detecting malicious app on 

android platform. 
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