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Abstract— More and more people rely on smart phones to 

manage their personal data. Smartphone's are today the 

repositories of our secrets (photos, email), of our money 

(online e-commerce) and of our identities (social networks 

accounts). Therefore mobile applications have the 

responsibility of handling such sensitive and personal 

information in a proper, secure way. For the protection of 

user data from third party applications, it is common for 

Smartphone‟s Operating Systems to use permission model 

control the Permissions granted to third party applications. 

The user receives a dialog with the list of permissions 

requested by the application before installation. Once the 

application is installed, the user gives chance to third Party 

application developer to attack. Nowadays attackers are 

developing such a malicious application. To protect against 

such attacks, different solutions are being given. We studied 

and detection of attacks focused on behavior-based 

approach. It is difficult for general users to permissions 

which are potentially harmful and those which are not. We 

are proposing a scheme to the user, so that he/she can give 

access to the requested permissions, or can deny and finish 

the installation. This System can be used for multipurpose, 

like Remap Hardware Buttons, Manage App Permissions, 

Enable Side-by-Side Multitasking, Add Options to the 

Power Menu, Disable the Unsafe Volume. 

Key words: Android Security, Permission Model, Android 

Operating System 

I. INTRODUCTION 

Smart phones are on the rise. For many people, a 

Smartphone has become a constant companion not just 

because of its traditional phone capabilities, but rather 

because of its smart features. Those include managing 

schedules with a calendar application, surfing the web, or 

using location-based services. By all means, many smart 

phones are used for organizing personal data. It is not a 

surprise that among the people who are using Smart phones 

are also those people pursuing criminal activities. For 

Investigators, data stored on smart phones is likely to 

contain evidence crucial for resolving a criminal case. 

This evidence can either be stored in persistent 

memory or as live data in the system's main memory. The 

field of forensic investigation is also known as live memory 

forensics. 

Until now, no research project has performed live 

memory forensics on the Android platform by a 

comprehensive bottom-up approach. Android applications 

are placed on top of the Android layer stack, which is 

supported underneath by three layers that include 

application framework, Android runtime, and Linux kernel. 

Linux kernel is used as a separation between hardware and 

the remaining software stack of Android. Android relies on 

kernel for managing low-level system resources such as 

memory management, security model, network stack, and 

process management. 

 
Fig. 1: Android system architecture [1] 

A. Android Security 

Due to technological progress, today's mobile phones have 

evolved into technically and functionally sophisticated smart 

phones which have more in common with computers than 

with the conventional phones. This is the reason that there is 

an increasing popularity of mobile devices-especially 

Android devices particularly because of the huge amount of 

available third-party applications.  An application which is 

using your private data in return to provide you a particular 

solution of a problem then there is no any problem, but what 

about those applications where there is no use of your 

private data and even though it is allowed to access it? That 

means there is lack of such system which preserves user‟s 

privacy from such malicious applications. For privacy 

Android adopted a permission based model, under this 

model applications are required to declare specific access to 

user information required for functionality. It means at the 

time of the installation of an app you will be shown a list of 

permissions which is waiting for your approval. As soon as 

you allow an app it is able to access your private that data. 

B. Motivation  

 
Fig. 2: User data become critical at user‟s hand 
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Today, due to application on hand like E-Banking, 

Online Shopping, Online Recharge, Money Transfer and 

many more applications on smart phones, Many services 

become  available at the user hand. At the same time, more 

and more intruders, malwares, crashes are being introduced 

in IT market. So Trade-off between availability and Security 

comes in picture. On the one hand, content should be 

available to end user at user hand on mobile; on the other 

hand, application data should be as secure as possible to 

secure our valuable credentials and data.  

 
Fig. 3: The more service facility and availability at end user 

requires security 

It is very obvious that Smartphone's are today the 

repositories of our secrets (photos, email), of our money 

(online e-commerce) and of our identities (social networks 

accounts). Therefore mobile applications have the 

responsibility of handling such sensitive and personal 

information in a proper, secure way.  

C. Scope 

We are working on the most popular Android platform, 

which is growing in a huge. It is not only in mobile devices, 

but Android tablets and even android laptops are being 

introduced in market.  

 
Fig. 4: Android not only on mobile 

Scope of this work is to raise the awareness of the 

research and development communities on the poor 

attention that is generally paid in the secure development of 

mobile applications. 

D. Objective 

We define a system, which give a way to make system-level 

changes to your Device without installing a custom ROM. 

E. Permission Levels in Android  

The Android system gives four protection levels, level 0 to 

3, for permissions. 

Level-zero (0) permissions are so called normal 

permissions which pose a low-risk factor and typically only 

a ect the applications scope. Level-zero permissions are 

granted by the system automatically, without explicit 

approval of the user 

Level-one (1) permissions are higher-risk 

permissions, e.g. allow costly access to services such as 

initiating phone calls or access to the devices sensors, the 

Internet, or sensitive user data. An interesting permission on 

Level-one is the permission to read the device's log les.  

Level-two (2) permissions are only granted if the 

application that is being installed, is signed with the private 

key corresponding to the same certificate as the application 

that originally defined this permission. These so called 

signature permissions can be used by developers, e.g., to 

share information between their own applications, while 

preventing applications of other developers to gain access to 

this information. 

Level-three (3) permissions can be granted by the 

system to applications that are contained in the systems 

image, or by applications that have been signed with the 

same certificate as the system image. Permissions of this 

highest category are reserved for a handset of manufacturers 

and OS developers. Representatives of this category are the 

permissions to install new application (packages) or to 

change security settings. 

F.  Loopholes with Existing System 

Android uses permission-based model in which apps are 

required to declare set of permissions to access particular 

data or information. These permissions are like to access 

your Location, to read Call-Logs, to access internet, to 

Read/Write SMS/MMS and much more. When you install 

an app it will show a dialog box which contains a list of 

permissions which are required to run that app and to serve a 

specific solution. As soon as you allow and install the app, it 

will able to access those private data which is granted by the 

user. A study shows that there are almost 54% applications 

available which have extra permissions [1] it means such 

permissions are not required in the application but it is 

declare to violate the privacy of the user. 

 
Fig. 5: Angry Birds Seasons (Game) Permission List [7] 

The most famous gamming app “Angry Birds” 

seasons permission list is shown in figure 1.2.1, though it is 

a game in which you have to target a pig with a bird is there 

any requirement to access your “LOCATION” and 
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“PHONE Calls”? In figure 1.2.2 one the most downloaded 

camera and photo editing app‟s permission list is shown, 

even that app wants to access your personal SMS. In play 

store there are lots of applications are available having such 

extra permission in order to use that app user has to approve 

all that permissions and let it be install on the device. 

Another important thing is these permissions are too techie, 

it is difficult to understand by a normal user who are not 

aware about such technical stuff. According to a research 

there are 18% of people which are not aware about the 

normal permissions like Read Phone State and Identity, 

Modify/Delete SD Card Content, Fine (GPS) location and 

Read Contact Data and Full Internet access [2]. 

 

Fig. 6: Cymera (Camera & Photo Editor) Permission List [8] 

The main problems in context to Privacy 

Preservation in Android devices are like 

 List of permission which is shown during the app 

installation is too techie. 

 To access the app you have to allow all listed 

permissions during installation. 

 After installation of an app user doesn‟t have any 

control over particular permission, there is only a 

single option available which is un installing that 

app. 

So we are proposing a model which can convert 

android's CoarseGrained Permission model to the 

FineGrained model, and we can restrict giving permission to 

application at run time. 

II. LITERATURE SURVEY 

A. Mockdroid 

Mockdroid is the model which mocks the data given to the 

application, if permission is not given to access that data [3]. 

 
Fig. 4.4: Paper Toss: (a) installation asks for unnecessary 

permissions; (b) the user is notified via an unobtrusive 

notification if a mocked permission is used; (c) permissions 

that are can be modified[5] 

During the installation of a new app from the 

market even though they may be user dangerous, is used to 

display all the permissions to allow them. Data is then 

copied to disk, which is still in memory are stored in a data 

structure that has been allowed to set permissions fails 

otherwise. Permission is granted to appropriate API call 

package that requires a permission checks every API call. 

Without a permit by an app attempt is appropriate to use an 

API call, then throws an API package runtime exception.[4] 

Internet-related permissions are supported in a 

different way from other Android API, the kernel API calls 

from the Internet and is implemented through the virtual 

machine because the points are dangerous. Standard 

Android access the Internet wanting a process that checks 

the Cabinet belongs to the group. The Internet has allowed 

an application, the Android Activity Manager is the process 

of applying for Cabinet Group.[6][7] 

B. Sorbet 

The model named Sorbet generalizes Android-style 

permissions and instantiate the current permission system of 

Android [8].  

The Android currently does not follow some of the 

desired security properties with the help of the model is 

shown. Coarse-grained information flow to support sorbet 

Android describe a set of system improvements and 

Privilege-growth policies. 

As the run-time component inventory data, it is 

another example of the run-time components, run-time and 

run-time instances is important to distinguish between. IC is 

a static component C several run-time instances. There are 

clear rules in shape, but [6] proposed a model in terms of the 

desired security properties can be obtained from the 

description section 2.2 • Local call property: If a component 

is called by another component B, then it is evaluated as 

true.  

Privilege escalation: Given any component B 

protected by permission P, and any component A that does 

not have that permission, if SAB is a system that contains A 

and B(and other components), and SB is the same system 

without A, then a call chain ending with B exists in SAB if 

and only if it exists in SB . Additional call chains ending 

with Bmay exist in SAB if explicitly allowed by policy.  
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 Information flow: Given any component B protected 

by permission P , and any component A that does not 

have that permission, if SAB is a system that contains 

A and B (and other components), and SB is the same 

system without A, then a call chain ending with B 

exists in SAB if and only if it exists in SB . 

Additional call chains ending with B may exist in 

SAB if explicitly allowed by policy. Given an 

undesired information flow from a component A 

guarded by P1 to a component B guarded by P2 , a 

call chain that ends with B exists in a system with A 

if and only if the same call chain exists in a system 

without A. Additional call chains ending with B may 

exist in the system with A only if explicitly allowed 

by policy.[9] 

C. Tissa 

The goal of the TISSA [10] is to design a model which can 

prevent private information leakage by untrusted 

smartphone applications effectively and efficiently. TISSA 

has the following design requirements, in order to provide 

the protection to the private information with a considerable 

system performance, better user experience, and application 

compatibility.[11] 

 Small Footprint: The necessary changes to the 

Android framework should be a minimum.  

 Application Transparency: The model may not 

change the APIs provided by the default Android 

framework and should maintain the compatibility of 

the existing Android. 

Read private data, the application sends a request to 

the provider. This is the response from the content provider 

privacy settings privacy settings until the content provider 

and the content provider is fired a query, the application has 

requested. Privacy setting content provider, for its internal 

policy database by querying, privacy settings for a specific 

application will fetch the user's specifications. The results of 

the read operation is allowed, then request access provider. 

The provider returned to work the material, and the 

application returns to the normal results. The operation is 

not allowed to read the privacy settings, content providers, it 

may indicate possible ways to handle. 

D. Comparision 

Mockdroid can be successfully integrated in TISSA. The 

difference between Mockdroid and TISSA is that the 

permission which are mocked in Mockdroid can 

successfully be rolled back and legitimate permissions can 

be given while using the application which can not be done 

in TISSA. 

Mockdroid formal verification and integration of 

sorbet with the permissions of the concepts suggested by 

Tissa first with the model can be modified in order to find 

the permissions for applications that are used most often can 

be are used.[12] 

E. Terminologies and Methods Studied 

1) Zygote 

Zygote is a daemon whose goal is to launch Apps. The 

startup of the process is triggered by Init.rc after Service 

Manager and others but it is actually started by app_process. 

Zygote is a daemon which only mission is to launch 

applications. This means that Zygote is the parent of all App 

process. When app_process launches Zygote, it creates the 

first Dalvik VM and calls Zygote‟s main () method. Once 

Zygote starts, it preloads all necessary Java classes and 

resources, starts System Server and opens a socket 

/dev/socket/zygote to listen for requests for starting 

applications. System Server as we saw in previous post is a 

complete detached process from it‟s parent. Once it‟s 

created it goes initializing all the different System Services 

and starts the Activity Manager (will see this in a later 

posts).  

Zygote receives a request to launch an App through 

/dev/socket/zygote. Once it happens it trigger a fork() call. 

Here is where the virtues of a great design take action. 

When a process forks, it creates a clone of itself. It replicates 

itself in another memory space. This is done pretty 

efficiently. When this happens to Zygote, it creates an exact 

and clean new Dalvik VM, preloaded with all necessary 

classes and resources that any App will need. This makes 

the process of creating a VM and load resources pretty 

efficiently. But the design goes farther. As we know, 

Android runs on Linux. The Linux Kernel implements a 

strategy call Copy On Write (COW). What this means is that 

during the fork process, no memory is actually copy to 

another space. It is shared and marked as copy-on-write. 

Which means that when a process attempt to modify that 

memory, the kernel will intercept the call and do the copy of 

that piece of memory. In the case of Android those libraries 

are not writable. This means that all process forked from 

Zygote are using the exact same copy of the system classes 

and resources. Another benefit is the real memory saving. 

No matter how many applications are started the increase in 

memory usage will be a lot smaller.[15] 

2) APP_PROCESS 

a) What is this app_process? 

App_process is used to start java code like applications, 

instrumentations or installations. 

Although not that popular “app_process” command 

is used heavily in Android, for example the well knows 

“am” script is using it. Everybody knows how to start an 

application from adb shell: 

am start -n yourpackagename/.activityname 

So app_process is the binary used to start java 

code. All the apps, instrumentations or installations are 

tarted using this.[14] 

This is android's default app_process.cpp file which 

resides in system of android device as 

system/bin/app_process. [13] The default app_process code 

is attached in Appendix 1 

We have extended it to start Our module to add 

security. 

3) The Dalvik Virtual Machine 

a) Definition: 

Android uses the Dalvik virtual machine with just-in-time 

compilation to run Dalvik bytecode, which is usually 

translated from Java bytecode. Every Android application 

runs in its own process, with its own instance of the Dalvik 

virtual machine. Dalvik has been written so that a device 

can run multiple VMs efficiently. The Dalvik VM executes 

files in the Dalvik Executable (.dex) format which is 

optimised for minimal memory footprint. The VM is 
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register-based, and runs classes compiled by a Java 

language compiler that have been transformed into the .dex 

format by the included “dx” tool. 

 Reflecting the Linux roots of Android‟s design, 

separate user processes run – in the Dalvik VM – in 

relatively secure isolation from „core‟ or kernel services, 

such as security, memory management, process 

management, and the network stack.[16] 

4) DEX FILES 

a) Definition: 

Android programs are compiled into .dex (Dalvik 

Executable) files, which are in turn zipped into a single .apk 

file on the device. .dex files can be created by automatically 

translating compiled applications written in the Java 

programming language. 

 The Dalvik Debug Monitor Service (DDMS) is a 

key debugging utility that is integrated into the Eclipse IDE, 

the favored development environment for Android apps.[16] 

5) HOOK/REPLACE 

The real work in the Xposed framework is a method of 

hook. In Repackage, if you want to make modifications to 

the APK, you need to modify the Smali code instruction. 

Another dynamic modify the instruction technology needed 

to replace the SmalI code based on the matching search in 

running, but because the method statement of diversity and 

complexity, this method is also more complex 

 When the Android system startup, The zygote 

process loading XposedBridge will need all the replacement 

of Method by JNI method of hookMethodNative to Native 

xposedCallHandler, XposedCallHandler was transferred to 

handleHookedMethod the Java method performs user 

specified Hook Func. 

 The XposedBridge jar contains a private local 

method: hookMethodNative, this method in addition to 

app_process program has been implemented. It will be a 

method object as input parameters (get the methods you can 

use the Java reflection mechanism to) and change the 

definition in the Dalvik virtual machine for the method. The 

type of the method is changed to native and realizes the 

method linked to a general class of its local this method. In 

other words, when calling the hook method, the general 

method will be invoked without any influence to the caller. 

In the implementation of hookMethodNative, calls the 

XposedBridge handleHookedMethod this method to transfer 

parameter. The handleHookedMethod method of class like 

to a unified scheduling Dispatch routines, the corresponding 

base C+ + function is xposedCallHandler. 

HandleHookedMethod implementations which will choose 

corresponding hook function according to a global structure 

of hookedMethodCallbacks, and call them before, after 

function. 

 When the multi module and Hook a method, 

Xposed will automatically sorted based on the priority of 

Module, calling sequence is as follows: 

A.before -> B.before -> original method -> B.after -> 

A.after 

III. PROPOSED SYSTEM 

A. Proposed Model 

As per the description given above for the basic 

terminologies of java and android, whenever we boot or 

restart a device, It does basic tasks such as initializing RAM, 

Load kernel source code, prepare hardware initialization, etc. 

 
Fig. 8: Proposed System 

 As soon as the kernel starts up, it does initialization 

stuff for all drivers, kernel subsystem, set up environment to 

run C code, and mount root File System. As the last step of 

kernel startup, init.rc script is run. This script set 

environment variables, mount whole file system, set File 

system permissions, and starts native daemon. Native 

daemon uses the library sysutils FrameworkListener protocol 

and start default android modules such as media server, 

Bluetooth thread, bootanimation, etc.[17]. As a part of this 

native daemon, it run app_process(described in section 4.2) 

which creates Dalvik Virtual machine, starts the zygote 

process(described in section 4.2). Every Application is 

started as it's fork process. i.e. Zygote is a parent process, all 

the initializations and system or resource loading are used by 

all the forked application processes. It preload all java files, 

resouces, register socket, make listeners to listen certain 

events, and as a last step, It starts the system server which do 

all stuffs for applications such as Activity managers for 

invocking activity classes, retrieving system resources, 

Launching home, etc. 

 Now, we are extending this system by means of 

extending app_process module and zygote module of native 

system. 

1) App_process Model: 

In a native app_process, app_process is used to start java 

code. All the apps, instrumentations or installations are 

started using this java which is initiated by app_process. We 

are starting our java code by means of jar instead of 

ZygoteInit module (which is native zygote). and EntryPoint 

instead of RuntimeInit(which is native RunTime). Now our 

Component comes in picture. We name it as bridge as it 

bridges kernal with each particular application. 

B. Sequence Diagram 

The sequence diagram for the same is given below: 
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Fig. 9: Sequence Diagram 

 Here, We are hooking (described in section 4.5) the 

native methods such as  normal process initialization, 

system thread initialization, Replace TypedArrays with Our 

TypedArrays or likewise Replacing native controls such as 

Activity manager, permission granting, listeners, design or 

GUIs, etc and many more with our requirements. We, here 

extending process and thread initializations with ours. 

 The parameters given in diagram i.e. attribute to 

recognize application can be: metadata or cache files which 

we can read, write or replace at runtime as per our need. 

C. Framework 

To implement above proposed model, we need to design 

below modules: 

 
Fig. 10: A. Framework 

 
Fig. 10: B Framework – app_process 

 As shown in above Figure, we have defined a 

Framework, Which can be developed based on our proposed 

System. This framework can be used for restrict permissions 

at installation time as well as at runtime of application in 

device. Let us understand modules of this framework one by 

one: 

1) Reboot: 

A reboot, also called a soft reset, is when you completely 

turn your phone off and back on again. This is often the first 

step you will be given in troubleshooting problems with your 

phone as most issues are related to memory or a temporary 

glitch that gets resolved through a refresh of the system. I tell 

people that they should do a reboot once a week as it assists 

in reducing lag. A reboot is turning the phone off then back 

on. And a reset is clearing all data from the phone returning 

it to factory settings out of the box. 

2) Hard Reset: 

A hard reset is not for the faint of heart as it resets the phone 

to the factory settings. This means you will have to redo all 

of your settings and customization while waiting for the 

Android Market to reload your apps. This can be very time 

consuming (you can reduce the time by having a backup 

app). 

3) Install Fragment 

When you install the structure, an extended app_process 

executable / system / bin is copied to. Class path the 

extended startup process adds an extra jar and some places 

there are ways out.  an extended app_process executable is 

copied to /system/bin. For example, the VM has been 

created, just after the main method of zygote has been called 

before. And inside that method, we are part of the zygote and 

its context can act. 

4) Update 

If this framework is already been installed in your device and 

new version or modifications are available, It will update the 

older version and it will reproduce app_process and will 

replace the same. 

5) Uninstall 

This module removes all Components of the framework from 

the device. 

6) APP_PROCESS 

App_process is used to start java code like applications, 

instrumentations or installations. 

 Although not that popular “app_process” command 

is used heavily in Android, for example the well knows “am” 

script is using it. Everybody knows how to start an 

application from adb shell: 

 am start -n yourpackagename/.activityname 

 However “am” is just a shell script and what stays 

in the base of the am script is our app_process binary: 

 root@android:/ # cat /system/bin/am 

 cat /system/bin/am 

 So app_process is the binary used to start java code. 

All the apps, instrumentations or installations are tarted using 

this.[14] 

 This is android's default app_process.cpp file which 

resides in system of android device as 

system/bin/app_process.[13] The default app_process code is 

attached in Appendix 1 

 We have extended it to start Our module to add 

security. 

7) Bridge 

Bridge module of the framework binds native Components 

of the system with newly defined Framework. It uses 

Hooking and replacing concepts as defined in Chapter 2. 
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8) Parameters 

Any system process can use our framework using following 

parameters: 

a) CONTENT PROVIDERS: 

 Content providers manage access to a structured set of data. 

They encapsulate the data, and provide mechanisms for 

defining data security. Content providers are the standard 

interface that connects data in one process with code running 

in another process.[19] 

 When you want to access data in a content provider, 

you use the ContentResolver object in your application's 

Context to communicate with the provider as a client. The 

ContentResolver object communicates with the provider 

object, an instance of a class that implements 

ContentProvider. The provider object receives data requests 

from clients, performs the requested action, and returns the 

results. 

 Android itself includes content providers that 

manage data such as audio, video, images, and personal 

contact information. You can see some of them listed in the 

reference documentation for the android.provider package. 

With some restrictions, these providers are accessible to any 

Android application.  

b) METADATA: 

A name-value pair for an item of additional, arbitrary data 

that can be supplied to the parent component. A component 

element can contain any number of <meta-data> 

subelements. The values from all of them are collected in a 

single Bundle object and made available to the component as 

the PackageItemInfo.metaData field.[20] 

     Ordinary values are specified through the value 

attribute. However, to assign a resource ID as the value, use 

the resource attribute instead. For example, the following 

code assigns whatever value is stored in the 

@string/kangaroo resource to the "zoo" name: 

<meta-data android:name="zoo" 

android:value="@string/kangaroo" /> 

D. Algorithm 

Algorithm: Main_System_ Algo() 

Before Algorithm: Native app_process, Zygote process for 

system initialization, fine grained Permission model. 

After Algorithm: Generic app_process, Bridge for system 

initialization, coarse grained Permission model. 

Main_System_ Algo() 

{ 

1   Get Super User Access of the system 

2  Enter into the device shell 

3  make_App_process() 

4   Mount /system writable 

5  Backup existing /system/bin/app_process.orig 

6  Extend/Replace the /System/bin/app-process file to 

add the extended jar to the class path and call method from 

there at certain places.  

7  Design Bridge 

 7.1 Hook all application methods before and after 

calling native methods.  

8  Copy Bridge to Project's bin to use it 

9   Reboot to See changes in Dalvik Virtual Machine 

10   Create_Permission_module() 

11  Set_Parameters() 

12  Invoke using parameters() 

13.  Make an OnBoot reciever/BroadCast receiver which 

gives the Event of application being installed, and use 

modified permission at runtime. 

 13.1 Now, Any application starts as a copy (fork) of 

Extended Zygote process and hooking of all methods of 

application is done from CustomBridge and handling of 

permissions is done.  

13  finish() 

} 

E. Features Of System 

1.  Simple to use 

2. No need to patch anything 

3.  For any (stock) variant of Android version 4.0.3-  4.4.4 

(ICS, JellyBean, KitKat) 

4. Newly installed applications are restricted by default 

5. Displays data actually used by an application 

6. Option to restrict on demand 

7. Free and open source 

8. Free from advertisements 

F. Permissions Restricted 

Accounts 

Browser 

Calendar 

Calling 

Clipboard 

Contacts 

SIM card 

Dictionary 

E-mail 

Phone 

Sensors 

Rotation 

Step 

Temperature 

Shell 

Identification 

Internet 

IPC 

Binder 

Reflection 

Location 

Media 

Messages 

Network 

Overlay 

NFC 

Notifications 

System 

View 

Storage 

G. Advantages 

 Know the leap holes and chances of memory data 

leak by means of permission acceptance. 

 We can restrict the application at run time. 

 So the chances of leakage of user‟s personal data 

can be minimized. 

IV. IMPLEMENTATION 
A. Custom Bridge: 

 
Fig. 24: Restricting Application‟s Permission 
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Fig. 25: Releasing Application‟s restricted Permission 

 
Fig. 26: Options for selecting Application from all installed 

applications 

 
Fig. 27: Application restart required for Gaining Change 

B. Framework: 

 
Fig. 28: About Screen 

 
Fig. 29: Installing Custom Framework on device 

 
Fig. 34: After Uninstall Screen 
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Fig. 31: Asking for permission before System level changes 

 
Fig. 33 Uninstalling Framework Tasks performed 

V. CONCLUSION  

Different modules for native android stack and framework 

were studied for extending native system of initialization 

and speeding up the application initiation. And then we have 

analyzed the different possibilities for extending basic 

android stack.  

Zygote is a daemon whose goal is to launch Apps. 

It is initiated by init.rc script. All the apps, instrumentations 

or installations are started using this java which is initiated 

by app_process. We extend app_process with our modified 

app_process, which will start our Bridge java code, where 

we can hook native android methods by means of extending 

current system. We can Remap Hardware Buttons, Manage 

App Permissions, Enable Side-by-Side Multitasking, Add 

Options to the Power Menu, Disable the Unsafe Volume 

Warning by this Framework. For enhancing security, we are 

extending permission model. We are invoking our methods 

instead of native methods. The scope is to raise awareness 

towards Security of such important data and providing a 

way to secure it. 

Satisfactory progress is being done in this very new 

research area, but still… 

A long way to go…!! 

VI. FUTURE WORK 

We here proposing system for enhancing permission model, 

but this framework have an broad application. This System 

can be used for multipurpose, like Remap Hardware 

Buttons, Manage App Permissions, Enable Side-by-Side 

Multitasking, Add Options to the Power Menu, Disable the 

Unsafe Volume Warning by this Framework. 
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