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Abstract— Cloud computing is one of the emerging 

technologies in information and communication world. With 

the advent of cloud computing, data owners are motivated to 

outsource their complex data from local sites to commercial 

public cloud for great flexibility and high economic savings. 

Hence, for such reasons the data that is stored in cloud 

systems must be encrypted. We propose a new decentralized 

access control scheme for secure data storage in clouds that 

supports anonymous authentication. Here we hide the 

identity of user who accesses the data from cloud systems. 

Access control is one of the important added features which 

enable only valid users to decrypt the data and access it 

depending upon the access privileges given to the valid user. 

Access control and authentication is decentralized and 

robust as compared to earlier schemas which are centralized 

in nature. The communication, computation and storage 

overheads are comparable to centralized approaches. 
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I. INTRODUCTION 

Cloud computing is considered as one of the most promising 

technology which is able to modify the way computing and 

storage resources will be accessed in coming future [2].  The 

provision of on-demand access services to virtual resources 

are available on the Internet, cloud systems offer services at 

three different levels: infrastructure as a service (IaaS), 

platform as a service (PaaS), and software as a service 

(SaaS). In particular, IaaS clouds provide users with 

computational infrastructure resources in the form of virtual 

machine (VM) deployed in the provider data center, while 

In the PaaS models, cloud providers deliver a computing 

platform, typically including operating system, 

programming language execution environment, database, 

and web server. and in SaaS clouds offer services and 

software devices in terms of specific solution stacks and 

application software suites and users are provided access to 

application software and databases respectively. 

Most of the data stored in clouds are highly 

sensitive, for example, medical records, financial 

transactions, receipts, personal information, images and 

social networks. Security and privacy are thus very 

important issues in cloud computing. In one hand, the user 

should authenticate itself before initiating any transaction in 

cloud systems and on the other hand, it must be ensured that 

the cloud does not  

Interfere with the data that is outsourced [1], [11]. 

User privacy is also required so that the cloud or other users 

do not know the identity of the user who is accessing or 

performing any action in cloud. The cloud can hold the user 

responsible for the data it outsources, and likewise, the 

cloud is itself responsible for the services it provides.  

Access control is generally a policy or procedure 

that allows, denies or restricts access to a system. It may 

well monitor and record all attempts made to access a cloud 

system. Access Control also identifies users attempting to 

access a system that is unauthorized for a specific access [7]. 

It is a mechanism which is very much important for 

protection in computer security. Various access control 

models are in use, including the most common Mandatory 

Access Control (MAC), Discretionary Access Control 

(DAC), User based access control (UBAC), Role Based 

Access Control (RBAC) [6] and Attribute based access 

control (ABAC). All these models are known as identity 

based access control models [3]. In all these access control 

models, user (subjects) and resources (objects) are identified 

by unique names. Identification may be done directly or 

indirectly through roles assigned to them. These access 

control methods are effective in unchangeable distributed 

system, where there are only a set of Users with a known set 

of services are available. An area where access control is 

widely being used is health care. Clouds are being used to 

store sensitive information about patients to enable access to 

medical professionals, hospital staff, researchers, and policy 

makers. It is important to control the access of data so that 

only authorized users can access the data. 

Accountability of clouds is a very challenging task 

and involves technical issues and law enforcement. Neither 

clouds nor users should deny any operations performed or 

requested. It is important to have log of the transactions 

performed; however, it is an important concern to decide 

how much information to keep in the log [1], [14]. 

Access control is even gaining importance in online 

social networking areas where users (members) store their 

personal information, pictures, videos, data sheet, etc.  and 

share them with selected groups of individual or 

communities they belong to. Such data are being stored in 

cloud systems. It is very important that only the authorized 

users are given access to that information. A similar 

situation arises when data is stored in clouds, for example in 

Dropbox, and shared with certain groups of people. 

It is just not enough to store the contents securely 

in the cloud but it might also be necessary to ensure 

anonymity of the user. For example, a user would like to 

store some sensitive information but does not want to be 

recognized. The user might want to post a comment on an 

article, but does not want his/her identity to be disclosed. 

However, the user should be able to prove to the other users 

that he/she is a valid user who stored the information 

without revealing the identity. 

II. RELATED WORK 

A. Identity based Access Control 

In early stages of computing and information technology, 

researchers and technologists realized the importance of 

preventing users from interfering each other on shared 

systems. User’s identity was the main index to allow users 

to use the system or its resources. This approach was called 

http://en.wikipedia.org/wiki/Computing_platform
http://en.wikipedia.org/wiki/Computing_platform
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Identification Based Access Control (IBAC). However, with 

the growth of the networks and the number of users, IBAC 

was found to be weak to defend such a large growth [3]. 

Advanced concepts in access control were introduced which 

included owner/ group/ public. IBAC proved to be 

problematic for distributed systems as well. Managing 

access to the system and resources became hard and 

vulnerable to errors. 

B. Attribute based encryption 

Existing work on access control in cloud are centralized in 

nature. Except all other schemes use attributes based 

encryption (ABE) which is centralized. The scheme uses a 

symmetric key approach and does not support 

authentication. BE was proposed by Sahai and Waters. The 

sender has an access policy to encrypt data. A writer whose 

attributes and keys have been revoked cannot write back 

stale information. The receiver receives attributes and secret 

keys from the attribute authority and is able to decrypt 

information if it has matching attributes [9], [12]. 

To ensure anonymous user authentication Attribute 

Based Signatures were introduced. This was also a 

centralized approach. A recent scheme by the same authors 

takes a decentralized approach and provides authentication 

without disclosing the identity of the users. However, it is 

prone to replay attack. 

C. Objectives 

 Our aim is to enable to authenticate the validity of the 

message without revealing the identity of the user who 

has stored information in the cloud. 

 One allows writing multiple times in order to support 

access control. User can create and store a file and other 

users can only read the file.  

 Access control and authentication are both collusion 

resistant, meaning that no two users can collude and 

access data or authenticate themselves, if they are 

individually not authorized. 

 Authentication of users who store and modify their data 

on the cloud. 

 The identity of the user is protected from the cloud 

during authentication. 

 As compared with the previous centralized approach 

decentralized approach is robust and secure in nature. 

 It provides the users with valid information and data as 

required according to the search scenario. 

 The costs are comparable to the existing centralized 

approaches, and the expensive operations are mostly 

done by the cloud. 

Considering the following situation: A student, A, 

wants to send a series of reports about some malpractices by 

teachers of University M to all the professors of University 

N, Researchers of universities in the country, and students 

belonging to computer department in all universities in the 

province. He wants to remain anonymous while publishing 

all evidence of malpractice. He stores the information in the 

cloud. Access control is important in such case, so that only 

authorized users can access the data. It is also important to 

verify that the information comes from a reliable source. 

III. SYSTEM ARCHITECTURE 

 
Fig. 1: privacy preserving access control authenticated 

schema in cloud 

The architecture defines privacy preserving 

authenticated access control scheme. According to our 

scheme a user can create a file and store it securely in the 

cloud. The file which is stored must be highly encrypted for 

security reasons. There are three entities, a creator, a reader 

and writer.  

 Creator: creator is the one who creates his own data 

(file) and saves them in cloud. Here the creator 

save upload, save, add, delete his files stored in 

clouds. He is the owner of his own information. No 

one other than creator has access to the information 

which is created and stored by him. It is the creator 

who decides that which user will have access to his 

own data by providing access privileges to that 

respective user. 

 Reader: Reader has access only to read the data 

stored in clouds depending on the access privileges 

provided to by creator or owner. 

 Writer: writer has access to write the data. He 

cannot read or change the data but only write if he 

has access privileges to add, modify or write. 

Creator receives a token from the trustee, who is 

assumed to be honest. On presenting id (like health/social 

insurance number), the trustee gives her a token. There are 

multiple KDC (key distribution center), which can be 

scattered. For example, these can be servers in different 

parts of the world. A creator on presenting the token to one 

or more KDCs receives keys for encryption/decryption and 

signing. Secret keys are given for decryption and other keys 

for signing. The message MSG is encrypted under the 

access policy. The access policy decides who can access the 

data stored in the cloud. The creator decides on a claim 

policy, to prove authenticity and signs the message under 

this claim. The cipher text with signature is sent to the 

cloud. The cloud verifies the signature and stores the cipher 

text. When a reader wants to read, the cloud sends Cipher 

text. If the user has attributes matching with access policy, it 

can decrypt and get back original message. 
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A. Access control methods 

 MAC: In mandatory access control refers to a type 

of access control by which the operating 

system constrains the ability of a subject or initiator to 

access or generally perform some sort of operation on 

an object or target which is mandatory. 

 DAC: In Discretionary Access Control, it is a means of 

restricting access to objects based on the identity of 

subjects and/or groups to which they belong. The 

controls are discretionary in the sense that a subject 

with certain access permission is capable of passing that 

permission (perhaps indirectly) on to any other subject. 

 UBAC: In UBAC, the access control list (ACL) 

contains the list of users who are authorized to access 

data in cloud systems. This is not feasible in clouds 

where there are many users accessing the same data 

simultaneously. 

 RBAC: In RBAC, users are classified based on their 

individual roles. Data can be accessed by users who 

have matching roles for the related data. The roles are 

defined by the system. For example, only intern doctors 

and senior doctors might have access to patient’s data 

but not the nurse and lab assistant [6]. 

 ABAC: ABAC is more extended in scope, in which 

users are given attributes, and the data has attached 

access policy. Only users with valid set of attributes, 

satisfying the access policy, can access the data For 

example certain records might be accessible by senior 

doctors with more than 10 years of research experience 

or by junior doctors with more than 8 years’ experience 

[9]. 

B. Properties 

 Portability: The GUIs of this application is user-friendly 

so it is very easy for the user to understand and respond 

to the same.  

 Reliability: This system has high probability to deliver 

us the required queries and the functionalities available 

in the application. 

 Response time: The time taken by the system to 

complete a task given by the user is found to be very 

less.  

 Scalability: The system can be extended to integrate the 

modifications done in the present application to 

improve the quality of the product. This is meant for the 

future works that is to be done on the application. 

 Robustness: The application is fault tolerant with 

respect to illegal user/receiver inputs. Error checking 

has been built in the system to prevent system failure. 

IV. DESIGN 

In this schema, when the user outsources his data in cloud, 

that data is highly encrypted using AES (Advanced 

encryption standard) which is a symmetric block cipher used 

to protect information and is implemented in software and 

hardware throughout to encrypt and decrypt sensitive data. 

i.e. AES_encrypt algorithm and valid users with access 

privileges can read and write the information to the cloud. 

Here, we decrypt the data using AES_decrypt algorithm 

respectively [10]. 

 AES_encrypt:  It takes as input as data, an access 

structure, and current public parameters, and 

outputs a cipher text CT which is stored in cloud 

itself. 

 AES_decrypt: it decrypts the cipher text using the 

public and private key of the sender and receiver 

and allows only valid users to access the data in 

cloud systems. 

V. FUTURE SCOPE 

Access control decisions are very important for any shared 

system.  For a large distributed system like a cloud system, 

access control decision needs to be more flexible and 

scalable. In this paper, we have presented a decentralized 

access control technique with anonymous authentication, 

which provides user to hide its identity which accessing data 

from cloud. Prevents replay attacks. The cloud does not 

know the identity of the user who stores information, but 

only verifies the user’s credentials. One mandatory thing is 

that the cloud knows the access policy for each record stored 

in the cloud.  
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