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Abstract— Wireless Sensor Networks (WSN’s) one of them 

most prevalent technology emerging in various fields. It 

consist of a multiple/variable number of sensor and 

autonomous mobile nodes. Due to low-cost, energy 

efficiency, easy implementation WSN’s technology 

becomes popular therefore chances of attack on wireless 

network also increases. Sinkhole attack one of the most 

devastating security thread in the wireless sensor networks 

that disrupt the working of routing protocol. In this attack, a 

sinknode (attacker node) propagates the forge routing 

message to its neighbour that it exist in the shortest path to 

send the packet to the destination. Once a sinknode get a 

access on network data it may perform either selective 

forwarding, alter packet or drop packet. There are already 

various work have been done to detect the sinkhole attack 

such as based on redundancy mechanism, Hop-Count 

monitoring, a novel detection mechanism etc.  In this paper 

we proposed a technique to detect a sinkhole based on the 

analysis of routing behaviour. This technique elevates the 

performance in terms of detection rate which is proved by 

simulation. 
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I. INTRODUCTION 

Wireless Sensor Network (WSN’s) consist of a 

multiple/variable number of sensors and autonomous mobile 

nodes where  each node equipped with transmitter and 

receiver. In wireless network sensor node sense the network 

and send the sensed information to base station. Due to its 

energy efficiency, low-cost and easy implementation 

wireless network becomes more popular and this technology 

emerging in various application area such as mobile 

robotics, industrial application, traffic control, whether 

supervising, home automation/smart homes, medical device 

monitoring, commercial application etc[1-3]. 

Because of decentralised administration and 

varying  infrastructure wireless sensor network are 

vulnerable to different kinds of attack such as selective 

forwarding, Sybil, HELLO FLOOD, Wormhole, Blackhole 

attack etc . Sinkhole attack one of the most devastating 

security thread which is  discussed in this paper. This attack 

disrupt the working of routing protocol and increase the load 

balancing on particular link therefore network will goes 

down. In this attack, a sinknode (attacker node) propagates 

the forge routing info to their surrounding node that it exist 

in the shortest route to send the data to destination. Ones the 

sinknode get access to network data it may perform selective 

forwarding, may alter or drop packet [1,4,5,6]. There are  

many work has been done to detect the sinkhole attack such 

as based on redundancy mechanism in which set of trusted 

node sends the data to set of suspicious node and based on 

the reply it will determine suspicious node is malicious or 

not [1]. In the hop count monitoring method sinkhole attack 

is identify based on hop count using anomaly detection 

system [7]. In a novel detection first of all finds a set of 

suspected nodes then by using the network flow graph 

identify the malicious node from suspected node [3]. Here, 

we presents a effective approach to detect the sinkhole 

attack by analysing the routing behaviour in an AODV 

routing environment and to proof the effectiveness of 

suggested technique simulation is preformed on Network 

Simulator 2.  

In this paper, the reminder section organized as 

follows. Section 2, demonstrates concisely about the 

sinkhole attack. Section 3, demonstrates the functioning of 

AODV routing protocol and how sinkhole disrupt the 

AODV routing protocol. Section 4, describes the suggested 

approach to detect the sinkhole attack in an AODV 

environment. Section 5, discuss about the simulation and 

result.  In section 6, we finally conclude the paper.   

II. ABOUT SINKHOLE 

 
Fig. 1: Sinkhole Attack 

Sinkhole attack one of the attack that frequently encountered 

in wireless sensor network, it is most devastating threat in 

wireless network that disrupt the routing protocol. In this 

attack, a sinknode propagates forge routing info to their 

surrounding nodes that it exist in the shortest route to send 

the packet to the destination and misguide the neighbour to 

change the current/genuine route [5]. A sinknode monitor  

the sequence number of packet that transmits between 

source and destination and propagates the forge routing 

information with high sequence number ( for avoiding  the  

multiple transmission of same route request packet by the 

intermediate node that receives it from several path and for 

preventing loop formation sequenced is used ). Surrounding 

node that received this forge info with high sequence 

number beliefs that it is a new route to send data to 

destination and forward packets to sinknode rather than 

genuine destination. Once the sinknode receives network 

traffic it may perform selective forwarding, alter or drop 

packets. The target of sinknode is attract the network traffic 

therefore load on a particular link will increase and network 

will goes down[4,6,8]. 

III. ROUTING PROTOCOL 

In wireless ad-hoc network routing protocol are broadly 

categorized in to two forms:  proactive (table driven) and 
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reactive (on-demand) protocol.  In the proactive routing 

protocol, each node maintain a routing table to transmit the 

data toward destination and by exchanging routing 

information periodically each node updates its routing table. 

The major drawback of table driven routing protocol is that, 

due to high periodic exchange of routing info it increases the 

routing overhead for example DSDV protocol. In the 

reactive (on-demand) routing protocol, a route between 

source and destination is established when source has some 

data to send for example AODV protocol. 

A. About AODV 

Ad hoc On-Demand Distance Vector (AODV) is a reactive 

(on-demand) routing protocol therefore it established the 

route only when needed.  This routing protocol uses the hop-

to-hop routing and adapts the distance vector routing.  In 

this routing, each node maintain a routing table and uses the 

sequence number of each routing information to ensure the 

freshness of the route.  In a network when ever any node 

receives control packet then by using the sequence number 

and number of hops of control packet, it updates the routing 

table. There are following control message used by AODV 

routing protocol [9]: 

1) HELLO Message:   

Every AODV node uses HELLO message to monitor and 

detect link to neighbour. A AODV nodes periodically 

broadcast a HELLO message to know about its neighbour. 

2) Route Request (RREQ) Message:  

In AODV routing, a nodes broadcast route request (RREQ) 

packet in a network when route is not available for the 

destination. A route request message includes the source 

address, destination address, source sequence number, 

destination sequence number, request ID and hop count. 

3) Route Reply (RREP) Message:  

A destination node or a node that has a valid node to the 

destination when receives the RREQ then it unicast the route 

reply message (RREP) to the source node which contain the 

source address, destination address, destination sequence 

number, hop count and life time. 

4) Route Error (RERR) Message:  

In AODV routing, every node monitor their neighbours and 

when a node detects that a link with adjacent neighbour is 

broken it broadcast the route error (RERR) message which 

contain unreachable destination address and unreachable 

destination sequence number.            

B. Functioning of AODV 

Functioning of AODV reactive routing protocol can be 

divided into two phase: Route Discovery and Route 

Maintenance phase. Whenever any node has a some data to 

send then a node checks its routing table to find out   it has a 

current route to target. If yes, then node forwards the packet 

to next node toward destination and if does not have a 

current route then starts route discovery. 

Route Discovery Phase 

In this phase, a source node propagates the route 

request (RREQ) to its neighbours. When a intermediate 

nodes receives a RREQ it checks the routing table for 

determine the route towards destination node. If it founds 

the route to destination it sends the route reply (RREP) to 

source node and if not, then it rebroadcast the RREQ to its 

neighbour and set the reverse route path to source node in its 

routing table. A node discard the RREQ if it is previously 

processed. When the route request RREQ reaches to 

destination then destination node uses the reverse route to 

source node and unicast the route reply RREP to source [10-

12]. The route discovery process is illustrate in below figure. 

 

Fig. 2:  Process of Route Discovery with RREQ 

 

Fig. 3: Process of Route Discovery with RREP 

In the above figure, source node 1 propagates the 

route request RREQ message and when the RREQ reaches 

to destination 7 it uses the reverse route and unicast the 

route replay RREP to the source node.   

1) Route Maintenance Phase 

In the AODV routing, every node periodically broadcast the 

HELLO message for local connectivity. If the node does not 

receive any node from a neighbour node during a few 

second, it assumes that link break to the neighbour and 

upstream node notify the source node with route error 

message (RERR) which contain the unreachable destination 

address as well as entire route based on the nodes is nullify. 

Now source node again begins the new route discovery 

phase and propagates the RREQ packet [10-12].  

C. Sinkhole Attack on AODV Routing Protocol 

In AODV routing protocol, whenever sinkhole attack 

encounters it starts the modifying the sequence number of 

route request RREQ packet. For this a sinknode first selects 

any source and destination then it starts  monitoring the 

sequence number of RREQ packet generated by source node 

thereafter generates and propagates the forge RREQ packets 

with high sequence number and less hop count value [9,13].  

 
Fig. 3: Sinkhole Attack in AODV 

In the above fig 3, sinknode 3 is an attacker node 

which looks like a normal node.  Here, to misguide the node 

4, a sinknode 3 propogates forge RREQ packet with high 

sequence number 99999 to tell it is a fresh route as well as 

to tell this is a shortest path it sends lesser hop count value  

2. Therefore node 4 believes that route through node 3 is  
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the shortest  route to  send the  data to destination and start 

sending data to  sinknode 3 rather than genuine node 7.       

IV. SINKHOLE DETECTION 

In this paper we have suggested an approach to detect the 

sinkhole attack which is base on the analysis of routing 

behaviour in an AODV routing enviroment. The detection 

process of sinkhole attack is divide into three parts as 

follows:  

A. Phase- I   

1) Topology Generation & Data transmission  

 Step 1: Invoke random topology generation. 

 Step 2: Invocation of route discovery phase. 

 Step 3: Data transmission. 

B. Phase- II 

1) Sinkhole Implementation 

 Step 1: Source sends RREQ to the neighbourhood. 

 Step 2: If- neighbour node is a intruder it will send 

RREP with high sequence number and  less hop 

count value. 

 Step 3: Else- neighbour node is destination, reply 

RREP to source. 

 Step 4: If- neighbour is not intruder and not 

destination, node forward RREQ until it reaches to 

destination node or reaches end of the  count node. 

 Step 5: On receiving  various RREQ by malicious 

node, it picks  the  reverse  route  path and forwards 

the forge RREQ with high sequence number & less 

hop count. 

 Step 6: On receiving forge RREQ by neighbour node, 

it believes sinknode  is  exist in the shortest path to 

send the data to destination node and starts 

forwarding the data to sinknode rather than genuine 

destination.   

C. Phase- III 

1) Detection Phase  

 Step 1: Appointing highly connected node as a 

monitor node. 

 Step 2: Monitor node will keep track of routing 

RREQ and RREP  

 Step 3: Separating the forward route and reverse route 

from source to destination. 

 Step 4: If- any node do not present in any one table 

(reverse path or forward path table ) assign node as a 

malicious or sinknode. 

 Step 5: Else nodes present in both reverse and 

forward path, then there is no intruder node    

V. SIMULATION AND RESULT 

Simulation Parameter Values 

Simulation Software 
Network Simulator All In 

One (2.34 ) 

Number Of Nodes For 

Experiment 
20-80 

Channel Type Channel/Wireless Channel 

Radio Propagation 

Model 

Propagation/Two ray 

ground waves 

Traffic Type CBR 

Area ( M*M) 1000*1000 

Routing Protocol Ad Hoc On-Demand Routing 

Antenna Antenna/Omni Antenna 

MAC Type Mac /802.11 

Network interface type Phy/WirelessPhy 

Simulation Time 500 sec 

Table 1: Parameters for Simulation 

In the above table shows the parameters used for 

the simulation. To perform the simulation we used the 

Network Simulator 2 as a simulation tool. In the below 

figure show the simulation for detection of sinkhole attack.  

 
Fig. 4: Simulation of Detection of Sinkhole 

sinkhole attack is one of the huge security thread in wireless  

sensor networks even there is only one malicious node .In 

the suggested approach first of all we will keep track of 

forward route and reverse route in different table. If any 

node do not presents in any one table that will be sinknode 

and if both table contains the same node than there is no 

sinknode. This approach detects the sinknode if it exist in 

the communication range of source and destination ( even 

through intermediate nodes ). In the below figure we have 

compared a  suggested sinkhole detection technique to one 

other technique which is based on redundancy mechanisum 

and the simulation proves that suggested technique detects 

the sinkhole attack efficiently  

 
Fig. 5: Comparison of Detection Rate 

VI. CONCLUSION 

In this paper, we suggested a simple and efficient algorithm 

for detection of sinkhole attack based on the analysis of 

routing behaviour in an AODV routing enviroment. The 

suggested algorithm consist a three phase: Topology 
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Generation & Data transmission,  sinkhole implementation, 

detection phase. The suggested algorithm elevates the 

performance of in the terms of detection rate and for proof 

the feasibility of algorithm we performed simulation in 

network simulator 2. Apart from various work in the field of 

sinkhole detection still there are lots of problem exist. Still 

we trying to elevates the performance of algorithm in the 

term of energy consumption, detection rate, detection time, 

false detection etc.   
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