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Abstract— Information technology probably impacts 

governments more than corporations and private individuals. 

For the most part, corporations propel and advance 

technology. Consumers then jump on the bandwagon 

embracing new and wonderful gizmos and ideas. 

Governments, on the other hand, usually lag behind and are 

forced to catch up. And even if they do not want to be 

involved, they must, because current trends and business 

practices demand that they conform. But this leaves 

governments vulnerable in many ways and thus, it can be 

said that generally speaking, information technology has a 

negative impact on governments. Establish basic security 

practices and policies for employees, such as requiring 

strong passwords, and establish appropriate Internet use 

guidelines that detail penalties for violating company cyber 

security policies. Establish rules of behaviour describing 

how to handle and protect customer information and other 

vital data. 
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I. INTRODUCTION 

Beginning with their introduction into organizational life in 

the 1950s, information technologies (IT) were thought to 

raise delegation issues, not leadership issues. Public sector 

and other leaders were encouraged to delegate IT to "the 

experts"--to specialized IT staff and vendors. Computing 

and telecommunications weren't seen as requiring much in 

the way of political problem solving or leadership. Nor were 

they seen as offering solution to important political or policy 

problems. As a result, senior general managers were 

minimally involved in technology matters, and technology 

experts were minimally involved in organizational strategy 

or operations. 

We've come a long way since the 1950s. The 

technologies are different and the applications are different. 

But to what extent is "management by delegation" still the 

rule for IT issues, and with what impacts on government and 

the larger society? What, if anything, could and should be 

done? 

This study addresses these questions, focusing 

heavily on the views of practitioners directly involved in 

governmental IT projects. This paper will define the study's 

subject and approach, then summarize its primary findings 

and recommendations. 

IT leadership, in combination with environmental 

and other factors, influences government performance. In 

particular, we evaluated a range of commonly pursued 

options for improving governmental IT leadership. 

The Government Internet Committee has taken on 

the task of promoting public sector employee training in 

using network and information technologies.  The 

committee has defined types of skills government 

employees need and prepared a professional workshop for 

each kind of skill, designed to advance employees’ 

understanding in order to make professional and efficient 

use of information technologies.  In addition to workshops, 

monthly forums have been established which attempt to 

respond to on-going needs and present the new technologies 

in the employees’ areas of activity. 

II. IMPACTS OF INFORMATION TECHNOLOGY AND 

GOVERNMENT 

A. Governments Are Not Leaders in Technology: 

The first issue, as previously stated, governments are not 

leaders in technology. They react to the environment around 

them rather than trying to find new ways of efficiency. As a 

result, it is more costly to change everything over at once 

dispensing large sums of cash to meet equipment needs and 

staff training requirements. It also leads to more inefficiency 

as new systems are confused with old and chaotic situations 

occur.  

B. Governments Hold Confidential Information: 

Secondly, governments hold confidential information. Both 

data from its individual citizens and country specific 

security data. As all information becomes digital and 

available to anyone who cares to see it, security breaches are 

inevitable. And while many corporations have had scandals 

regarding customer information being leaked or hacked, 

governments are more susceptible, as they rarely attract the 

best IT people in the field as employees. Again, they tend to 

react after the fact rather than proactively.  

C. Work Is Transparency: 

 The third issue at work is transparency. Citizens want to 

know what government officials and employees are doing. 

And the internet is perfect for this type of society. 

Everyone's business and personal activities are available 

online. And while this trend is affecting the ability of 

individuals to obtain jobs or entry into excellent schools, it 

is also adversely affecting the government. Conversations, 

actions, decisions and motives are being played out on the 

internet in emails, social networking sites, videos and 

personal blogs. Government officials and employees can no 

longer hide in a shroud of secrecy. It must be said, that these 

pitfalls tend to be the realm of governments from 

industrialized nations. In countries that have had no access 

to the internet and computerized systems, information 

technology can be a definite life saver. Enriching the lives of 

the poor in developing nations can be achieved through the 

use of modern day technologies such as medical treatment 

databases, cell phones to improve livelihoods, and 

computers to enable ability the citizens to compete for 

online jobs in the global market.  
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D. Governments in Poorer Countries Can Bridge the Gap 

between the Global Environment 

Further, governments in poorer countries can bridge the gap 

between the global environment, the government 

employees, and their citizens. Having access to information 

allows these governments to lay foundations for policies and 

make commitments to improve conditions. Being able to 

obtain information from the outside ultimately aids in the 

improvement of the plight of their people. 

III. OBSERVATION AND ANALYSIS 

We must define a number of groups of employees who need 

training, some of whom will need to be trained once and 

some of whom will need perpetual training, and offer each 

group the appropriate type of training.   The timing of 

training these groups of employees must be coordinated 

with the pace at which the technology is assimilated into 

government ministries and the market in general. 

Employee training is also conducted through 

guided-study courses.  These courses enable us to reach a 

large number of employees and enable each employee to 

learn at their own pace. 

The Government Internet Committee’s workshop 

program will enable government ministries to introduce new 

technologies and facilitate a rapid, efficient transition to an 

available government tool.  They also contribute to the 

service government ministries provide citizens and the 

methods employed by these ministries. 

Transparency promotes accountability and provides 

information for citizens about what their Government is 

doing.  Information maintained by the Federal Government 

is a national asset. My Administration will take appropriate 

action, consistent with law and policy, to disclose 

information rapidly in forms that the public can readily find 

and use. Executive departments and agencies should harness 

new technologies to put information about their operations 

and decisions online and readily available to the public. 

Executive departments and agencies should also solicit 

public feedback to identify information of greatest use to the 

public. 

The advances in information and communication 

technologies along with convergence and the Internet is 

profoundly changing the way economies and societies 

develop and grow. The full impact of these technologies is 

not clear and they may increase the North-South divide that 

already exists. Developing countries are realising that one 

way of becoming part of the global network world is to 

encourage electronic governance. 

IV. DISCUSSION 

A. Governments Are Not Leaders in Technology: 

System Managers - This is a small group of people with 

training in computer system management and writing 

software applications.  The group manages the computer 

systems on which the new generation information servers 

operate.  The group also handles the transition and merges 

old technology with new.  At this stage, no special training 

has been prepared for this group and they will be included in 

the training provided for Web Masters. 

 Web Masters - This is a small group of employees 

with training in information site maintenance. This group 

maintains the various ministries’ sites 

 Internet Information Specialists - Small group of 

employees with training in new generation databases and 

information retrieval systems.  These employees must 

provide the various ministries solutions for retrieval of 

professional information from the network, as well as data 

collection, organization, and storage in the information 

system each ministry establishes.   

 Internet Security Specialists - Small group of 

employees with training in data security for open 

information networks.  These employees determine working 

procedures and connectivity of ministry computer networks.  

Their training includes in-depth understanding of the 

structure and activity of computing networks, as well as 

advanced data security methods. 

Professional employees and service providers - Employees 

whose jobs require access to information on the Internet and 

are in contact with foreign concerns, or employees in 

contact with other concerns or the general public and are 

responsible for providing services.  These employees will 

need to use information technology both to provide 

responses to requests and to access information vital to their 

jobs. 

B. Governments Hold Confidential Information: 

1) Protect Information, Computers And Networks From 

Cyber-Attacks: 

Keep clean machines: having the latest security software, 

web browser, and operating system are the best defences 

against viruses, malware, and other online threats. Set 

antivirus software to run a scan after each update. Install 

other key software updates as soon as they are available. 

2) Provide Firewall Security For Your Internet 

Connection: 

A firewall is a set of related programs that prevent outsiders 

from accessing data on a private network. Make sure the 

operating system’s firewall is enabled or install free firewall 

software available online. If employees work from home, or 

you allow BYOD, ensure that their system(s) are protected 

by a firewall. 

3) Create A Mobile Device Action Plan: 

Mobile devices can create significant security and 

management challenges, especially if they hold confidential 

information or can access the company network. Require 

users to password protect their devices, encrypt their data, 

and install security apps to prevent criminals from stealing 

information while the phone is on public networks. Be sure 

to set reporting procedures for lost or stolen equipment. 

4) Make Backup Copies Of Important Business Data And 

Information: 

Regularly backup the data on all computers. Critical data 

includes word processing documents, electronic spread 

sheets, databases, financial files, human resources files, and 

accounts receivable/payable files. Backup data 

automatically if possible, or at least weekly and store the 

copies either offsite or in the cloud. 

5) Control Access To Company Computers And Create 

Individual User Accounts: 

Prevent access or use of business computers by 

unauthorized individuals. Laptops can be particularly easy 
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targets for theft or can be lost, so lock them up when 

unattended. Make sure a separate user account is created for 

each employee and require strong passwords. 

Administrative privileges should only be given to trusted IT 

staff and key personnel. 

6) Secure Your Wi-Fi Networks: 

If you have a Wi-Fi network for your workplace, make sure 

it is secure, encrypted, and hidden. To hide your Wi-Fi 

network, set up your wireless access point or router so it 

does not broadcast the network name, known as the Service 

Set Identifier (SSID). Passwords protect access to the router. 

7) Employ Best Practices On Payment Cards: 

Work with banks or processors to ensure the most trusted 

and validated tools and anti-fraud services are being used. 

You may also have additional security obligations pursuant 

to agreements with your bank or processor. Isolate payment 

systems from other, less secure programs and don’t use the 

same computer to process payments and surf the Internet. 

8) Limit Employee Access to Data and Information 

Do not provide any one employee with access to all data 

systems. Employees should only be given access to the 

specific data systems that they need for their jobs, and 

should not be able to install any software without 

permission. 

9) Insist On Passwords and Authentication: 

Require employees to use unique passwords and change 

passwords every three months. Consider implementing 

multi-factor authentication that requires additional 

information beyond a password to gain entry. Check with 

your vendors that handle sensitive data, especially financial 

institutions, to see if they offer multi-factor authentication 

for your account. 

Cyber criminals are not going to shrink away from 

hacking important private information that can be used for 

financial gain or for simply creating havoc and mayhem.  A 

system that is unprotected for a few minutes or days is a 

tempting and easy target. 

C. Work Is Transparency: 

1) Government Should Be Participatory 

Public engagement enhances the Government's effectiveness 

and improves the quality of its decisions. Knowledge is 

widely dispersed in society, and public officials benefit from 

having access to that dispersed knowledge. Executive 

departments and agencies should offer Americans increased 

opportunities to participate in policymaking and to provide 

their Government with the benefits of their collective 

expertise and information. Executive departments and 

agencies should also solicit public input on how we can 

increase and improve opportunities for public participation 

in Government. 

2) Government Should Be Collaborative: 

 Collaboration actively engages Americans in the work of 

their Government. Executive departments and agencies 

should use innovative tools, methods, and systems to 

cooperate among themselves, across all levels of 

Government, and with nonprofit organizations, businesses, 

and individuals in the private sector.  Executive departments 

and agencies should solicit public feedback to assess and 

improve their level of collaboration and to identify new 

opportunities for cooperation. 

I direct the Chief Technology Officer, in 

coordination with the Director of the Office of Management 

and Budget (OMB) and the Administrator of General 

Services, to coordinate the development by appropriate 

executive departments and agencies, within 120 days, of 

recommendations for an Open Government Directive, to be 

issued by the Director of OMB, that instructs executive 

departments and agencies to take specific actions 

implementing the principles set forth in this memorandum. 

The independent agencies should comply with the Open 

Government Directive. This memorandum is not intended 

to, and does not, create any right or benefit, substantive or 

procedural, enforceable at law or in equity by a party against 

the United States, its departments, agencies, or entities, its 

officers, employees, or agents, or any other person. 

3) Governments in Poorer Countries Can Bridge the Gap 

between the Global Environment: 

Developing countries inherited a structure of governance 

characterised by large amount of paper work and file 

handling, time consuming process and many levels of 

explicit controls and approvals. These Government 

structures grew with Government taking the mantle of 

development and addressing citizen welfare. Even though 

the benefits are not clear-cut, it does appear that a failure to 

be part of this new network world will leave the developing 

countries further behind. In the process of setting up smart 

governance, developing countries face many constraints. 

1) Commitment of the top leadership throughout the 

process of implementing an e-governance application.  

2) Connectivity which is the backbone for any e-

governance application including not only basic 

telecom infrastructure but also including availability, 

costs of access, quality of service, reasonable cost of 

hardware and software is often inadequate in 

developing countries. • The capital costs in making 

these investments is high and it is necessary to look at 

alternate financing models such as leasing build-on 

operate or build-on operate transfer as well as 

appropriate technologies that can lower costs. 

3) Competencies within the Government structure to 

successfully absorb technology and re-orientation itself 

is a crucial factor in ensuring the success of failure of 

an e-governance project.  

4) Content creation is another major issue for developing 

countries in view of the skewed nature of internet hosts 

and the heavy bias towards English. 

5) Citizens interface means the final success of an e-

governance application and depends on the ability of 

having applications which meet the requirements of the 

general public. Internet based Smart Cards and 

Electronic Payment Systems working through general 

public kiosks would be one way to ensure this.  

6) Cyber Laws are necessary to support meaningful 

integration over the Internet especially wherever 

statutory and monetary involvement is there. 

V. CONCLUSION 

Information technology negatively impacts some 

governments while positively impacting others. 

Advances in IT are producing many changes in our 

society. These changes have produced many benefits, but 

they have also raised several concerns. Innovations in IT 
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have created new jobs, promoted the growth of new 

markets, and increased international trade and investment. 

However, the expansion of IT also introduces costs. 

Workers in certain sectors of the economy lose their jobs as 

innovations in IT create a greater demand for high-tech 

workers and introduce efficiencies that make jobs obsolete. 

Another negative consequence of the IT revolution is the 

inequitable distribution of access to IT, called the digital 

divide. 

If the new technologies are to fulfill their promise, 

these costs and concerns will need to be addressed. 

Experience with previous technologies suggests that prudent 

policies can help us effectively manage the risks associated 

with new technologies without harm to their benefits. 

Experience also suggests that the required policies must be 

developed through close consultation between government 

and private sector experts and stakeholders. 
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